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MPUNOXEHWME N2 1.CRS.3
K Oorosopy

OINMMCAHWME N YCITOBUA MPEOOCTABJIEHNA YCITYT
GALLNTA OT DDOS-ATAK (STORMWALL)», «3ALLITA BEB-MPUTOMXEHNIA
(STORMWALL)»

1. ObWAA UHOOPMALUA U ONMMMNCAHUE YCNVYT

Ycnyra «3awuTa ot DDoS-aTak (StormWall)» - ycnyra no 3awmTe OT atak 0TKasa B 06CnyXMUBaHUM UIN
DDoS-atak cepsucoB! 3akasumka, OOCTYMHbIX Mo npoTtokonamMm HTTP, HTTPS uav WUHbIM NPUKNAOHbIM
npOTOKOMaM, nogsepxeHHbiM DDoS-aTakam.

Ycnyra «3awmta Beb-npunoxeHun (StormwWall)» - ycnyra no punbTpaummn seb6-tpadpuka ong 3awmTtbl oT
aTak, HanpaB/ieHHbIX Ha 3KchnnyaTauui yassumocten WEB-npunoxeHun (pyHkuma Web Application
Firewall, WAF). Ycnyra «3awmTta Be6-npunoxxeHun (StormWall)» npepoctaBnsercsa 3aka3yMkaM TONbKO
COBMECTHO C ycnyron «3awmuTa oT DDoS-atak (StormWall)».

Ycnyru npepocTaBnaoTca B coTpyaHmyectee ¢ OO0 «CTOPM CUCTEMC» (6peHp StormWall, panee -
MapTHep) M Ha 6a3e ero obnavyHoro peweHMa? no 3awmTte or DDoS-aTtak M aTtak, HanMpaBNeHHbIX Ha
3KcnnyaTauuto yaszsmmocten WEB-MpUIOXEHWUN.

2. ONUCAHWUE YCNYTU «3ALLUTA OT DDOS-ATAK (STORMWALL)»

O6uwme xapaKTepuCTUKM YCayru:

npenocTaBnsaeTcs nocpeacTBoM M3MeHeHMAa DNS-3anmncert MHTEPHEeT-CepBMCOB 3akKasumMka C LUesbio

Hanpas/ieHNA BCEX 3anpocoB Ha obopynoBaHue McnonHuTens.

npu cpabaTbiBaHMX 3aWMTbl peann3oBaHa oTnpaBka E-Mail-ysegomneHnini o HavaBwencs WU

npeKkpaTusLlenca aTake.

Ycnyra obecneyunBaer:

— CKBO3HYIO nepegavy Ha obopynoBaHuMe 3aka3umka |IP-agpecoB MCTOYHMKOB 3aMpoCoB;

— BO3MOXHOCTb NPOX0XAeHUA npoTokona WebSocket ¢ HaCTpOMKOWM COOTBETCTBYIOLLNX NMOPTOB;

— 6GecnpenaTCcTBEHHYO pPaboTy fleranbHbiX NOMCKOBbLIX BOTOB U He OKa3biBaeT B/IUAAHMA Ha MOKa3aHuA
dHpoekc- n Google-MeTpUK B Y4aCTM UCTOYHMKOB Mepexofa Oa)ke B pexume GunbTpaumm ataku. Mpu
3TOM MOSHOCTbIO MCK/IIOYEHO BIMSAAHME 3alMTbl Ha TaKMe MoKasaTenn, KakK 4YMCNO BHYTPEHHUX
NnepexoaoB, YNCN0 OTKA30B U NPOAO/IXKUTENbHOCTb CECCUN;

— He MeHee 5 Touek ouncTkm Tpaduka no mmpy B CLUA, EBpone, Poccmninckon @epepaummn, LleHTpanbHON
A3un n B Knutae.

BkNoyeHMe pexnMa OG/IOKMPOBKM aTakKM M OUYMCTKM TpaduKa OCyLecTBNAeTCA aBTOMAaTUYeCcKM npu

OBHapyXXeHMN CUCTEMON MOHMUTOPUHra WMCNOMHUTENA aTaku, HamnpaB/ieHHOW Ha WHTepHeT-pecypchbl

3aKasumKa, a TakXKe Npu NocTynuBLIen 3aaBKe OT 3aKas4vunka.

NoAdepXXMBAeT aBTOMATMYeCKYl YCTAHOBKY 6ecnnaTtHbix Let’s Encrypt SSL ceptudwukartos,

npenocTaBnsemMbix ICnosHUTENneM.

TexHn4yeckue XxapakKTepucTukn Ycnyru:

3alnTa oT CNeayLWmnx TUMNoB aTak:

— TCP-dnya (Bknovas SYN ACK reflecton flood, TCP ACK flood, TCP fragmented attack);

— SYN-onyp (Bkntouvaa Spoofed SYN flood);

— UDP-dnyn (Bkntoyaa DNS/NTP/SSDP amplification, UDP fragment flood);

— HTTP/S-dbnyn (POST/GET bot attack, SlowLoris);

- ICMP-dnypg (Bkntoyaa Smurf attack, Ping of Death);

— @nya ppyrumn npotokonamu (GRE flood etc.);

— 3anonHeHue nonocbl nponyckaHua (volumetric flood).

Ycnyra obecneymBaer:

— ¢unbTpaunto Kak HTTP, Tak n HTTPS TpadukKa C packpbliTUeM NPMBATHbIX KtoYen SSL;

— NoAAepXXKy npotokona HTTP/2 6e3 nepek/ioyeHnsa KIMEHTOB C NOAOePXKKON npoTokona HTTP/2 Ha
B6onee cTapble BEPCUKU NPOTOKONA;

— BanaHCMpPOBKY Harpy3Kn Mexay nya0M OCHOBHbIX M pe3epBHbIX 63KEHO0B;

— K3WWpoBaHMe ansa HeobxoamMbIX pacluMpeHunit hannos;

3awmTa Ha ypoBHe 06opynoBaHMA McnonHutens:

13pecb M panee No TEKCTY JOKYMEHTa Nnof «CcepBMcaMmn 3akaszumka» NoapasymMeBatoTcs Nobble CepBuUChl, AOCTYNHbIE NO NpoTtokony HTTP, HTTPS
WM MHBbIM MPUKN3AHbIM MPOTOKO/aM, noaBep>keHHbIM DDoS-aTakaM, B TOM YMCie, HO He orpaHmMunBasice WEB-canTtamMu, JOMEHHbIMU UMEeHaMu,
MHTepHeT-MaraanHamu n npounmmn WEB-cepeucamm 3akasumnka.

2T.e. 6e3 He06XOAMMOCTM YCTAHOBKM NPOrpaMMHOro obecneyeHns Ha cepeepbl 3akazumnka.
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— obecneymBaeTcs 3alMTa OT aTaK, MMEET TEXHMYECKYIO BO3MOXHOCTb NofaBneHuna (rpybor o4mcTkm)
aTakM eMKOCTbIO He MeHee 3,5 Tout/cek;
— obecneymnBaeTcsa TOHKaA NakeTHas GuNbTpaumna Tpadurka Co CKOPOCTbio He MeHee 1,6 T6uUT/C.

3. MNMOPAOOK OOCTYIMA K YCNIYTE «3ALWUTA OT DDOS-ATAK (STORMWALL)»

3aKasuMKy npenocTaBiAaeTCca NMYHbIA KabuHeT U APl Ona ynpaBfieHuUa YCIyrol C BO3MOXHOCTbIO
M3MEHEHUa 3aWnTbl (B TOM YMC/e ee OTK/TIOUYEHMA), MOPOros ee cpabaTtbiBaHWA, 63KeHO0B, NapaMeTpoB
NPOBEPKM OOCTYMHOCTM 63KEHOOB, CEPTUdUKATOB M MPUBATHBLIX K/OYEN, YepHbIX M 6enblXx CrUCKOB,
NCKIOYEHMA Mo TUnam Ganios, UCKTKYEHUA NO IoKauuaMm.

JINyHbIM KabuHeT Ycnyrn npenoctasnaeT 3akasunky cenyolme QyHKLUMOHaIbHbIe BO3MOXHOCTU:

ynpas/sieHue noporaMmm (MIMMUTamMm) Ansa o6Hapy>XeHua aTak:

- To KONMYecTBy 3anpocoB B CEKYHAY;

- T10 % COOTHOLUEHMIO 3aMNpPOCOB, 3aBEPLLUEHHbIX C OWMBKaMM Ha NOA3aLMUTHOM CepBuUCE;

- T1o cCKOpOCTU yBEeNMNYEHUSA BXOAALEro Tpaduka;

- BO3MOXHOCTb HAaCTPOWMKU MHOUBMAYANbHbLIX NOPOros ansa 610KMPOBKM |IP-aapecoB no KOMYecTBy
3a610KMpPOBaHHbIX 3aNPOCOB W 3aNpPOCOB B onpefeneHHble obnacti web-npunoxernua (Location);

- BO3MOXHOCTb HaCTPOMKWM MaKCUMasibHOM MPOAO/IKUTENbHOCTM aTaku, a TakXe ynpas/ieHue
YC/IOBUAMM 3aBeplueHna (obpaTHOro nepexoda M3 pexkMma akKTUBHOM (GUIbTpaUUM B PEXUM
obHapyxeHus).

B nMyHOM KabuHeTe YCnyrm NpucyTCTBYIOT CleAyloLMe BO3MOXHOCTH:

Bbibop onpeneneHHOro foMeHa/noanoMeHa 1 NepcoHanbHaa HacTPOoMKa A9 KaXOoro canTa

BO3MOXHOCTb MOCTPOEHUSA PA3/INYHbIX TPaPUKOB:

o 3aMpoCcoB K CalTy C BO3MOXHOCTbH BblbOpa Tuna OToBpaXkaembix 3anpocoB: obliee
KOMIMYEeCTBO 3anpocoB, pa3pelleHHble 3anpocbl, M3 K3Wwa, B 6enoM Ccrnucke, BCEro
3a6/10KMPOBAHHbIX 3aMNPOCOB, OWNBKY;

o obbeMa TpadurKa C BO3MOXXHOCTbIO MPOCMOTPa MHPOPMALIMM 3@ AMaNa30H B 5 MUHYT;

o [padukn BpeMeHM OTBETa M KOOOB OTBETAa C BO3MOXHOCTbIO MPOCMOTpa MHPOpMauMn 3a
AuanasoH B 5 MMHyT ¢ waroM 0-50 ms, 51-100 ms, 201-600 ms, 601-1000 ms, 1001-4000
ms;

o Tpaduk KOOOB OTBETA C BO3MOXHOCTbIO NPOCMOTPa MHDOPMaLMK 33 OMana3oH B 5 MUHYT;

- BO3MOXHOCTb MacwTabupoBaHnsa rpaduMKoB 3a nepmog 5 MuHyT, 15 MuHyT, 1 yac, 3 Yaca, 6 4acos,
24 vaca, 3 goHA, Hepensa, Mecal,;

- Tennoeas KapTa 3anpocos;

- WNHdbopMauua o ropodax M cTpaHax, oTkyaa 6bi1mn 3anpockl. OTobpaXkeHWe B BUOE CNMCKA U B BUAE
KPYroBou (CEKTOPHOWM) Anarpammol;

- Cnucok u Kpyroeas (CekTopHasa) AmarpaMmMa OCHOBHOM JOKauMeWl 3anpocoB C OTobpaxeHuem
npoueHTa;

- BO3MOXHOCTb CKayaTb JIOr 3aNpoCoB;

- B0o3MOXHOCTb ynpaBneHusa dyHkumammn black n whitelist gna onpegeneHHoro oOMeHa/NoanoOMeEHa,
a MMEHHO NMPoCMOTp 1 nobasneHua/ynaneHns IP anpecos;

- BO3MOXHOCTb MPOCMOTPa WMCTOPUM aTakK [na onpeneneHHoro AoMeHa/nmognoMeHa € Bbibopom
KOHKPEeTHbIX oat n dopMnuposaHmeM PDF-oT4yeTa B peasibHOM BpeMeHU. Mo Ka)Xaon atake Oo/KHa
OblTb BO3MOXHOCTb MPOCMOTPETb NOAPO6HY0 MHDOPMaLMIO MO Lenn ataku, No YPOBHIKO aTtaku, no
BPEMEHM Hayana M KOHLA aTtaku, MOWHOCTb aTaKKn, NPOTOKON W 3HaYeHWe Ha MOMEHT aTaku B rps /
bps / cps c nogpobHbIM rpaduKoM. B petanax Tpadpuka gomkHa 6biTb MHGOPMaLMA MO 3anpocam Ha
cant, obbeMy Tpaduka, BpeMeHN OTBETa, KOfa OTBETA M TeMn/ioBas KapTa C yKasaHWeM TOomM JIoKauui;

- BO3MOXHOCTb NPOCMOTPaA 3a610KNPOBaHHbLIX |P agpecoB 1 UCTOPUKM BTOKUMPOBOK 3a ONpeaesieHHbIN
nepuopn c yKkasaHMeM BpeMeHU N NPUUYUHbI BTOKNPOBKMU;

- B0O3MOXHOCTb cMeHbl IP backend agpeca cepBepa/X0OCTUHTa;

- BO3MOXHOCTb go6aBneHua cyBakKyHTOB C HAaCTPOMKaMKW MpaB ynpaB/ieHMs Nog KaXabl akKayHT
OTLE/NbHO;

- BO3MOXHOCTb CMEHbl UMEHM AoMeHa/noaaoMeHa 6e3 AONONMHUTENbHbIX NNaT UK 0BpaLLeHN;

- BO3MOXHOCTb PYYHOM HAaCTPOMKN PeaupPeKTOB C OQHOro AOMeHa Ha Apyroun.

- Bo3moxHocTb gobaBneHmna Websocket

- Bo3MoxHOCTb fobaBneHue e-mail agpecos Ana Noay4yeHmMsa paccbiiok 06 aTakax

- BO3MOXHOCTb aKTMBaUMW MNPOAKTUBHOM 3alMTbl ONA MNPOBEPKM HOBbIX K/IMEHTOB MO MEeToAam
location, keepalive coegmHeHunsa, ncnonb3osaHuio User Agent u nummtam RPS

B nnyHoM kKabuHeTe obecneymBaeTCAs BO3MOXHOCTb O3HAKOM/IEHMS CO CMMCKOM aTak 3a YKa3aHHbIN

BPEMEHHOM WHTepBan. [0 Ka)OoM aTake CywecTByeT BO3MOXHOCTb MPOCMOTPETb MOoApPOOHYO

MHMOPMaLMIO NO LLeNn aTaku, No YpOBHIO aTaku, MO BPEMEHW Hayana M KOHLLA aTaku, MOLWHOCTb aTakM,

NMPOTOKO/T U 3HaYeHMEe Ha MOMEHT aTaku B rps / bps / cps ¢ noapobHbIM rpadumkoM. B getanax Tpaduka

npepocTasnaeTca MHOopMaLMa No 3anNpocaM Ha canT, obbeMy Tpaduka, BpeMeHU OTBeTa, Koaa OTBeTa U

TensoBasa KapTa C YKa3aHMeM Ton NoKauui.
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Micnonb3yeMble pexxmnMbl YCIyru:

- TlONMHOCTbIO BbLIK/IKOYEHA B 3TOM peXuMe 3almTa MOMHOCTbK BbIKAOYEHA. HWM npu  Kakux
obcToaTeNbCTBAX 3aWMTa He ByaeT nepekatoyeHa HM KakMM M3 aBTOMaToB

- BbIK/lOYEHa/aBTO [O/19 3anpocoB C O0ObIYHbIX IP 3aWwmuTa BbiKOYeHa. Ho ecnu IP HaxoauTca B
rpemnncTe, TO YpPOBEHb 3allMTbl aBTOMATUYECKM MOBLICUTCA OO0 peaupekTa. Ecnu IP Haxogutca B
LapKucTe, TO 3aWmnTa OyneT NoBbiWeHa 40 MakCcMManbHon(kanya). Ecnu IP HaxoauTcsa B 6n3knucTe,
TO coefMHEeHMe 3aKpoeTca ¢ 418 cTaTycoM.

- PeoMpeKT/aBTO O/ 3anpocoB C 06blYHbIX |IP npuMeHsaeTca peaupeKkT. Ho ecnmn IP HaxoauTca B
rpennncTe, To ypoBeHb 3alMTbl aBTOMAaTUYeCKM NOBbICMTCA A0 JS Banupgaumun. Ecnm IP HaxoguTcsa B
LapKucTe, TO 3aWmnTa OyneT NoBbiWeHa 40 MakCcMManbHon(kanya). Ecnu IP HaxoauTcsa B 6n3knucTe,
TO coefMHEeHMe 3aKpoeTca ¢ 418 cTaTycoM.

- JS/aBTO OnAa 3anpocoB C O6bluHbIX IP npuMeHaeTca JS Banupauua. Ona IP rpeinucta/oapknucra
npuMeHsaeTca JSA. Ecnum IP HaxoauTca B B13KINCTE, TO COeANHEHUe 3aKpoeTca ¢ 418 cTaTycoMm.

- JSA/aBTO Ons 3anpoCoOB C 06blYHbIX |P NnpuMeHsaeTcs JSA Banupauma. Ona IP rpennucta/oapknucra
npuMeHsaeTca Kanda. Ecnu IP HaxoguTca B 6/13KNMCTe, TO COeAMHEHMe 3aKpoeTcsa ¢ 418 cTaTycoMm.

- Kanya/aBTo 4oNs BCEX 3anpoOCOoB NMPUMEHSAeTCS Kanya

- PenupekT (Redirect) ona Bcex 3anpocoB NPUMeEHAETCA peanpekT.

- JS ona Bcex 3anpocoB npuMmeHsaeTcsa JS Banmpaums.

- JSA pona Bcex 3anpocoB npuMeHsaeTca JS Banupaums.

3aKa3umKy npenocrtaBnsaeTca QOCTYNn KO BCEM 3anpocaM, npoxogawum 4yepe3 cuctemy Anti-DDoS, B
pexume peanibHOro BpeMeHu Yyepes NINYHbIA KabuHeT 1 Yepe3 API, C BO3MOXXHOCTbIO MOMUCKA U BbIBOPKMU
3anpocoB, NOCTPOEHUA rpadmnKOB Mo 3a4aHHOM BbIOOPKE, C MHTEPBA/IOM XPaHEHMS 3aNpPOCOB HE MeHbLUEe
1 Hepenu.

4. OMWUCAHME YCNYTU «3ALUUTA BEB-MPUNTOXEHUW (STORMWALL)»

O6uwme xapaKTepuCcTUKM YCayru:

NOAOEPXMBAET PEXUMbl BIOKMPOBKK («B pa3pbiB») 0OpaTHbLIM NPOKCU-CcepBep (reverse proxy);
npenocTaBnsaeT pexmum 6NOKMPOBKM («B Pa3pbiB») OOMYCKAeT BO3MOXHOCTb YaCTUYHOrO MM MOJIHOFO
OTK/1OYEHMA 6NTOKMPOBKM Ha BPEMSA HACTPOMKM YCNYr UNU pernameHTHbIX paborT;

MMeeT BO3MOXXHOCTb TEPMUHUPOBAHKA 3aLMLLEHHOro SSL/TLS - Tpaduka (SSL/TLS-offload), B ToM uncne
C pa3MelleHMeM HeCKONbKNX noaaepxxmneatowmx HTTPS WEB npunoxeHuin (canTos) Ha ogHoM IP agpece,
a 3aTeM ynakoBKM obpaTHO B SSL/TLS coeanHeHue;

MoXKeT aBTOMaTMUYECKN OMNpenenaTb CTaTUYECKMN KOHTEHT B TpaduKe NPUMTOXKEHUN, a TaKKe OTOENbHbIN
pexum ero o6pabotkm pna obecneyeHUs ONTUMaNbHOM MPOU3BOAUTENBHOCTUM W  TMOBbIWEHUA
3 HEeKTUBHOCTM aHaNM3a AaHHbIX B MOACUCTEME YNPABIEHMNS U MOHUTOPUHTa;

MoxeT obpabaTbiBaTb MacCOBble OOHOTUMHblIE 6M0KMpYyeMble 3anpochbl B CMELMWaNbHOM pexume
HenocpeacTBEHHO B NoAcMcTeMe 3axBaTa Tpaduka, 6e3 nepenaym B NoacmMcTeMy aHanmsa Tpaduka, ons
obecrneyeHna oNTUMaNbHOW MPOM3BOAUTENbHOCTU NPU 3aluTe OT 60T-aKTMBHOCTM 1 DDOS aTak;
obecrneymMBaeT BO3MOXHOCTb KOHTPONA WCMONIb30BAHMA 3alUULLAEMOro MPUNOXKEHUA NEerMTUMHbIMU
nonb3oBaTeNsaMuU;

NoAOEPXMBAET CXeMbl paboThl «pa3pelleHo BCe, YTO He 3aMnpelleHo ABHO», «3anpeLlleHo BCe, YTO He
pa3pelleHo ABHO», a TakXe KoMbuHauum obeux cxem, B 3aBMCMMOCTM OT pPaccMaTpMBaeMoMl MOOesnu
Yrpo3 U KPUTUYHOCTU 3aLUULLAEMbIX MPUTTOXKEHUN;

obecrneuymBaeT CBOeBpeMeHHOoe OB6HapyXeHue GaKTOPOB  KOMMAPOMETauuM U BO3MOXHOCTb
nocnenyowero paccnefoBaHna MHUMAEHTOB;

BO3MOXHOCTb pa3feneHua 3anpocoB K CTAaTUYECKOMY U AMHAMUUYECKOMY KOHTEHTY O/ 3KOHOMUMU
CMCTEMHbBIX PECYpCoB, a TaK)XXe pPecypcoB, TpebyeMblX aHanUTUMKY ONnsa pasbopa cobbiTuiA (3anpochkl K
CTaTUYECKMM pecypcaM He OO/MKHbl 0TOBPaXkaTbCa B KOHCOIM MOHUTOPUHIa);

npenocTaBnaeT BO3MOXHOCTb YMNpaBleHUa npaBuiaMu MPUHATUMA pelleHuin (co3paHue, yaaneHue,
neperpynnmMpoBKa) C MOMOLLbI rpadmnyeckoro KoHpurypaTtopa yepes nHTepdenc ynpasieHms.

[na Bcex 3anpocoB NPMMEHAEeTCa Kanya.

NoAdepPXMBaeT rnMbKMe MexaHU3Mbl aBTOMATUYECKOro ObyyeHua ON8 CHUMXKEHUA 3aTpaT BPEMEeHM U
pPecypcoB Ha HAaCTPOWMKY MPU BHEAPEHUU N OBCNYXXUBAHMUWN B YCIIOBMAX YacTbiX MU3MEHEHUN PyHKLMOoHana
3alMLLAEMbIX MPUNTOXKEHUN, a TaKXe B YCIOBUAX aKTUBHOIMO LMKAa Pa3paboTky (cM. noapobHee Huxe).

TexHNnYecKmne xapakKTepucTukmn Ycnyru:

Moanep)xka cnepyoLmnx KoYeBbiX BO3MOXHOCTEN:

— noppepxuneaeT npotokon WebSocket, npunoxenua, ncnonbaywowme NTLM-ayTeHTUDMKALMIO;
— PaboTa C MCNoNb30oBaHWEM CUIHATYPHbIX METOA0B OGHaPYXXeHUa aHoManuis;

3awmTa oT crnefyroWwmx BUAOB aTak:

— OCHOBHbIX BMOOB aTak Ha BeO-NpuioxeHmsa n3 nepedyHs OWASP Top 10;

3 B TOM uucne Hanuvuyue 6a30Boro Habopa BCTPOEHHbLIX CMrHATYpP B KOMMAEKTE MOCTaBKM AAs 3awmTtbl OoT yrpo3 OWASP top 10; noapepxka
pacnpocTpaHeHHOro OTKpbIToro dopmata Be6-curHatyp ModSecurity;
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4.2.3.

4.2.4.

4.2.5.

4.2.6.

4.2.7.

Ha npoTokon HTTP, BK/tOYasa aTaku Ha nepenosiHeHue bydepa;

CMHTAaKCMYECKMX B T.4. PA3/IMYHbIX aTakK Kacca injection (BHegpeHWe KOMaHp B nepepaBaeMble
naHHble SQL Injection, Code Injection, OS Command Injection, LDAP Injection, Path Traversal v gp.);
«MeToAoM rpybor cunbi», B T.4. NepebopHbIX aTak M aTak K/acca «yMHbi DoS»;

NOTUYECKMX Ha MPUMOXKEHMA, B TOM YMC/E OT aTak Ha MexXaHM3Mbl ayTeHTUOMKALUM U KOHTPONs
Ceccum u atak Ha BU3HeC-N0ruKky;

«BHYTPM» MNepefaBaeMblX OaHHbIX C MPOW3BONIbHbBIM YPOBHEM BNIOXEHHOCTUM (aTakM Ha 63KeHa,
MexaHM3Mbl cepuanunsaunm/gecepuanmsaumm 1 T.n.);

Ha KnneHTbl Be6-npunoxeHnn (CSRF, XSS);

0-day u 1-day arak;

HeXenaTe/bHOM aKTUBHOCTU C MPUMEHEHUEM CPeaCcTB aBToOMaTn3auum (3awmrta oT 60TOB).

BO3MOXHOCTb TMOKOM HACTPOMKM pPas3/IMYHbIX TUMOB MOAeNen p[ns Kaxaooro U3  3aluuaeMbix
NPUNOXXEHUM, B TOM Yymucne:

onpeneneHna n GUNbLTPaLUM CTaTUYECKOrO KOHTEHTa;

Banuaaumm npotokona HTTP, BKNOYas KOHTPO/b 3aro10BKOB, cookie n gp.;

PEKYPCUBHOW MOAOENN CUHTAKCMYECKOro aHanvM3a 3amnpocoB M OTBETOB C MOAOEPXXKON PasfMUHbIX
BUOOB CXXAaTuA, KOAMPOBaHUA U cnocob0oB nepegayu gaHHbIX C MPOU3BO/TbHBIM YPOBHEM BJIOXEHHOCTU
OaHHbIX (B yacTHocTM, XML, JSON, BASEG4, GZIP, SOAP);

MCTOYHUKOB — OMpefeneHne XxapakTepucTuK MCTOYHMKA Ha OCHOBE MapaMeTpoB 3anpoca;
onpeneneHua Normyeckmnx OencTsui (buUsHec-gencTBUN) B MPUNTOXKEHUN, NMapaMeTPOB JTOFMYEeCcKUX
0EeNCTBMIN M UX 3HAYEHUN, NOCNenoBaTeNbHOCTEN OeNCTBMIN, MPOBEPKM YCNELWHOCTU AENCTBUN;
MOEHTUDUKALUUKN, aYyTEHTUDUKALUU N KOHTPOA CECCUN B MPUNTOXKEHUN;

3alWKUTbl OT NepebopHbIX aTak M aTaK TUMNa «yMHbIM DOS» Ha ypOBHE OTAENIbHbIX NOrMYEeCKUX AEeNCTBUN
M NPOU3BOJIbHbIX MapaMeTPOB AeNCcTBMUS;

Hanuuune roToBbiXx Mogenen Banuaaumm npotokona HTTP U CMHTAKCMYECKOro aHanm3a 3anpocoB Ang
TUNOBOroO BEG-NPUNOXKEHUA B KOMIMJIEKTE MOCTaBKMU;

B0O3MOXHOCTb PYYHOM TOHKOM HAaCTPOMKKN Mofaenen OTAeNbHO A9 Ka)XAoro M3 NOrMYecknx oencTemi
M NapaMeTpoB, B YaCTHOCTM HAaCTPOMKa CUrHaTYPHOro aHann3a, Mogenen napaMeTpoB, KOHbUrypaunm
MOLY/A 3aWMTbl OT NepebopHbIX aTak;

BO3MOXHOCTb O6HapyXXeHUsa crieayroWwmx BMAOB aHOMasNn:

aHOManum UNM 3HaYMMbIX [OaHHbIX Kak B HTTP-3anpocax, Tak U B HTTP-oTBeTax; B pabote
NMPUNOXXEHMA HAa OCHOBE HACTPOEHHbIX MO3UTUBHbLIX MOAESIEN NPUNOXKEHUA (COBNAAeHUE C MOAENbIO
MM HAa0BOPOT — OTK/IOHEHUE OT Hee);

paboTbl NMPUIOXEHUA HAa OCHOBE COMOCTaBMIEHUS 3HaYeHWI napamMeTpoB HTTP 3anpocoB/OTBETOB C
CUrHaTypaMu aTak;

aHOManuMM M 3HaYMMbIX NAapPaMeTPOB HEMOCPEACTBEHHO BHYTPU BIOXKEHHbIX OAHHbIX, NepenaBaeMbix
no npotokony HTTP 6e3 orpaHMYeHMN Ha KONMMYECTBO YPOBHENM BIOXEHHOCTU; B rnpouecce paboThbl
MEXaHM3MOB WMOeHTUDMKALUM, ayTeHTUdUKauMK, aBToOpM3auUMM MNONb30BaTeen U  KOHTpONSA
MoJIb30BaTENIbCKUX CECCUN;

aHOManun, CBUAETENbCTBYIOLWMX O BO3MOXHbIX MOMbITKaX aTtak, OCYLEeCTBISEeMbIX «KMETOAOM rpy6omn
cunbl» (bruteforce);

HapylweHne O6U3HEC-NOrMKU MPUMIOXKEHUS WM KOHTPONA BbINOJIHEHUA 6GU3HEC-/IOTMKKU  NyTeM
MCNOMb30BaHMA COOTBETCTBYIOLWEN NO3UTUBHOM Moaenn PaboTbl NPUIOXEHUS;

MexaHM3Mbl MOAABNEHAM NOXHbIX CpabaTbiBaHWUM, OOCTYMHbIE 3aKa3uunKy:
npenBapuTenbHoro ("paHHero") nopaBfieHUsa, 4YTOObl UCKKUYUTb BO3MOXHOCTb MX BAUAHUA Ha

chopMMpPOBaHHbIE MpaBuia NMPUHATUS peLleHU, a TakKe 4YTobbl NpefoTBPaTUTbL MX MonagaHue B
MHTepdenc MOHUTOPUHTA;

ynpouieHHoro ("6bicTporo") nopasneHnss WcnonHUTENeM HEeNnoCPeacTBEHHO TMpPWM nNpocMoTpe
OMNnCaHNA BbISBNIEHHON aHOManuu;

BO3MOXHOCTb TOHKOW HAaCTPOMKM pPa3/IMYHbIX MEXaHM3MOB OnpedesieHMs aHOMasui B NpuUBA3Ke K
OTAENbHbIM NapaMeTpaM 3anpoca/oTBeTa UM NOrMYecKnM AenCTBMUAM B MPUTTOXKEHUN.

B0o3MOXHOCTU paboTbl ¢ HTTP-TpaH3aKUUAMM:

Hanuume HacTpamBaeMoro MOAYNA MNPUHATUA pPeLleHni, NOo3BONAIOWEro BblAeNATb 3HAYMMble
cobblTMa MHOOPMALMOHHOM ©6e30MacHOCTUM U MPUHUMATb pPelleHUs OTHOCUTENbHO AanbHenwmnx
0EeNCTBMIN B OTHOWEHMM HTTP-TpaH3akumi (3anpoc/oTeeT);

YrpaBneHue npaBuMnaMnm MNPUHATUA pPeLIeHMn Ha OCHOBE [aHHbiXx 06 ucToyHuke (ip-agpec,
nonb3oBatensb, id ceccnmn) n uenu HTTP-TpaH3akummn (MPUNoXeHue, nornyeckoe (bmusHec)-gencTeme),
a Tak)Ke 0OHapYy)KeHHbIX B HEM aHOMANMAX UIN 3HAYMMbIX OAHHbIX;

Moponep)Ka cneaylowmx BO3MOXHbIX peleHni: bnokmposatb HTTP-TpaH3aKkumo, Nnponyctute HTTP-
TpaH3aKuuo, noMeTnTb HTTP-TpaH3aKLUmMio, MOAMDULMPOBATL OTBET;

Ycnyra obnagaeT crnefyrowmMmMm BO3MOXHOCTAMM aBTOMATUYeCKOro obyyeHuns:

onpepeneHne N onncaHne CTaTU4eCKOro KOHTEeHTa Ha OCHOBe aHa/n3a CTaTUCTUKKU 3anpocoB K
3almuiaeMblM NPUNOXKEHNUAM;
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4.2.8.

4.2.9.

5.1.

5.2.

5.3.

5.3.1.

5.3.2.

5.3.3.

— TMOCTPOEHME PEeKYPCUBHOM MOLENM CUHTAKCMYECKOro aHaamn3a [OaHHbIX 3anpocoB M OTBETOB C
NOALEPXKKON pPasfIMYHbIX BUOOB CXaTuA, KOOAMPOBaHMA U CrnocoboB nepegaun [OaHHbIX C
MPOM3BOJIbHbIM YPOBHEM BTOXEHHOCTM (B YacTHOCTM, XML, JSON, BASEG64, GZIP, SOAP);

— BbIABNIEHME CUIHATYPHbIX MPaBUN C BbICOKMM YPOBHEM JIOXHbIX cpabaTbiBaHUI (aBTOMaTUYecKoe
rnoaaBneHne NOXHbIX cpabaTbiBaHUN);

— TMOCTPOEeHWe MOoAeNnu MapLlIpyTU3aLMmM 3aNpocoB ANsa Be6-npunoxeHums;

—  TMOCTpoeHue Mopenen Nornyecknx 0enNCcTBniM B NPUNOXKEHUN U Moaenen napamMeTpoB 3TUX OeUCTBUN,
a TakK)ke nocsieaoBaTesibHOCTEN (LlenoYek) NorMyeckmnx OemncTeumn;

— OueHKa OTK/IOHEHMS MapaMeTPOoB NOrMYeCKUX OENCTBUM B BEO-MPUMOXEHUN OT CTAaTUCTUYECKOM
HOpPMbI;

BO3MOXHOCTM MO BbINMO/HEHWIO aBTOMATUYECKOro obyyeHua:

— HenpepbiBHOe 06y4yeHMe B Npouecce PyHKLUNOHMPOBAHMS;

— nepuogMyecKunit 3anyck 3agaHuim no oby4yeHuto No yCTaHOB/IEHHOMY PACNMCaHUIO;

— PYYHOM OOHOKPAaTHbLIN 3amnycK 3a4aHuin Mo obydyeHuio;

— WHKpPeMeHTHoe (TONbKO AN M3MEHEeHUN, NPOoM3OoLWeflWmMx C MOMeHTa npenbiaylero obydyeHus), a
TaK)Xe YacCTM4YHasa py4vyHas KOPPEKTUPOBKA pPe3y/bTaToB 0Oy4deHMa ON8 OTAENbHbIX CTaTUYeCKUX
pecypcoB, NOXHbIX cpabaTbiBaHWIA, NOrMYeCcKUX OeUCTBUM M T.N. 6e3 Heob6XxoauMOCTM MPOBOAUTH
obyuyeHne 3aHOBO.

Pe3ynbTaTbl  aBTOMATMYeCKOro O6y4vyeHMa  MOSHOCTbIO  UHTEepnpeTUupyeMbl U KOPPEKTUPYEeMbl

McnonHuTtenem.

5. COCTAB, YC/1OBUSA U NMOPAOOK OKA3AHUA YCNIYTU

Ycnyru 0OCTYMHbI AN 3aKa3a Kak 019 CepBMCcoB 3aKkasumka, QyHKUMOHUPYoWnX Kak B O6nake Cloud.ru,
Tak U B CTOPOHHEN MHDpPACTPYKType 3aKasuumka.

Monb3yacb Ycnyramu, 3akasumk NoATBEPIKAAeT, YTO AOMEHHble MMeHa, A/ KOTOPbIX MOAKIYalTCa
Ycnyru, npuHagne)aTt eMy Ha 3aKOHHOM OCHOBaHUW, NGO OH OeNCTBYEeT OT MMEHU U MO MOPYyYeHUIo
3aKOHHbIX BNafesbleB 3TUX AOMEHHbIX UMEH.

Ona nopknwdeHus VYcnyr «3awmta ot DDoS-atak (StormWall)» u «3awmta Beb-npunoxeHuin
(StormWall)»:

3aKa3uunK BbibMpaeT Tapu@HbIMA NaH Ha OCHOBAHWM npennosiaraeMoin nosiochl NeruTMMHOro Tpaduka,
rapaHTMPOBAHHOM  OOCTYMHOCTM  3alUMLLAEMbIX CEPBMCOB UM  HeOobXOAMMOW  OOMOSIHUTENbHOM
GYHKUMOHANbHOCTMN M3 Tabnunubl N2 1;

Mcxoos wm3 BbiOpaHHbIX napameTtpoB Ycnyr (cM. n. 5.1.1.), 3anonHaet d¢dopMy 3akasa Ycayru,
NpeacTaB/eHHYo B npunoxeHnn N2 1.CRS.3.A. n HanpaBnaeT e€ VICNONHUTENIO Ha aApec 3/1eKTPOHHOM
NMOYTbl YNOJIHOMOYEHHOr 0 nNLa;

B TeueHne 3 (Tpex) paboumx OHen McnonHutenb ob6A3yeTca cCorfacoBaTb nNpefoctaBneHuve Ycnyr
3aKasumnky nMbo nNpenocTaBuUTb MOTUBMPOBAHHbBIN OTKa3, NpuM 3ToM CTOPOHbI NPU3HAIOT, 4YTO T.K. Ycayra
ABNAETCA NAapTHEPCKOM, OTKA3 B €€ NpeaoCcTaB/IeHMM MOXET OblTb CBA3aH C OEeNCTBUAMUM NapTHEPA;

B cnyyae cornacoBaHua npepoctaBneHna Ycnyrn, WCnNonHuTenb nepepaeTt YnoIHOMOYEHHOMY Nnuuy
3aKa34ymnKa NorMHa M Naposb OT IMYHOro KabuHeTa Ycnyru, pasaMeLleHHOoN Ha canTe napTHepa.

Tab6n.1. TapudHble nnaHbl Ycnyru «3awmTta or DDoS-aTak (StormWall)»
[uvana3oH Ha Bbi6op,
BKJIIOYEHHOr 0 B Tapu@

HauMeHoBaHue Ha6op onuui, Bxoaauwmux B abBoOHEHTCKYIO nnaTy no
T NnerntumMHoro Tpaguka ANy
(nocne ouncrtku, 6e3 yueta
Tpadumka aTak)
50 M6uT/c * 3awmra 1 pomeHa 2-ro ypoBHa 1 go 100 ero
NoAaOMEHOB;
100 M6ur/c - 3almTa OT aTak Ha ypoBHax L3-L7 mogenu OSl;
« BanaHcupoBKa Harpysku Mmexay 6akeHgamu;
200 M6wu/c - 3alMLLEHHbI DNS 19 3almiLaeMblX 06bEKTOB;
300 M6uT/C + HyperCache CDN (K3WwKnpoBaHue CTaTU4YeCKnX 06beKTOB B
onepaTuMBHOM NaMATU GUIBTPOB) M ONTUMM3ALMSA 3arpy3Ku
3awumTa camTa ot 400 M6uT/c canTa (nytemM npuMeHeHusa npotokona HTTP/2);
DDoS - tapud * JINYHBbIN KaBUHET (aHaNUTUKA, OTYETbl, HACTPOMKMU
Business ONE 500 M6urT/c 3aLmUThI);

- MpocMoTp/ynpaBneHune cnMckammn 3ab610KMPOBAHHbIX

1000 M6ur/c afpeCcoB M NCTOPUEN BOKUPOBOK;

+ APl ona ynpaBfieHUs CepBuCOM;
2000 M6uT/C + GeolP (npoBepku, 61OKNPOBKMK);

- 0o 500 Black/White/Grey-nucTos;
2500 M6uT/c - Moppepka Websocket.
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3000 M6uT/c

3500 M6uT/c

4000 M6uT/c

4500 M6uT/c

5000 M6uT/c

6000 M6uT/c

7000 M6uT/C

8000 M6uT/C

9000 M6uT/c

10000 M6uT/c

3awumTa camTa ot
DDoS - tapud
Enterprise ONE

50 M6uT/c

100 M6uT/c

200 M6éuT/c

300 M6éut/c

400 M6uT/c

500 M6éut/c

1000 M6wuT/c

1500 M6uT/c

2000 M6uT/C

2500 M6uT/C

3000 M6uT/C

3500 M6uT/C

4000 M6uT/C

4500 M6uT/C

5000 M6uT/c

6000 M6uT/C

7000 M6uT/c

8000 M6uT/c

9000 M6uT/c

10000 M6uT/c

+ 3awmTa 1 gomeHa 2-ro ypoBHsa 1 go 100 ero
NOAAOMEHOB;

« 3awWwmTa OT atak Ha ypoBHax L3-L7 mopgenu OSI;

- banaHcMpoBKa Harpy3ku mexay 63keHpamu;

* 3awWmiLeHHbIM DNS ana 3awmiiaeMbiXx 06bEKTOB;

+ HyperCache CDN (K3wWKMpoBaHMe CTaTUYECKUX 06BbEKTOB B
onepaTMBHOM NaMATU GUIBTPOB) M ONTUMM3ALMUSA 3arpy3Ku
caunTa (nyTeM npMMeHeHusa npotokona HTTP/2);

+ 1 BblAeNeHHbIN IP-appec;

+ JKcnepTHaa nogaep)kka AntiDDoS (4aTt B NpuUIoXeHUn
Slack nnm Telegram);

+ BO3MOXXHOCTb NOAKOYEHUS 3alWmnTbl L7 6e3 packpbiTus
npuBaTHbIX Kitoven SSL/TLS;

+ BO3MOXXHOCTb peanu3aunmn HecTaHAAapPTHbIX MeTOA0B
nogkntoyeHna (Yepes GU3NYECKUI CTbIK UK L2-kaHan);
* INYHBbIN KabUHeT (aHaNUTUKA, OTYETbI, HACTPOMKMU
3aWmThl);

- PoneBas Mogenb poCTyna K IMYHOMY KabuHEeTy U
NOrMpoBaHue OencTBui Nosb3oBaTenein;

« MpocMoTp/ynpaBneHne cnnckamm 3ab10KMPOBAHHbIX
aipecoB M Uctopuen 610KMPOBOK;

« NMoppepxxka HTTPS n HTTP/2;

« APl gng ynpaBneHunsa CepBucomMm;

+ GeolP (npoBepku, 6TOKMPOBKN);

- 0o 1000 Black/White/Grey-nucTos;

» Nopnepxxka Websocket;

* MpPOaKTUBHbIA MOHUTOPUHT;

* YnpaBneHue 3aWwnTon ot 60T1oB (Lenoyku npasun HTTP);
- Noppepxkka FOCT-wudpoBaHusa n cepTMdmKaToB;

- MepcoHanusauma cTpaHuL, ownboK;

« Ooctyn k Graylog.

3awumTa camTa ot
DDoS - tapud
Business UNL

50 M6uT/c

100 M6uT/c

200 M6éut/c

300 M6éut/c

400 M6uT/c

500 M6éut/c

1000 M6wuT/c

1500 M6uT/c

2000 M6éuT/c

2500 M6éuT/c

3000 M6éuT/c

+ 3awmTa 100 pomeHOoB 2-ro ypoBHA 1 go 100 nogaoMeHOB
Ha KaXkabi IOMEH;

+ 3awmTa OT aTaK Ha ypoBHax L3-L7 mogenu OSI;

+ banaHcMpoBKa Harpy3ku mMexxay 6akeHgamu;
 3awmueHHbIn DNS ana 3awuiiaemMbix 06bEKTOB;

+ HyperCache CDN (K3wWKMpoBaHMe CTaTUYECKMX 06BbEKTOB B
onepaTtMBHOM NamMATU GUIbTPOB) M ONTUMM3ALUA 3arpy3Kn
canTa (nytemM npuMeHeHusa npotokona HTTP/2);

* INYHBbIN KabUHEeT (aHaNUTUKA, OTYETbI, HACTPOMKMU
3aLWmnThl);

« MpocMoTp/ynpaBneHmne cnnckamm 3ab1O0KMPOBAHHbIX
afpecoB U UCTopuen 610KUPOBOK;

 Moppepxxka HTTPS n HTTP/2;

« APl pna ynpaBneHus CepBUCOM;

+ GeolP (npoBepku, 61OKNPOBKMK);

- 0o 500 Black/White/Grey-nucTos;

- Noppoep>xka Websocket.
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3500 M6uT/c

4000 M6uT/c

4500 M6uT/c

5000 M6uT/c

6000 M6uT/c

7000 M6uT/c

8000 M6uT/C

9000 M6uT/c

10000 M6uT/c

3awumTa camTa ot
DDoS - tapud
Enterprise UNL

50 M6uT/c

100 M6uT/c

200 M6éuT/c

300 Méut/c

400 M6uT/c

500 M6éut/c

1000 M6wuT/c

1500 M6uT/c

2000 M6uT/c

2500 M6uT/C

3000 M6uT/C

3500 M6uT/C

4000 M6uT/C

4500 M6uT/C

5000 M6uT/C

6000 M6uT/C

7000 M6uT/c

8000 M6uT/c

9000 M6uT/c

10000 M6uT/c

+ 3awmTa 100 pomMeHOB 2-ro ypoBHA 1 go 100 nogaoMeHOB
Ha Ka)kabll JOMEH;

+ 3almTa OT atak Ha ypoBHsX L3-L7 mogenu OSl;

- banaHcuMpoBKa Harpy3ku mexay 63keHpamu;

* 3almiLeHHbIn DNS ana 3awmiuiaeMbix 06bEKTOB;

+ HyperCache CDN (K3wWwMpoBaHMe CTaTUYECKUX 06bEKTOB B
onepaTMBHOM NaMATU GUIBTPOB) M ONTUMM3ALMUSA 3arpy3Ku
caunTa (nyTeM npMMeHeHusa npotokona HTTP/2);

+ 1 BblAeNeHHbIN IP-appec;

+ JKcnepTHaa nogaep)kka AntiDDoS (4aT B NPUIOXEHUM
Slack nnm Telegram);

+ BO3MOXXHOCTb NOAKOYEHUS 3alWmnTbl L7 6e3 packpbiTus
npuBaTHbIX Ktoven SSL/TLS;

+ BO3MOXXHOCTb peanu3aunmn HecTaHAAapPTHbIX MeTOA0B
nogkntoyeHna (Yepes GU3NYECKUI CTbIK UK L2-kaHan);

* INYHBbIN KabUHeT (aHaNUTUKA, OTYETbI, HACTPOMKMU
3aLWmnThl);

- PoneBas Mogenb poCTyna K IMYHOMY KabuHEeTy U
NOrMpoBaHue OencTBui Nosb3oBaTenein;

« MpocMoTp/ynpaBneHne cnnckamm 3ab10KMPOBAHHbIX
aipecoB M Uctopuen 610KMPOBOK;

« NMoppepxxka HTTPS n HTTP/2;

« APl gng ynpaBneHuns CepBucomM;

+ GeolP (npoBepku, 6TOKMPOBKMN);

- 0o 1000 Black/White/Grey-nucTos;

» Nopnepxxka Websocket;

* MpPOaKTUBHbIA MOHUTOPUHT;

* YnpaBneHue 3aWwnTon ot 60T1oB (Lenoyku npasun HTTP);
- Noppepxkka FOCT-wudpoBaHusa n cepTMdmKaToB;

- MepcoHanusauma cTpaHuL, ownboK;

« Ooctyn k Graylog.

3awumra
CepBepoB U
ceten — Tapud
Standard

50 M6uT/c

100 M6uT/c

200 M6éut/c

300 M6éut/c

400 M6uT/c

500 M6éut/c

600 M6uT/c

700 M6éuT/c

800 M6uT/c

900 M6éuT/c

1000 M6uT/c

1500 M6uT/c

+ 1 ASN;

+ 1 TYHHEeNb/NOAKNIOYEHNE;

- 10 npedukcos;

+ 3awWwmTa OT aTtak Ha ypoBHsax L3-L5 mopenu OSl;

+ Tunbl nogkntoyeHns: dusnyeckoe NOAKIOYEHME HA
MMTC-9, GRE-TyHHenb, MPLS;

« HeT noaaep>Xkn B yate (TONbKO TUKETbI);

+ Het DDoS-ceHcopa;

+ HeT nHamBumayanbHbiX Npodunen 3awmrhbl;

* 3awumTa oT aTtak o 600 réut/c.
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2000 M6uT/c

3000 M6uT/c

4000 M6uT/c

5000 M6uT/c

6000 M6uT/c

7000 M6uT/c

8000 M6uT/C

9000 M6uT/c

10000 M6uT/c

15000 M6uT/c

20000 M6uT/c

30000 M6uT/c

40000 M6uT/c

50000 M6uT/c

60000 MbuT/c

70000 M6uT/c

50 M6uT/c
+ 1 ASN;
100 M6uT/c + 1 TYHHeNnb/nogKNo4YeHne;
- 10 npeduKCcoB;
3ammTa 200 M6uT/c - 3aWMTa OT aTak Ha ypoBHaX L3-L5 mopenu OSI;
cepBepoB U « Tunbl noaknoyeHns: Musmyeckoe NogKIOUYEeHNE Ha
ceTen — Tapugd 300 M6uT/c MMTC-9, GRE-TyHHenb, MPLS;
Business + HeT noppep)ku B yaTe (TONbKO TUKETbI);
+ Het DDo0S-ceHcopa;
400 M6uT/c + HeT nHanBupyanbHbix Npodunen 3awmThbi;
+ 3awumTa oT aTtak oo 600 réur/c.
500 M6éut/c
600 M6uTt/c
700 M6éuT/c
800 M6uT/c
900 M6uT/c
1000 M6uT/c
1500 M6uT/c
2000 M6uT/c + 1o 10 ASN (COBCTBEHHbIX TN TPAH3UT);
+ 0o 10 TyHHeNnen/NnogKNUYEHUN;
3000 M6uT/c + 0o 100 npeduKCoB;
3awumra + 3aWmTa OT atak Ha ypoBHaAX L3-L5 mogenu OSl;
4000 M6uT/C .
cepBepoB u Tunbl NoakntoyeHns: ®OuUsnyeckoe NOAK/IOYEHME Ha
ceTen — Tapuod 5000 M6uT/C MMTC-9, GRE-TyHHenb, MPLS;
Enterprise - Moppepxxka B yate Slack/Telegram;

6000 M6uT/C

7000 M6uT/c

8000 M6uT/c

9000 M6uT/c

10000 M6uT/c

15000 M6uT/c

20000 M6uT/c

30000 M6uT/c

+ DDoS-ceHcop;
* MHauBuayanbHble Npodunm 3awmThl;
* 3alumMTa OT aTak 6e3 orpaHUYEHU Mo eMKOCTHU.
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40000 M6uT/c

50000 M6ut/c

60000 Mb6uT/c

70000 M6uT/c

3awumTa camTa ot
XaKepCKUX aTak
c nomouwbio WAF
- Tapud T1
(poctynHa
TOJIbKO Npwm
3akase Ycnyrm
3awmTbl OT
DDoS-arak)

100 RPS

300 RPS

500 RPS

700 RPS

1000 RPS

1500 RPS

2000 RPS

3000 RPS

5000 RPS

7000 RPS

10000 RPS

+ 3awmTa 1 Be6-NpUNoXKeHus;

+ Banupgauunsa npotokona HTTP (Tunbl 3anpocoB, 3aro1oBKuU
M UX NapameTpbl U T.M.);

+ ABTOMaTMyeckasa GunbTpaumusa CTaTU4eCcKmnx pecypcoB:
OTAENbHbIN PeXnm 06paboTKM CTaTUYECKUX PECYPCOB
(obecneunBaeT oNTUManbHY NPOU3BOAUTENBHOCTb
aHanM3a AaHHbIX B NOACMCTEME YNPaBNeHus 1
MOHUTOPUHIa);

+ AHanu3 3anpocoB 1M OTBETOB C MCNOMb30BaHUEM Habopa
curHaTyp, onpegenswowmx ataku OWASP Top 10;

+ BIOKMPOBKA MCTOYHUKA NPU OBHAPYXEHUU
MHOXECTBEHHbIX aHOMa 1 B 3anpocax oT Hero (Last
Recent BlockedCache);

+ OrpaHMYyeHune 4acToTbl 3aNpPOCOB OT OAHOI0 MCTOYHMKA
(Rate Limiting) pna npunoxeHusa B LenoM;

« MpenBapuTenbHOE NoAaBNEHNE NTIOXHbIX CpabaTbiBaHUM
npu NOAKNOYEHUM (Ha OCHOBE MALUMHHOIO 0BYYeHNsA U C
npuBAEYEHNEM aHANIUTUKOBY);

+ MopaBneHne NTOXHbIX cpabaTtbiBaHUI Npu obpalleHn B
CNYX6y nopaepx Ku;

- [locTyn ¢ npaBamMun "Ha yYTeHne" K pacluMpeHHOMY
NMYHOMY KabuHeTy WAF, KOTOpbI oTo6pakaeT TekyLlme
MOAEeNN 1 NpaBua 3alimThbl;

+ OTNpaBKa yBeAOMNIEHUN O KPUTUUYHbBIX COBbITUAX MB no
3M1EKTPOHHOM NoyTe (HacTpamMBaeTCs Mo 3anpocy B CIyX6y
NOAAEPKKN);

+ XpaHeHue cobbiTuin 6e30MacHoCTH;

+ XpaHeHne aHOMasbHbIX TPaH3aKLUUK;

+ OTnpaBKa perynsapHbix otT4eToB 0 pabote WAF
(HacTpamBaeTca no 3anpocy MapTHepa B cnyxby
NOAAEPIKKN).

3awumTa camTa ot
XaKepCKUX aTak
c noMmouwpbio WAF
- Tapud T2
(poctynHa
TOJIbKO Npwm
3akase Ycnyrm
3awmTbl OT
DDoS-arak)

100 RPS

300 RPS

500 RPS

700 RPS

1000 RPS

1500 RPS

2000 RPS

3000 RPS

5000 RPS

7000 RPS

10000 RPS

DYHKUMOHAnN cornacHo tapudy 3awmra canta ot
XaKepCcKmx atak ¢ nomoubio WAF — Tapud Tl m
LOMONIHUTENBbHO K HEeMYy:

- ABTOMaTM4yeCKoe onpepeneHne BbiNoHAEMbIX
NOrnMYyecKmnx penNcTBuiM N NPoBepKa UX NapaMeTpoB Ha
COOTBETCTBUE YCTAaHOBEHHbIM MoAenaM. Mogenb 6usHec-
NIOTMKKN MOXET CTPOMUTCSA BPYYHYIO UTU C MOMOLLbIO
MaLWWHHOro obyyeHusa (pe3ynbTaTbl MAWMHHOIO 0ByyeHus
ABNAKTCA NOIHOCTbIO MHTEPNPETUPYEMBIMU UMK
KOPPEeKTUpyeMbiMn). ng NOrMyeckux gemncTemm u
napaMeTpoB MOryT 6bITb YCTAHOB/IEHbI HAa3BaHMA,
COOTBETCTBYIOLME NX PeanbHbIM QYHKLUUAM B NPUTOXEHUU
(C uenbto ynpoLeH1s aHanun3a 3anpocoB U Co6bITUI
6e30MacHoOCTH) ;

+ OnpepenexHune yCnewHoCTU BbiMOIHAEMbIX AEUCTBMI Ha
OCHOBE aHaNn3a OTBETOB, B TOM YMC/IE - BNOXEHHbIX
DAHHbIX;

- OnpepeneHne UCTOYHUKOB - MPOU3BOJIbHbLIX NapaMeTpPoB
NIOFMYEeCKUX OeNCTBUN, KOTOPbIE XapaKTepu3yT UCTOYHUK
3anpoca (IP-appec, nageHTMduKaTop ceccmm, nms
nonb3oBatens, onpepenexHHasa cookie n T1.n.) ;

« KoHTponb nonb3oBaTenen n ceccun, kotopas
onpepensier K/K4YeBble MapaMeTpbl CECCUU, a TaKxke
lorMyeckme pencTBusl, B paMKax KOTOpPbIX 3TM NapaMeTpsbl;
YCTaHaBNMBAKOTCA, KOHTPOJMPYIOTCA U MHBANUAMPYHOTCA).
+ KoHTpOnb aBTOpM3auumn nonb3oBaTenen Ha ypoBHe
CeCccuit 1 BbIMOSTHAEMbIX TOFMYECKUX AeNCTBUN
(cooTBeTCTBYHOWME NpPaBuMaa MOryT 3agaBaTtbcs Ha WAF) ;

+ KOHTpONb KOIMYECTBa 3aNpPOCOB K OTAE/bHbIM
NOrnMYyecKnM fencTeuaM B 3aBUCMMOCTU OT NapaMeTpoB
MCTOYHMKA 3anpoca u apyrux napametpoB (Rate Limiting) ;
+ XpaHeHue AaHHbIX TpaH3akumi 6e3 aHomanum ¢
MCMNONIb30BaHMEM CIMMIMPOBAHUSA B BblAE/IEHHOM
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XpaHunuuwe "Tennbix" gaHHbix (warm data) ans
nocnenyroLwero peTpocneKTMBHOro aHanu3a, B T.4. 6opbbbl
c 6oTamu;

+ BO3MOXXHOCTb GOPMUPOBAHMA KaCTOMU3NPOBAHHbIX
aBTOMATMYECKMX OTYETOB (HACTPOMKA OTYETOB
BbINOJIHAETCS B paMKax yCyr paclMpPeHHOro
COMPOBOXAEHMS - NPOdECCMOHANbHbIX CEPBUCOB);

+ BO3MOXXHOCTb OTNPaBKK AaHHbIX B SIEM-cucrtemy
MapTHepa C UCNONb30BaHUEM YHUDULMPOBAHHOIO
MHTepdeinca AP| (HacTpamMBaeTcsa no 3anpocy NapTHepa B
CNYX6y nopaepxKu).

100 RPS
300 RPS
MDYHKLUMOHAN cornacHo Tapuady 3awmTa canta ot
500 RPS XaKepPCKUX aTak ¢ nomolubio WAF — tapud T2 u
3awumTa camTa ot 700 RPS LOMNOMIHUTENbHO K HEMY:
XaKepCKUX aTak + BO3MOXHOCTb rMB6KOM HAaCTPOMKM NepenaBaeMblX AaHHbIX
c noMmowbio WAF 1000 RPS (cbipble 3anpochkl, AepeBbsa pa3bopa, norvyeckue
- Tapud T3 nencTeus, cobblTva 6e30MacHOCTN U T.1.);
(moctynHa 1500 RPS « NpepocTaBneHne BblLeNeHHbIX Y310B aHanu3a gns
TOJIbKO Npwm NOBbIWEHUA TMBKOCTU KOHUrypaumm n ontuMmsaumm
3aka3se Ycnyru 2000 RPS NPOU3BOAUTENBHOCTU;
3awmTbl OT « MpepocTaB/eHMe BbIAENEHHON MHCTANALMM ANa elle
3000 RPS N
DDoS-arak) 6onblen rMBKOCTU KOHPUrypaumm n onTuMmsaumm
5000 RPS NPOM3BOANTENBHOCTU A1 BbICOKOHArPY>KEHHbIX PECYpPCOB.
7000 RPS
10000 RPS
100 RPS OnucaHve MeToaoB OYUCTKM Tpaduka:
« PearmpoBaHua Ha yrpo3bl, onucaHHble B OWASP Top Ten.
300 RPS - VIHCNEKTMPOBaHMWe 3anpocoB U OTBETOB B COOTBETCTBUM C
500 RPS NonMTUKOM 6e30MacHOCTU, XYpPHaNUpoBaHMe COBbITUI
npenoTBpaleHne yTeYKN AaHHbIX — MHCMEKUMA OTBETOB
750 RPS cepBepa Ha HanMyne KPUTUYHbBIX AAHHbIX.
+ MpuMeHeHNe Kak NO3UTUBHON, TaK U HEraTMBHOM Mopaenu
1 000 RPS 6e30NacHOCTU MHCMEKTUPOBAHNE BCErO COAEPXUMOro Beb-
CTpaHuy, BkawYyasa HTML, DHTML u CSS, a Takxe
2000 RPS HUXKEeNeXawmnx NPOTOKONOB AOCTaBKN COAEPXKMMOrO
3000 RPS (HTTP/HTTPS) i}
* MIHCcnekTupoBaHue coobueHnin Be6-cepBuca, ecnm Beb-
4 000 RPS CepBUC NOAKIIIOYEH K MHTepHeTY (SOAP, XML).
* MHCnekTMpoBaHue Nto6oro NPoToKoNa AN KOHCTPYKLMK
5 000 RPS DAHHbIX, UCNONb3YKOLWUXCS ANS Nepefayun faHHbIX Beb-
NPUNOXEHUSA BHE 3aBUCMMOCTU OT TOTO, ABNAETCSA /1N OH
10 000 RPS nponpueTapHbiM UKW CTaHAAPTU30BAHHbLIM (KakK Ans
BXOAALLMX, TaK U UCXOAALLMX MOTOKOB AAHHBbIX).
Cloud
Application OnucaHme pyHKUMOHaNbHbIX BO3MOXHOCTeM Mmoaynsa WAF:

Firewall (uC-
WAF)

+ DYHKUUM aHanu3a u 06paboTkM AaHHbIX

O6paboTka TpaduKa Ha BHELLUHEM areHTe B peXxume
06paTHOro NPOKCU-cepBepa (reverse proxy) — coeguHeHune
B pPa3pbiB, BbICTyNas B Ka4eCTBe NPOKCU-CepBepa Mexay
K/IMEHTOM U 3alUMLIAEMbIM BEG-NPUTOXKEHNEM (C MOMOLLbIO
BHELWHMX areHTOB, PACMNO/IOXEHHbIX B UT-
MHppacTpykType). Nopanepxxka HTTP 1.0, 1.1, WebSocket
(ws, wss), XML. AHanu3 gaHHbiX B HOTaumm XML, JSON,
GraphQL.

MOYHKUUM pearnpoBaHus:
"Habopbl npaBun 06paboTku Tpadpurka, HaCTPOEHHbIE Ha
3aWmTy 06BEKTOB (pecypcoB) Ha 6a3e TEXHONOrMM:

+ Apache Struts — BK/1t0YaeT TO/IbKO Te NpaBuna,
KOTOpble NpeaHasHauyeHbl 4518 3alnTbl Be6-NPUNoXeHun,
pa3paboTaHHbIX Ha pperiMmBopKe Apache Struts;

 http://ASP.NET — BK/tO4aeT TO/IbKO Te NpaBuna,
KOTOpble NpeaHasHayeHbl And 3almTbl BEG-NPUNOXKEHUN,
CO3[aHHbIX Ha NnaTthopme http://ASP.NET;
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+ Java — BK/KOYAeT TONbKO Te npasuia, KoTopble
npepHasHayeHbl ans 3awmTbl Be6-
NPUNOXEHUN,pa3paboTaHHbIX Ha A3biKe Java;

- Joomla CMS — BK/0OYaeT TO/IbKO Te npaBuia, KoTopble
npenHasHayeHbl ANs 3almTbl BE6-NPUNOXKEHUN,
OCHOBAHHbIX HA CUCTEMeE ynpaBneHusa KOHTeHTOM Joomla;

« LAMP (PHP, Apache, MySQL) — BKk/to4aeT TONbKO Te
npasuia, KOTOpPble NPefHa3HayYeHbl 415 3aWmnThl Be6-
NPUNOXEHUIN, pa3paboTaHHbIX NPU MOMOLWMN MHCTPYMEHTOB
PHP, Apache unu MySQL;

+ Microsoft Exchange — BKkIO4YaeT TONbKO Te npaBuna,
KOTOpble NpefHa3HavyeHbl Ana 3awnTel cepBepa Microsoft
Exchange;

- Node.js — BK/IlOYaeT TONbKO Te npaBuia, KoTopble
npenHasHayeHbl ANs 3almTbl BE6-NPUNOXKEHUN,
co3gaHHbIX Ha nnatgpopMe Node.js;

« PHP — BKJ1lOYaeT TONbKO Te npaBuna, KoTopble
npepHasHayeHbl ons 3awmTbl Beb-
NPUNOXEHUIN,pa3paboTaHHbIX Ha A3bike PHP;

+ Default template (cTaHpapTHbIM WAa6MoH) — BKAKOYaeT
npaBuia BCEX OCTaJIbHbIX CUCTEMHbIX HabopoB."

DYHKLMM Nepefayn AaHHbIX:

« MporpamMmHble uHTepdencol (REST API) pna
aBTOMaTM3auunmM 3a4a4 No ynpaBAeHMN0 CUCTEMOM C
NMOMOLLbI0 BHELHMX NPOrPaMMHbIX CPeACTB.

+ MYHKUUKN XPaHEHUS BAHHbIX

"XpaHeHune OaHHbIX:

* cobbITMs 6e30NacHOCTH;

* napameTpbl 6€30NaCHOCTU U AaHHbIX O
KoHdurypaumum."

+ MYHKUMKN ynpaBneHus:

"« YnpaBneHue 3amnLaeMbiMU NPUNTOXKEHUAMU, U
CBSI3aHHbIX C HUMU COBbITUIA 6830MaCHOCTU U MNONUTUK
6e30nacHoCTu.

+ BO3MOXXHOCTb ynpasneHmnsa dyHKunammn Ycayru yepes
Be6-uHTepdenc (HTTPS).

+ O6ecneyeHune yrnpaBnenus Ycnyrom yepes nobon 13
MHTEPOENCOB A0MKHA NPEeAoCTaBNATLCA TONbKO
aBTOPM30BaHHbIM (YNOTHOMOYEHHbIM) NOSIb30BaTENAM.

- ObecneyeHne peannsauumm poneson Mogenm
ynpaBneHus OoCTynoM K dyHKuMaM YCayru, LOCTYMHbIM
yepes Beb6-nHTEpPDENC.

* Permctpauns cobbiTuin, CBA3AHHbLIX C AENCTBUAMMU
nonb30BaTesielt CUCTEMbI U CUCTEMHbBIMM OMepaLnsaMm
(>KypHan ayguTa).

+ Busyanusaumsa gaHHbIx 0 cobbiTuax 6e30nacHoOCTN B
Buae 1abnuy M rucTtorpaMMm Ha JieHTe cobbITUiA.

+ BO3MOXHOCTb YKa3aHusa BPeMeHHOro nepmoja, 3a
KOTOPbIM 0TO6paXKakTcs cobbiTua 6€30nacHoCTy.

+ BO3MOXXHOCTb O6HOB/IEHMS AAHHbBIX O COBLITUAX
6e30MacHOCTM B aBTOMATUYECKOM U «PYYHOM» pPexmMax.

- OTCnexmMBaHue cTatyca NpUMeHeHus KoHdurypaumm
Ha BHELLHEM areHTe.

+ ABTOMaTu3MpoBaHHOe 06HoBNeHMe 6a3 3HaHWUN
(npaBun 3awmTol);"

LONONHUTENbHBIN
LOMEH Ha - -
Tapudax Business

LononHUTENbHbIN
IP-agpec Ha - -
Tapudax Business

LONOMHUTENbHbIN
LOMEH Ha
Tapudax
Enterprise

[ONONHUTENbHbIN
IP-agpec Ha
Tapudax
Enterprise

[ononHuTenbHoO
10 npedukcoB
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6.1.
6.2.

6.3.
6.4.

6.5.

6.5.1.

LononHutenbHo 1
AS
LononHutenbHo 1
TYHHE/b

DDoS ceHcop

Moppep>xka B
Slack/Telegram
3awmTa camta oT
XaKepCKMX aTak c
NOMOLLbIO WAF
LOMOJIHUTENBHOIO
Be6 npunoXxeHus
Ha Tapude T1
3awmTa camta oT
XaKepCKMX aTak c
NOMOLLbIO WAF
LOMOJIHUTENBHOIO
Be6 npunoxxeHus
Ha Tapude T2
3awmTa camta oT
XaKepCcKux aTak C
WAF
LOMOJIHUTENBHOIO
Be6 npunoxxeHus
Ha Tapude T3

6. TAPUOUKALINA YCNYTU

PacuyeTHbIM NepMoaoM ABNAETCA KaneHOoapHblA Mecal,.

OnnaTa 3a YC/yru cocTouT U3 GMKCMPOBAHHOM onnaThl Mo Tapudy 1 nepeMeHHON YacTel (3a NpeBbIleHne
NErnTMMHOM NPOMYCKHOM CMNOCOBHOCTM U/MNN KONMYECTBO 3anpocoB B cekyHAy (RPS)).

Pa3mep GpUKCMPOBAHHON NN1aTbl, ONPenensieTcs Ha OCHOBAHMM BbIBpPaHHOro Tapuada.

CyMMa onnaTbl 3@ NpeBblWeHNe NErMTUMHOM NMPOMNYCKHOM CNOCOBHOCTU M/MNN KONMYECTBO 3amnpoCcoB B
cekyHay (RPS) paccumTbiBaeTcs no cnenyouwen dopmyrne:

Ecnn Y>R

P=(T+F*(Y-R))

P - ExxeMecsay4HbIM nnaTex 3a Ycnyry.

T - LleHa 3a 1 mecsy Nonb30BaHMA No Tapuady.

F - LleHa 3a 1 M6uT/c npeBbiweHnsa U/unu ueHa 3a 1 RPS npeBbllleHnsa, yKazaHHas B

Cneumdunkaumnm B MpunoxkeHmn 1 K Jlorosopy.

R - JleruTumMHas nponyckHas cnocobHOCTb, BKHOUYEHHAsA B MOAMMWCKY.

Y - @aKTUYeCKM UCMONb30BaHHAA IerMTUMHAs NPOMNYCKHAaa cCnocoBbHOCTb Mo 95 nepueHTUI 3a
pacyeTHbIN nepuof. JlernTMMHas nosioca NponyckaHusa, BKOYEHHasa B NOAMNUCKY, MOXeT 6biTb
npeBbllleHa Ha 36 YacoB 3a KaXkabll pacyeTHbIN nepuopg (5% BpeMeHu B Mecal). Micnonb3yeMasa nonoca
NponycKaHua naMepsaeTca AeleHMeM KonmM4yecTBa nepenaHHbiX AaHHbIX Ha 5 MUHYTHbIN MHTepBan. Mo
OKOHYaHMM pacyeTHOro nepmopa 5% oT MakCMMarsbHbIX 3HAYEHW yaanaTca. 3aTeM 13 ocTaBLKnXCs
95% BbI6BUpPaeTCs MakCMMalibHOe YMC0, KOTOPOe UCMONb3yeTca AN pacyeTa.

Mpu pacuyéte npesbileHna Tapuda Cloud Application Firewall (uC-WAF) 3a ocHoBYy 6epeTca haKTU4ecKu
notpebneHHas NponyckHaa cnocobHOCTb NporpamMM, onpepenaemas no Metony 95-m nepueHTUIb (Banee
- «3HayeHue K»). Ecnu 3HayeHue K npesbicuno Tapud Ha 15% u 6onee pna Tapudos go 750 RPS
BKMOUYMTENbHO 1 Ha 200 RPS 1 6onee gna Tapudos ot 1000 RPS, B Bo3HarpaxaeHune McnonHutensa
BKtOYaeTca CBEPXHOPMATUBHbBIN Tapud, pacCUYnTbIBAaEMbIM B CNEeQYOLLEM NOPALKe:

Ona Tapudos o 750 RPS (3anpocoB B CEKYHAY) BKIKOYUTENbHO:

- Ecnun 3HaveHne K npesbicuno Tapud B aManasoHe oT 15% 0o 59,99%, Bo3Harpa)kaeHue 3a
npesbileHne Tapuda paccymTbiBaeTca no gpopmyne: (cnepyvowmin Tapud) - (Tekywmn Tapud) * 0,7.

- Ecnun 3HaveHune K npesbicuno Tapud Ha 60% u Bblile, Bo3HarpaxaeHue 3a npesbilleHne Tapuda
paccuymnTbiBaeTca no popmyne: (HeobxoauMMblin ona 3HadeHua K Tapud) — (Tekywmin Tapud).
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6.5.2.

7.1.

7.1.1.

7.2.

7.2.1.

7.3.

7.3.1.

MpuMep: 3akasumk Bbibpan Tapud 300 RPS. 3HayeHne K B OTYETHOM nepuope coctaBuno 547 RPS.
HeobxoaouMmbiit ona 3HadeHua K Tapud - 750 RPS. PacuyéTt CBepxXxHOpPMaTUBHOIo TapmMda NnpoM3BOANTCA
NyTéM BblYUTAHMA U3 CTOMMOCTU Tapuda 750 RPS ctommocTtm Tapuda 300 RPS.

Ona Tapudos 1000 RPS (3anpocoB B CEKYHAY) U Bbile:

- Ecnun 3HaveHune K npesbicuno Tapud B amManasoHe ot 200 RPS oo 499 RPS, Bo3HarpaxneHue 3a
npesblleHne Tapuda paccunTbiBaeTca no popmyne: (cnepyowmii Tapuod) - (Tekywmn Tapud) * 0,6.

- Ecnm 3HaveHune K npesbicuno Tapud Ha 500 RPS v Bbilwe, Bo3HarpakaeHue 3a npesbiweHmne Tapuda
paccuymnTbiBaeTca no popmyne: (HeobxoauMblid Ana 3HadyeHua K Tapud) — (Tekywmin Tapud).»

7. WHbIE yCnoBus, NPUMEHUMDIE K YCITYTAM

BO3MOXHble BUObI MOAK/KOYEHUSA [ UBMEHEHUS [ OTKIKIOYEeHUSa YCnyr:
MocpencTBOM NoanMcaHna 3akasa“.

BO3MOXHbI NOPAAOK PAacyEToB Mo Ycayram:
MoctonnaTa.

B0O3MOXHble crnocobbl onnaTthl / NOPAAOK NonosiHeHMs banaHca:
OnnaTta B 6€3HaNIMYHOM NOPALKE HA OCHOBAHMM BbICTABNEHHOrO VICMNONHUTENEM CYETa.

4 C yuéToM 0COBEHHOCTEN, U3NOXKEHHDIX B pa3fesnie 6 HacToAwero MpuUNoXeHus.
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