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MPUNOXEHWME N° 1.CRS.2.1.
K Oorosopy

OINMMCAHWME N YCITOBUA NMPEOOCTABIIEHNA YCITYT

GALLMTA OT DDOS-ATAK (QRATOR)», «3ALLTA BEB-TNPUNOYKEHWM (QRATOR)»

1. ObWASA NHO®OPMALINA N ONMNCAHUE YCNYT

Ycnyra «3awuTta ot DDoS-atak (Qrator)» — ycayra no 3aluTe OT aTaK 0TKasa B 0BCNYXUBAHUU UK
DDoS-atak cepsucos! 3akasumka, OOCTYMHbIX Mo npotokonamMm HTTP, HTTPS uav WUHbIM NPUKNAOHbIM
npOTOKOMaM, nogsepxeHHbiM DDoS-aTakam.

Ycnyra «3awmTta Beb-npunoxeHun (Qrator)» — ycnyra no punbrpaummn seb-Tpaduka ona 3alnTsl oT
aTak, HanpaB/ieHHbIX Ha 3KchayaTauuio yassumocte WEB-npunoxeHun (pyHkuma Web Application
Firewall, WAF). Ycnyra «3awuTta Beb6-npunoxeHui (Qrator)» npenoctaBnsdercd 3akasumKam TONbKO
COBMECTHO C ycnyron «3awuTa oT DDoS-aTak (Qrator)».

Ycnyrv npenocTaBnsaoTca B coTpyaHuyectse ¢ OO0 «2Mu-anb-3nb» (Qrator Labs, nanee - MapTHep).

Ycnyru npegoctaBnaTca Ha 6ase obnayHoro peleHusa MapTHepa no 3awmte oT DDoS-atak M aTak,
HamnpaB/iIeHHbIX Ha 3KChayaTauuio yassuMocter WEB-NpUIoXeHUn, peanvs3oBaHHOro C MOMOLLbHO
oTOoeNnbHON MHMPACTPYKTYpbl obnavyHon nnatdopMbl MNapTHepa, BKAYawlWen 6onee OecATU LEHTPOB
06paboTku gaHHbIX (LLOO) no BceMy Mmupy, B TOM yucne Tpu LOMO B Poccuu (nanee — O6nako MNapTHepa).
Cetb O6Gnaka [lapTHepa CApPoOEeKTMpOBaHa M MNOCTPOEHa B pacyeTe Ha pPaboTy nog MNOCTOAHHbIM
Bo3gencTememM 6onbworo ymcna DDoS-atak. Yanbl ¢punbtpaumm O6naka MapTHepa MNOAKMIIOYEHbl K
KaHanaMm KpynHenwux MarnmctpanbHbiXx MHTepHeT-npoBanagepos CLUA, Poccun, 3anagHom U BocTouyHOM
EBponbl, KOro-BocTo4YHOM A3nn. TakuM 06pasoMm, B OTIMYME OT CETEN ONepaTopoB XOCTUHra (0COBeHHO,
BUPTyanbHoOro), cetb O6naka MapTHepa CNPOEKTMPOBAHA B pacyeTe Ha 3KCTPeMasibHble Harpysku, U
aTaka? Ha OAMH 13 pecypcoB, 3awmaemMbix O61akoM MapTHepa, HUKAK He BAMSAET Ha paboTocnocoBHOCTb
Opyrnx 3awmuiaembix pecypcoB (camtoB, WEB-npunoxenun). B pamkax Ycnyrm «3awmta Beb-
npunoxeHu» O6nako MapTHepa obecneymBaeT Kak npotTuBogencTeme DDoS-aTakaM, Tak M 3awWmTy OT
XaKepCKMX aTak, HanpaB/IeHHbIX Ha 3KCMyaTauuio ya3BMMOCTEN CEPBMCOB 3aKa3umkKa.

Ycnyru no gpunbTpaumm Tpaduka 3ak/o4valoTca B 06bABNEHUN CEepPBEPOM UM BUPTYanbHOM MalMHOWN
3aKkasuunka ounbTpyowero Obnaka MapTtHepa NyTeM BHECEHMS COOTBETCTBYHOLWMX 3anmcein B onnucaHue
DNS-30HbI, K KOTOPOM MPUHAANEXUT CEPBEP MW BMPTYasibHas MallMHA 3akasuymka. Ha GunbTpyolwem
O6nake MapTHepa NPOMUCXOOMT MocnenoBaTe/ibHOE BbIMOMIHEHME CreaylWwmMx onepauun C OaHHbIMWU,
nepenasaeMbiMn Ha cepBep ¢ FQDN cepBepa 3akas4yuka:

. npuem nepepasaemMbix Ha FQDN cepBepa (MnvM BUPTyasibHOM MalWHbl) 3aka3duka, Ha KOTOPOM
(PYHKLUMOHMPYIOT ero 3almiiaeMblii CepBumc, 3anpocos (NpuemM BxoasLero Tpaduka);

. aHanM3  CTPYKTypbl  3anpocoB  (aHanu3  Bxopgdwero Tpadwuka) Ha nNpeaMeT  Hanuuus
NoCNenoBaTeNIbHOCTEN  OaHHbIX, CMOCOBHbLIX MOBMIeYb HEKOPPEKTHOe  (YHKLMOHUMpPOBaHME
3aWMLLIaeMOro cepamca 3aKasumka;

. oTCeYyeHue 3anpocoB, copepXawmx MNoCNefoBaTeNlbHOCTM [OaHHbIX, Hapylwalwmne KOppeKTHoe
PYHKLUMOHMPOBAHME 3allMLLAEMOro CcepBmca 3akasumka (o4YMcTKa BxoAswero Tpadpuka oT
BPEOOHOCHOWM COCTaBNAOWEN);

. nepeHanpaeneHne Bxogsawero TpaduKa, OYMLEHHOrO OT BPEAOHOCHOM COCTaBNAKLWEN,
(nermTuMHoOro Tpaduka) Ha peanbHbi IP-agpec cepeepa MK BUPTYanbHOW MalKWHbl 3aKa3uymKa, Ha
KOTOPOM YHKLMOHMPYET ero 3almwaemMblii cepBuc.

Mocne nopgknto4yeHua Ycnyru «3awmnTta Beb-npunoxeHun (Qrator)» Tpaduk 3akasdmka NOCTOAHHO, BHE
3aBMCUMMOCTM OT HaNMuMa aTaku, nocTynaeT B ceTb ob61aKa MapTHepa 1 aHann3npyeTca UM. JIerMTUMHbIN
(«OUMLLEHHbINY) TpaduK MNepeHanpaBnaAeTCca Ha 3alMLaeMbli CepBMC 3aKasuyMKa, pasMellaembiii B
MHdpacTpyKType. Takaa cxema paboTbl no3BondeT y3naM ¢uabTpaunm MapTHepa chopMUpPOBaTb
npodunb Tpaduka, KOTOPbLIA ABNAETCA HOPMOW O/1 KaXAO0ro cepBMca 3aka3umMkKa B OTAENbHOCTU, U B
cny4dae nobbix OTKIOHEHM pearnpoBaTth Ha 3T0.

Mepepaya nermMTUMHOro (oyuueHHoro) Tpadmka oT O6naka [MapTHepa [0 WHpacTpyKTypsbl
OCYyLLeCTBASIETCA C WMCMONb30BaHWEM BbIOEIEHHONO OMNTUYECKOro KaHana CBsA3W, OPraHu3yemMoro wu
noanep>XXMBaeMoro cunamum McnonHutena n NaptHepa. YKa3aHHbIM KaHan U30MPOBaH OT ceTU MHTepHeT
M NOCTPOEH Ha Ba3e pe3epBMPOBAHHBIX ONTUYECKMX TMHUIN CBS3W.

13pecb 1 pfanee nNo TeKCTY AOKYMEHTa MOJ «CEPBMCAaMM 3aKasumKa» NoapasyMeBaloTcsa fbble cepBUCHl, AOCTYMNHbIE NO NPoTokony HTTP, HTTPS
WM MHBbIM NPUKNaAHbIM NPOTOKO/AaM, NoABepKeHHbIM DDoS-aTakaM, B TOM YMCE, HO He orpaHuMunBasice WEB-canTamMun, JOMEHHbBIMU UMEHAMH,
VHTepHeT-Mara3nHamu 1 npounmmn WEB-cepBmncamm 3akasumka.

2 3pecb M ganee No TEKCTY AOKYMEHTa Moj «aTtakaMu» nojpasyMmeBaeTtcs nobas u3 aTak, ykazaHnHbix B n.1.1. u/ wan n. 1.2. MNMpuaoxeHusa Ne
1.CRS.2.1., eCNu KOHTEKCT He COAEPXUT MHOTO NPAMO YKa3aHHOMo 3HAYeHus .
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1.8. [Ona obecnedyeHns BO3MOXHOCTM paboTbl WAF B cocTaBe ycnyru «3awmTta Beb6-npunoxeHnin (Qrator)»
HeobxoouMa nepepava M 3arpyska B O6nako [lMapTHepa 3aKpbiTbiXx Kw4ven wudpoBaHua SSL/TLS,
MCNOMb3yeMblX 3aKa3yuMKOM [/19 OpraHu3aumMu 3alMWeHHOro [AocTyna K CepBMcaM 3akKasumka C
MCNonb30BaHMEM npoTokona HTTPS.

1.9. O6uasa apxnuTeKTypa peLleHns YCayru npmBeaeHa Hmxe Ha Puc.1:

Mepepaya xypHanos goctyna

ABTOMaTH4ecKoe (hopMUPOBaHMe CNUCKOB 5
Papuup Ha y3nb! o4McTkM AntiDDOS

BoCTyna Ha OCHOBE NOBEeAeHYEeCKOro aHanusa

OunwieHHbIN Tpadmk

Bupryaneuui LIOf] Knwowra

HTTPS CEPBEP KIMEHTA

iili: SberCloud

BbiaeneHHbIN onTHYeCcKuin
KaHan cBssu

ili: SberCloud

Puc.1. Obuas apxnTeKkTypa peLeHus Ycayru

1.10. B cocTtaBe Ycnyru «3awmTta ot DDoS-atak (Qrator)» ocyuwecTensaercas:

MOOK/OUYEHME K YCNyre;

dunbuTpauma Tpadmka ot DDoS-atak Ha BCEX YPOBHSAX;

dunoTpaumna HTTPS-Tpaduka or DDoS-atak Ha MPUKIagHOM YPOBHE Mpu yCNOBUM NpenocTaBneHuns
(packpblTMA) 3aKa3uyMKOM 3aKpbITbIX Ktoden wudpoBaHmsa SSL/TLS ona wmx 3arpy3km B O6nako
MapTHepa;

nepeBo[ cepBuca 3aKasumKa Ha MCnonb3oBaHMe nNpoTokona HTTPS3 ¢ ncnonb3oBaHueM 6ecniaTHbIX
3aKpbITbIX KoYen wndposaHma SSL/TLS oT Let’s Encrypt, 3arpy»aembix B O61ako MNapTHepa;
nepepava oyumweHHoro Tpadumka ot Ob6naka MapTHepa 4O pa3MewaeMoro y McnonHuTens cepeuca
3aKas4ymka C UCMOoNb30BaAHMEM BbIAENEHHOro ONTUYECKOro KaHana CcBasu;

banaHcMpoBKka Tpadwuka cepBuca 3akasumMka Mexnay y3namm O6naka [NapTHepa, a pfanee -
pacnpeneneHue Tpaduka Mexnpy cepsmcaMum 3akasumka, PyHKLUMOHMPYIOWNMMKU B HDpaCcTpyKType, No
onpeneneHHoMy anropuTMmy;

MOHUTOPUHI MPOU3BOOUTENIBHOCTM 3alLMLLAEMOro CcepBuca 3aKa3umka C OMoBeleHWeM no
3N1EKTPOHHOM NoYTe O BO3HMKaKLWMX NpobnemMax B ero paborte;

npenocTaBneHmMe [OCTyna K CUCTEME MOHUTOPUHra Tpadumka B pexuMme peasibHOro BPEMEHU
nocpencTsom JIMYHoro KabuHera;

cbop 1 oTobparkeHne NoapPoB6HONM CTAaTUCTUKKN NO TpadmKy cepBuca 3aKa3umnka B JINYHOM KabuHeTe;
npenocTaBeHNE eXXeMecsaYHbIX NoAPOBHbIX OTYETOB 06 MHUMAEHTax B dopmaTte PDF.

1.10.1. [Ona nogknwo4eHusa Ycnyru «3awmta oT DDoS-atak (Qrator)» 3aKa3uymK goMKeH BbibpaTb TapUdHbIM NnaH
Ha OCHOBaHWM npeanonaraeMon MNONOoCbl BPeAOHOCHOro TpadwmKa, rapaHTUPOBAHHOM [OCTYMHOCTU
3aLUMLLLAEMbIX CEPBUCOB U HEOBXOAMMOM LOMNONHUTENBHON QYHKLMOHANBbHOCTH:

Ta6n.1. TapudHble nnaHbl Ycenyru «3awmTta or DDoS-aTak (Qrator)»

HauMmeHoBaHue Professional Business Corporate

TapudHoro nnaHa (Pro) (Bsns) (Corp)
Bk/toyeHa nonoca GuabTpaunmn BpeaoHOCHOro 10 r6uT/cex 50 F6uT/cek 500 r6uT/cek
(HexxenaTtenbHoro) Tpadmka, po:
BkntoyeHo Tpaduka B TapudHbIA nnaH 10 M6uT/c
[apaHTMpPOBaHHasA [OCTYMHOCTb CEPBUCOB B 97% 99% 99.5%
MecsL, He MeHee
Tapuduumpyembin Tpapumk NEeruTUMHbIN

3 BXoAuT BO BCe Tapu@Hble naaHbl Ycayrun (6e3 caMocToATeIbHOM Tapudukauum).

3B cnyyae ecniv paHee Ana AoCTyna K 3alMuwaeMoMy CepBUCY 3aKa3umMKa MCNoNb3oBasnacs npoTokon HTTP.
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OnnaTta nonocbl TpaduKka CBEPX BKOYEHHOrO
B TAapUdHbIA NN1aH, 3a Kaxabin Méut/c

TapubuUuMpyeTCs AOMONHUTENbHO

dunbTpaumna HTTPS ¢ ucnonb3oBaHueM

. BK/TOYEHO
NpMBaTHbLIX KoYen KnueHTa
MpepocTtaBneHue ceptudukartos Let's Encrypt BKJ/THOYEHO
AKTVMBHasi MpoBepKa [OCTYMHOCTU MNIOWA[0K BK/TIO4EHO
P P pocty tHan, He npenycMOTpeHOo
KNMeHTa
®dunbTtpauna HTTPS 6e3  MCNONb30BaHUA BKJIIOYEHO
. He npegycMoTpeHo
NPUBATHbLIX KTHOYEN
Joctyn K API He npemycMoOTpeHo BK/IOHYEHO
MpaMoe NoaKNtYeHNEe B CYLLECTBYIOLWMIA CTbIK
c uH@pacTpykTypon NcnonHutensa QDC (Qrator He npenycMoTpeHo BKJ/THOYEHO
Direct Connection)

[lononHuTeNbHbIE YCNYrU Professional (Pro) Business (Bsns) Corporate (Corp)
MpemoctaBnenve |P-appecos (cBepx 1 IP- Tapuduumpyetca Tapuduumnpyetca Tapuduumnpyetca
ampeca, BKIOYEHHOrO B TapudHbIi nnaH) LOMOJTHUTENbHO LOMOIHUTENbHO LOMNONIHUTENBHO
eXXeMeCa4Ho
ba3oBas 6anaHCMPOBKA OYULLEHHOrO Tpaduka
Mexpgy |IP-agpecamu (He 6Gonee  aByx BK/1IOYEHO

ancTpmMmoB no anroputMy Round-robin)

banaHCMpPOBKA OYMLEHHOrO Tpaduka Mexay
IP-agpecamu 3aka3uymka
QLB (Qrator Load Balancing), exxemMecsa4Ho

He npenycMoOTpeHo

TapuduumnpyeTca AONONHUTENBHO

Ycnyra 3awmtbl Websockets (npokcupoBaHue | Tapubuumpyetcsa BKIIOYEHO

TCP coepuHEHUIN), eXXeMEeCSIYHO DONONTHUTENBHO

MoaknyeHne K MHPPaCTpyKType

McnonHntena nocpencTtBOM aHOHCA CeTeBbIX Tapuduumpyetca

He npenycMoTpeHo

npedukcoB 3aka3uuka Mo npoTokony BGP, OOMNOSTHUTENBHO

e)XeMecs4yHo

MpepocTaBneHMe BbIAENEHHOrO MNopTa Ha

ob6opynoBaHun McnonHutens na Tapuduumnpyetca
PYA . A He npenycMOTpeHO pudnUmMpy

opraHusaumnm BOJIC QDP (Qrator Dedicated [OMNONTHUTENbHO

Port), exxemecsiyHO

dunbrpaumnsa TPpapuKa no reo3oHam Tapunbuumnpyertcsa

P pad ’ He npepycmoTpeHo pudnumMpy
eXXeMeCsiyHo LOMONTHUTENbHO

OTKasoycTonumebii DNS10, exxeMecsauyHo

TapuduumMpyeTca AOMNONHUTENbHO

OTKasoycTonumBbii DNS10+, exxeMecsa4yHo

TapuduumMpyeTca AOMNONHUTENbHO

OTKasoycTonumBbii DNS100, exxeMecsauyHo

TapuduumMpyeTca AOMNONHUTENbHO

OTKa3zoycTonumebii DNS100+

TapuduuMpyeTca AOMONHUTENbHO

3awmTta OT 60TOB, €XeMeCsiYHO, 3a KaXabli
M6uTt/cek (pyb.)

TapUOUUMPYETCA AOMNOSTHUTE/IbHO

K3awwnpoBaHue KoHTeHTa CDN 100, cToMMoCTb
3a 1T6anT (oo 100 T6anT BKIKOYNTETBHO)

TapUOUUMPYETCA AOMNOSTHUTE/IbHO

K3awunpoBaHue KoHTeHTa CDN 100+, CTOMMOCTb
3a 1T6anT (cBbiwe 100 T6anT)

TapuduumMpyeTca AOMONHUTENbHO
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1.11.

1.12.

10 M6uT/c npenonnayeHHas nosoca Tpaduka
CBEPX BK/IIOYEHHOrO B TapUdHbI NiaH

TapubuuMpyeTCs AONONHUTENbHO

50 M6uT/c npeponnadyeHHaa nonoca Tpaduka
CBEPX BK/KOYEHHOrO B TapUMHbIN NaH

TapUOULMPYETCA AOMNOHUTE/IbHO

100 M6uT/c NnpeponnavyeHHas noaoca Tpapuka
CBEpPX BK/IKOYEHHOMO B TaPUHBIN NaH

TapUOULMPYETCA AOMNOHUTE/IbHO

200 M6uT/Cc npeponnadyeHHas nonoca Tpaduka
CBEPX BK/KOYEHHOrO B TapUMHbIN NaH

TapuduumMpyeTca AOMONHUTENbHO

300 M6uT/c npeponnayeHHaa nonoca Tpadumka
CBEPX BK/KOYEHHOrO B TapUMHbIN NaH

TapUOULMPYETCA AOMNOHUTE/IbHO

400 M6uT/C npegonnayeHHasa nosoca Tpadpuka
CBEPX BK/KOYEHHOrO B TapUdHbIA NaaH

TapuduumMpyeTca AOMONHUTENbHO

500 M6uT/c npeponnayeHHaa nonoca Tpadumka
CBEPX BK/KOYEHHOrO B TapUMHbIN NaH

TapUOULMPYETCA AOMNOHUTE/IbHO

B coctaBe VYcnyrm «3awuTta Beb-npunoxeHun (Qrator)» ocywectsnaetca 6e3 CaMOCTOATE/IbHOM

Tapudukaymm:

aKTMBHOE CKAHWMPOBAHME CepBMCA 3aKa3uyMKa Ha Hanuuyue ysa3BMMOCTEN YPOBHA MNPUTOXKEHUN,
KOTOpble MOryT MPUBECTU K €r0 B3/10MY;

npenocTaBfieHne OTYeTOB 06 OBHAPYXKEHHbBIX YA3BMMOCTAX YPOBHA NMPUNOXKEHUI cepBMCa 3aKa3umKa
C peKoOMeHAaumnsaMm rno nx ycTpaHeHuio;

npepocrtasneHme ycnyrn «Virtual Patching» B OTHOWeEHMN cepBMca 3akasdMkKa C aBTOMATUYECKUM
OTC/IEXMBAHMEM COCTOAHUA YA3BMMOCTM OO MOMEHTa ee YCTPaHeHMss U KOHTPO/SeM KayecTBa
YCTPaHEeHMS YA3BMMOCTEN;

3alinTa cepBmuca 3akasumka oT atak-nepebopa (bpyTdopc naponen 1 T.4.) - BK/KOYAETCHA MO 3anpocy
3aKa34ynka);

OCyL,eCcTBNEeHNE aKTUBHOWM NMPOBEPKM Yrpo3 U3 TpadurKa Ha CepBUCHl 3aKa3umKa;

hopMUpoBaHME NEPUOANYECKMX OTUYETOB.

Ona nogknwyeHnsa Ycnyru «3awmnTa Beb-npunoxeHnin (Qrator)» 3akasunk QOMKeH BblbpaTb TapuUdHbIn
naaH Ha OCHOBaHUM HeOBXoaAnMOM eMy PYHKLIMOHANbHOCTH:

Tabn. 2. TapudHble nnaHbl Ycnyru «3awmuTa Beb6-npunoxerHun (Qrator)»

OBHAPYXXEHUE U 3ALLUTA OT XAKEPCKUX ATAK. WEB APPLICATION FIREWALL (WAF)
TEXHOJNIOTUA SOLIDWALL

HaumeHoBaHue TapudHOro njaaHa

Elementary Partner WAF Advisory Partner WAF

BknwoueHo Tpaduka B Al

3 Méut/c

Onnara rnonaochl (Tpadmka) cBepx
BKJ/TIOYEHHOI O B TapuUdHbIN nnaH
(3a 1 M6uT/C)

TapuduunpyeTca oTAeNbHO

BK/IOYEHHOE  KOMMYECTBO  3aLMLIAEMbIX 1wt
CepBUCOB

JlononHuTenbHbie YCNyru

3awuta 1 AOMOMHMTENBHOTO  CEPBUCA, |  rapuduumMpyeTcs OTAeNbHO TapudULMPYETCH OTAENBHO
©XKEMECSUHO

[JononHutenbHoe NPOCTPaHCTBO ans
XpaHeHus, 3a 1 Tb exemecayHo

TapuduunpyeTca oTAeNbHO

CTOMMOCTb  AONOSIHUTENbHbLIX  YCAYr Mo
OGHApY)XeHUO M BNOKMPOBAHUIO CeTeBbIX
aTak (Professional Services WAF),
€)XXEMECSYHO (24u4)

TapuduunpyeTca oTAeNbHO
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1.13.

1.14.

1.15.

1.16.

2.1.

ycnyru
noanepIKKu,

pacWwmnpeHHoN

TeXHUYECKOM
OKa3blBaeMble npu

NOAK/IIOYEHUN HOBbIX CEPBMCOB 3aKa3umka
(Professional Services WAF)

TapubuumMpyeTcs oTaenbHO

TexHuuyeckme xapaktepuctnkm Obnaka MapTHepa:

6onee 1000 r6uT/C NaCCMBHOM MONOCHI MPOMNYCKaHMA - oeTepMUHUPOBaHHaa obpaboTka IP-nakeTos
6e3 yctaHoBneHunsa TCP-coegmnHeHus;
6onee 500 TI6MT/C aKTMBHOM MONOCHI
obpabaTbiBaeTCa U aHaNu3npyeTca;

<5% NOXHbIX cpabaTbiBaHMI B NpoLecce oTpaxkeHna DDoS-aTaku;

BpeMsa 0by4yeHMs ceTU OT MOMEHTa MOAK/IOYEHMS HOBOro 3aka3ymka - MeHee 2 4acoB:

B 33% Criy4yaes - 40 4 MUHYT;

B 60% cny4yaes - oT 5 MMHYT 0o 1 yaca;

BpeMsa cTapTa GunbTpauMmn aTakn Ha «obydyeHHOM» Tpapuke — B 80% cnyyaeB 40 2 MMHYT OT Hayana
aTaku;

nobaBneHHOe BpeMs 3a4EPXKKU MpUM MPOKCMpoBaHMM Tpadmka - ot 0 mo 100 mc. B cnyvae
npokcmpoBaHmna HTTP-Tpadurka B CMTy MCNONb30BaHMs persistent HTTP-coeaAMHEHMN C 3alMLL,aeMbIM
CepBMUCOM BO3MOXEH MPUPOCT CKOPOCTN paboTbl 3alMLLAEMOrO CePBUCa;

onuMoHanbHas 6anaHCMPOBKA OYMLLEHHOro Tpaduka Mexay 3K3eMnaapaMu cepeuca 3akasuymka Ha
OCHOBE anropmTMoOB: primary-backup, round-robin, iphash, a TakXke B PMKCMPOBAHHbIX MPONOPLUSAX;
KOMMYECTBO 3alLMLLIAaEMbIX CEPBMCOB 3aKa3uMKa - HEOrPaHMYEHHO.

nponyckaHmsa - Kaxpoe Bsxogawee TCP-coeguHeHue

Ona nogknyeHns K Yeayre 3akasunmky HeobxoamMo CaMOCTOATENbHO:

M3MEeHUTb A-3annCb, COOTBETCTBYIOLYID JOMEHHOMY MMEHW 3aliMLAEeMOro cepeuca, B cBoe DNS-
30He, YTOObl OHA YKa3blBasia Ha BblAeNeHHbIn 3ToMy cepBUCy IP-agpec B O6nake MapTHepa (Qrator-
IP), ANS OTKNOYEeHMa Heo6XOAMMO BbINOMHUTL 0BpaTHOE AelcTBUE;

HacTpouTb MexceteBor 3kpaH (firewall) ona 3anpeta xoxpeHus Tpaduka Ha IP-agpec 3aWmLLaemMoro
pecypca c ntobbix BHELWHNX aApecoB, Kpome y3/108 MNapTHepa;

HaCTPOUTb CepTUDMKATLI 019 OUYUCTKU WNUPPOBAHHOro Tpaduka.

Ycnyru OoCTynHbl Kak ON1s CepBMCOB 3akasumka, QyHKuMoHupylowmx B O6nake Cloud.ru, Tak 1 B
CTOPOHHEN MHPPaCTpyKType.

Monb3yacb YcnyramMmu, 3akasuyuMk NMOATBEPXKOAeT, YTO OOMEHHble MMEHa, ANA KOTOPbIX MOAK/YalTCa
Ycnyru, npuHagne)at eMy Ha 3aKOHHOM OCHOBaHWM, NMMBO OH OeNCTBYeT OT MMEHU U MO MOPYyYEHUIo
3aKOHHbIX B/lafesbLeB 3TUX AOMEHHbIX UMEH.

2. BA3BOAS ®YHKLUMOHANbHOCTb U METPUKW YCITYTU

DYHKLNOHANbHOCTb U METPUKM YCNyr npenctasneHbl B Tabnuuax 3 un 4.

Tabn. 3. MapaMeTpbl NpenocTaBngemMbix Ycnyr

HauMeHoBaHue Tapuduumpyembie
XapakTePUCTUKU U METPUKMU [onycTuMbie 3HaYeHust
Ycnyru euHULbI
ABoHeHTCKasa niaTa no Tapuo Professional, Business,
Tapugd PUBY | corporate
3awmwaemblit cepsuc| LAOMONHUTENbHbIN Qrator-1P ot 1 1 6onee
JleruTuMHbIn -~ TpadukK  CBEPX ot 1 M6uT/C
BKJTIOYEHHOr0 B Tapud
MpeponnayeHHas nonoca 10, 50, 100, 200, 300, 400, 500
. cBepx Tapuda M6ut/c
JlerutumMHbIN TpadunkK
3awmTta oT 60TOB ot 1 M6ut/c
3awura o DDo5- MpenonnaienHas nonoca | 10, 50, 100, 200, 300, 400, 500
aTak (Qrator) 3awWmnThl OT 60TOB M6éuT/c
PunbTpauus HTTPS Ges Tonbko Ha Tapudax Business,
MCNOMb30BaHMSA NPUBATHbIX
. Corporate
KNouen
onumm 3awuTa WebSocket
NOAKMIOYEHNS (npokcmpoBaHue TCP | Ha Bcex Tapudax
coeguHeHumn)
gggKnmqume Mo MPOTOKONY | 15bK0 Ha Tapude Corporate
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Mpamoe nogkn4yeHne B
CYLWEeCTBY LM CTbIK d
MHPPACTPYKTYpPOM
Mcnonuntena QDC  (Qrator
Direct Connection)

BblaeneHHbIN nopt Ha
o6opynoBaHUK

dunbTpauns TPaguka no Tonbko Ha Tapude Corporate

reo3oHam

JlononHuTenbHble AKTMBHas npoeepka

onuuu fpocTynHocTH ANOWANOK | Tonpko Ha Tapudax Business,
3aka3uuka Corporate
LOoctyn K API

5 He 6onee gByx ancTpMmoB Mo Ha Bcex Tapndax

anamcnpoBKa anroputMy Round-robin
OYULLEHHOTO

Tpaduka mexay IP- Tonbko Ha Tapudax Business,

Qrator Load Balancing

agpecamu Corporate
OTKa30yCTOMUMBLIN | OTkasoycToMuMBLI DNS DNS10, ~ DNS10+,  DNS100,
DNS DNS100+
Tapud ABOHEeHTCKas nnaTa no Tapuaoy Elementary, Advisory
3awmTa BeG- 3alwmLaeMblit cepBic LOOnNONHUTENbHbIN CEPBUC ot 1 u 6onee

npunoxeHuit (Qrator) NlernTUMHbIN ~ TpadUK  CBepx

NernTUMHbIN TPAadUK | prnoyenHoro B Tapud ot 1 M6ur/c

Tabn. 4. MapamMeTpbl ycnyru «3awmta Be6-npunoxkeHnin (Qrator)»

HaumeHoBaHue ycnyr Elementary Partner WAF Advisory Partner WAF

OnucaHme ycnyr no o6Hapy>xeHuio 1 610KMPOBAHUIO CETEBbIX aTak,
BKJIIOYEHHbIX B TapU(MHbIA nnaH

bnokupoBaHue aTak bnokupyloTca oTaeNibHble BPeAOHOCHbIE 3arpochl N OTBETbI
BO3MOXHble  Cnocobbl ATakn BbiaBASKOTCA CNeayWwmMMn ATaKu BbIIBNAOTCA Cnefylwmmm cnocobamm:
ob6Hapy)xeHnsa aTak cnocobamu: BbisiBNeHMe aTak Ha ypoBHe napamMeTtpoB HTTP

BbiiBneHne atak Ha YypOBHe npoTokona

napameTpos HTTP npoTtokona BbisiBneHue NPU3HaKoB aTak BHYTPU
BHYTPM 3anpocoB 1 OTBETOB BIOXKEHHbIX [OaHHbIX, MNepefaBaeMblX Kak B
BbisBneHne  npuM3HaKoB  aTak 3anpocax, Tak u B oTBeTax

BHYTpU B/TOXXEHHbIX OaHHbIX BbisBNneHMe nNpu3HAKOB aTak Ha YpPOBHe

nepepaBaeMbIX B 3anpocax OTAENbHbIX NIOrMYECKUX LEeNCTBUN B
BoisiBneHve nepebopHbIX  aTak NPUNOXEHUN C BO3MOXXHOCTbIO (BK/TKOYAeTCs No
(BKNHOYAETCA MO 3anpocy, eanHble 3anpocy, HacTpauBaeTcs B paMKax
HACTPOWMKM ans BCEro LOMONTHUTENbHbBIX YCIYrM MO OBGHAPYXEHUIO U
NPUNOXEHMUA) 610KMPOBAHMIO CETEBbIX aTak).

BbiaBNeHME aTak Ha YPOBHE OTAE/NbHbIX CECCUI
nonb3oBaTesiell U KOHTPONb aBTOpM3aLmMu ana
pecypcoB C HU3KOMN 7 cpenHen
Harpy>KeHHOCTbo (BK/KOYaeTca no 3anpocy,
HacTpamBaeTcss B pPaMKax [OMONHUTENbHbIX
yCnyru no o6HapyXeHUi U GNOKMPOBaAHUIO
CceTeBbIX aTak).

BbiaBneHne nepebOpHbIX aTtak Ha YPOBHe
OTAENbHbIX TOrMYECKUX AeNCTBUI (BKIOYaeTCs
no 3anpocy, HacTpavMBaeTcs B  paMKax
DOMONIHUTENbHBIX YC/TYrM MO OBHAPYXEHUID U
610KMPOBAHMUIO CETEBbIX aTak).

BoiaBneHne 60T-aKTMBHOCTM (BK/OYaeTcs Mo
3anpocy, HacTpauBaeTcs B paMkax
LOMOSIHUTENbHbBIX YC/IYrM MO OBHAPYXEHUID U
6/10KMPOBAHMIO CETEBBIX aTakK)

XpaHeHune AaHHbIX CoxpaHatTca cobbiTuA CoxpaHalTCca crepylolme aaHHble:
6e30nacHoOCTH, a TaKxe cobbiTUa 6e30nacHOCTy,
BPe[OoHOCHbIE 3anpocChl U OTBETHI BPEeAOHOCHbIE 3anpoChl U OTBETHI
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NEeruTUMHbIE 3anpocbl M OTBETbl B paMkKax
npuo6peTeHHOro o6beMa XpaHunmLwa

BaXXHble JlOrMYyeckne pAencTBua (OrpaHMYeHo
npuobpeTeHHbIM o6beMoM XpaHunuuwa,
BK/IlOYAeTCs MO 3anpocy, HacTpauBaeTcs B
pamkax LOMOJTHUTENbHbIX ycnyrm no
06HapYy>XeHMI0 1 6TOKMPOBAHUIO CETEBBIX aTak)

Ooctyn K uHTepdency
ynpasneHus SolidWall
WAF

[octyn K NMYHOMY KabuHeTy C

6a30BbIM dYyHKUMOHANOM.
MoapepxmnBarTca cnepywoowpe
dyHKUMK:

Oawb6opabl MOHUTOPUHIra
OTo6paxeHue cobblTni
6e30nacHOCTM C  MOAAEpPXXKOM
rpynnuMpoBKOW

OT06paxeHue KypHana

3a6/10KMPOBAHHbIX TPAH3aKUMM

LocTyn K NMYHOMY KabWHeTy C pacliMpPeHHbIM
GyHKUMOHANOM. MopaepxuBarTca
cnepyowme GyHKUUKU:

Oaw6opabl MOHUTOPUHTA

OTob6pakeHne cobbiTuM  6e30nmacHOCTM  C
NOAAEPXKKOW rPynnMpOBKON

OTobpakeHne >XypHana 3a610KMPOBAHHbIX
TpaH3aKuumi

BO3MOXHOCTb BKJIlOUEHUs/ BbIK/TI0YEHUSA

3aLUNTbI M MOAABNEHUS NTOXHbIX CpabaTbiBaHWUN.

MpepocTaBneHne He npepycmoTpeHo B Tapude MpepocTaBnaeTcs BO3MOXHOCTb MHTErpauum ¢

BO3MOXXHOCTHU MCNONb30BaHMeM MexaHu3dmoB SYSLOG wnu

mHTerpauum SolidWall REST API (BknroyaeTcsa no 3anpocy)

WAF C BHeWwHumu

cucTtemamu

MpepocTaBneHne MpepocTaBnaTCa cnegyoowme MpepocTaBnaTCa cnepyrowme Buabl OTYETOB:

aBTOMaTU3NPOBAHHbIX BUAObl OTYETOB: PerynapHble aBTOMaTU3MPOBaHHbIE  OTYETbHI

OTYeTOoB PerynsapHble (HacTpamBarTCa NO 3anpocy)
aBTOMaTU3UPOBAHHbIE OTYeTbl OpHOKpaTHble aBTOMaTU3UMPOBAHHblE OTYETbl

(HacTpamBarTCa NO 3anpocy)
OOHOKpaTHble
aBTOMAaTU3UPOBAHHbIE OoTYeTbI
(NpepocCTaBnaTCa Mo 3anpocy)

(NpepocTaBnaTCa Mo 3anpocy)

KoHcynbTupoBaHue
KnneHtoB no
BOrnpocam
ucnonb3oBaHusa Ycnyr
WAF

KoHcynbTupoBaHue KnneHTOB Mo
cnegylowuM Bonpocam:

NCMNo/Ib30BaHMe 6asoBoro
(dyHKUMOHANa MMYHOro KabuHeTa
pa3bACHeHUA no

3a6N10KMPOBAHHBIM 3anpocaM.

KOHCynbTMpoOBaHMe KAMEHTOB MO Clefyrwmum
BOMpoOCaM:
MCrnonb3oBaHue
NMYHOro KabuHeTa
pa3bACHeHUA No 3a6/10KMPOBAHHBIM 3aMpocam.
MHTErpaumMs C BHEWHMMM CUCTEMAMU C
MCNoNb30BaHMEM MexaHu3mMoB SYSLOG wunu
REST API

6a3oBoro dyHKUMOHaANa

ycnyru 6a3oBou Mpwn NOAK/IHYEHUN Mpwn NnoaKAK4YeHUN OCYLWEeCTBNAKTCA
TeXHUYEeCKomn oCylLLecTBAsATCA cnepywowme cnepylolwme  HacTPOMKKM  (BbIMOIHAKTCA  C
NoanepPIKKU, HacTpoMKM  (BbIMONHAKTCA  C NPUMEHEHMEM MALIMHHOIO 0by4yeHun):
OKa3sblBaeMble npu NPUMEHEHUEM MaLWWHHOIO HacTpoiika napaMeTpoB NPOTOKO/a
NOAKMOYEHNUN  HOBbIX o6yueHus): MopaBneHune NoXHbIX cpabaTbiBaHUM
KnneHtoB HacTtpownka rnapamMeTpoB DOunbTpaunsa CTaTUYECKUX PECYPCOB
npoTokona FnobanbHas HacTpoMKa Moayns
MopaBneHue JTOXKHbIX NPOTUBOAENCTBMA MNepebGopHbIM atakaMm (no
cpabaTbiBaHUM 3anpocy)
dunbTpauus CTaTUYECKUX ABTOMaTU3NPOBAHHAsA pa3MeTKa JIOrMYeCcKmUx
pecypcoB nencteum (B Uenax nopaB/ieHUsA  JIOXKHbIX
FnobanbHaa HacTporka Mopyns cpabaTtbiBaHMI)
NPOTUBOAENCTBMA  NepebopHbIM Fno6anbHas HACcTpoOMKa MOAyNa KOHTpoOnsd
aTakam (no 3anpocy) Ceccui 1 3awmTbl OT aTak Ha aBTopu3aumio (no
3anpocy M ecniM He MpeBbllleHa AonycTuMas
Harpyska)
Yenyru 6a3oBou MonnepxxaHne paboTocnocobHOCTM U yCTpaHeHMe ownbok B paboTe SolidWall WAF B
TEXHUYECKOM MHDPaACTPYKType 3aKa3umka;
noAanepIKKN, O6HoBneHune Bepcuin SolidWall WAF B MHdpacTpykType 3aKa3uumka;
OKa3blBaeMble B npepocTaBfeHne 3akasumky AocTyna K uHtepdency ynpasnexdusa SolidWall WAF pnsa
npouecce OCYWECTBIEHUST UM CaMOCTOSTENIbHOM  HACTPOMKKM, @  TakKXKe  KOHTpons
aKCnayaTauum pa6otocnoco6HocTu SolidWall WAF;

SolidWall WAF

npefocTaBfeHne 3aKa3umKy BO3MOXHOCTM uHTerpaumm SolidWall WAF ¢ BHeWHUMH
MHOOPMAUMOHHBIMM  CUCTEMAMW  O/1  OCYLLECTBNIEHMA WM CaMOCTOATENbHOWM
HaACTPOMKMU, a Tak)Ke KOHTponsa paboTtocnocobHocTn SolidWall WAF;

KOHCynbTMpOBaHMe 3aka3unKa no BONpocaM u agMUHUCTpupoBaHusa «SolidWall WAF»

[lononHuTenbHbie YyCNYyru no 06Hapy)KeHmo u GHOKMDOBBHMIO ceTeBbiX aTakK

(Professional Services WAF)

Ycnyrn pacwmpeHHom
TEXHUYECKOM
NoaaePIKKK,
OKa3biBaembie npu

ToHKaA pyyHas HACTPOMKa MeXaHW3MOB 3alMTbl MOA OCOBEHHOCTU MPUIOXKEHUN
KnueHTa, B TOM UncC/ie, KOPPEKTUPOBKA PE3y/1bTaTOB MALLMHHOMO 06yYeHuns.
MpoaKTUBHOE  pearMpoBaHMe Ha  KPUTUYHble  cobbiTa  UHGDOPMAaLMOHHOMN
6€30MacHOCTM Ha OCHOBE COrNIAacoOBaHHbIX C 3aKa34YMKOM CLIEHapueB.
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NMOAK/OYEHUN  HOBBIX Mepuopmyecknin aHanms (ayamt) cobbiTui MHGOPMALMOHHON 6e30MacHOCTU C Leblo
CepBMCOB 3aKa3uunka cbopa CTaTUCTUKM N aHaNN3a MEHEE KPUTUYHbBIX COBBITUN.

TexHMYyeckoe paccienoBaHMe MHUMAEHTOB MHPOPMaALMOHHOM 6€30MacHOCTy.
Pa3paboTka aHaIMTUYECKUX OTYETOB.

M3meHeHne ¢yHKuMoHanbHocTn SolidWall WAF (popMbl OTYETHOCTU, M3MEHEHMEe
cueHapueB paboTbl C MO/Ib30BATEIbCKUM UHTEPGhECOM).

MHTerpaumsa co CTOPOHHMMW cpeacTBaMu 3akaszumka (SIEM, «TUKETHble» CUCTEMbI,
CMC-uHpopMUpOBaHME 1 T.N).

AHanu3 3aWMLEHHOCTN CEePBMCOB 3aKa3uymka (TecTMpoBaHWE Ha MPOHWKHOBEHMWE,
aHanuM3 UCXOAHOro Koaa).

KoHcynbTUpoBaHMe 3aka3ymnka no o6LmMM BONpoCcaM 3alumTbl BE6-NPUIOXKEHUIA, B TOM
yucne - no npakTukaM 6e3o0nacHoOro KoaMpoBaHUs

3. TAPUOUKALNA YCNYTU
3.1. Cratnueckas Tapudukauma (Allocation).
4. OIFPAHWYEHUA

4.1. TexHMYeCcKmne acneKkTbl paboTbl CUCTEMbI GUNbTPaunm Tpaduka, 3a HecobntaAeHMe KOTOPbIX cnonHUTeNb
He OTBEeYaeT, M MpPU HecobOeHUN KOTOPbIX MCMONHUTENb HE MOXEeT rapaHTMpoBaTb obecnedyeHue
3aAB/IEHHOr0 YPOBHSA KayecTea ycyr no ¢punbtpauum Tpadmka:

e ONnda uenen punbTpaumm Tpaduka npeanonaraeTcs, YTo AaHHble U3 CeTU VIHTepHET nepenarTcsa He
HEeNoCpeACTBEHHO Ha |IP-agpec cepBepa WMNM BUPTYanbHOM MallMHbI 3aka3uymMka, a Ha agpec,
nmerowmn FQDN cepBepa unu BUPTYasibHON MalMHbl 3aKa3uunKa;

e B C/Nyyae, eC/K CepBep MNKW BMUPTyasbHaa MaluWHa 3akasuyuka, ona obecnedeHus cTabuibHOCTU U
becnepeboMHOCTM pPabOTbl KOTOPOro MOAK/YEHbl YyCcnyrM no ¢unbTpaumm Tpaduka, 6ynet
cnocobeH NpUHMMaTb BXoOoaWwmMM Tpaduk oT nobbix cepBepoB B ceTU MHTepHeT, NcnonHutenb He
MOXeT rapaHTMpoBaTb OKasaHue ycayru no GunbTpaumm Tpadmka B 3anpaliMBaeMoM obbeMe Ao
MOMeHTa nonHoro obHoBneHnsa DNS-3anucer 06 agpecax cepBepoB 3allMLLaeMbIX OMEHOB BO BCeM
cetn VIHTepHeT;

e [ON19 UCKNOYEHMA CUTyaumnm obpaboTkm cepBepoM 3aka3umka BPeooOHOCHOro BXOAALWEero Tpadmka Ha
cepBepe WM B TeHaHTe 3aKasumKa OO/IKEeH ObiTb BK/IKYEH WM Pa3BEPHYT MEXCETeBOM 3KpaH
(firewall), 6nokupyowWwmin noboM BXoaAWMMA TpaPuK, KpOMe BXOAALWEro TpadmKa C KOHKPETHOro
cepBepa NcnonHutens;*

e [ONA CHUXEHUA KONM4YecTBa BPEOOHOCHOrO Tpaduka, O6/OKMPYEMOro ME)XCETEBbIM 3KpaHOM
(firewall) 3aka3uymka, a COOTBETCTBEHHO, O/19 CHW)XKEHMS HArpysku Ha CepBep WIN BUPTYaNbHYHO
MalWHY 3aKasunka, 3aka3umk o0683aH npeanpuHATb Mepbl MO COKPbLITUID (HepasrnaleHuto)
pakTnyeckmx |P-agpecoB CepBepoOB UM BMPTyasibHbIX MalWH, ON1A9 KOTOPbIX OCYLLECTBISeTCH
dunbTpaumna Tpaduka.

5. MHbIE YCNTOBUSA, MPUMEHUNMDIE K YCITYTAM

5.1. BO3MOXHble BUObI NOAK/IKOYEHUS [ UBMEHEHUS [ OTKKYEeHUsa YCnyr:

5.1.1. [MocpencTsoM NoanncaHmsa 3akasa;

5.1.2. MocpencTBOM COBEPLUEHUS OENCTBUI B JINYHOM KabuHeTe.

5.2. BO3MOXHbI NOPAAOK PacYE€TOB no Ycayram:

5.2.1. MocTonnara.

5.3. Bo3MOXXHble cnocobbl onnaTtbl / NOPAAOK NONONHEeHUa banaHca:

5.3.1. OnnaTa B 6€3HaIMYHOM NOPAAKE HA OCHOBAHMM BbICTaBNEHHOro ICNonHUTENeM CYéTa.

4 B c/iyyae 3awuTbl BUPTYanbHOW MallWHbI, pa3MewaeMor B TeHaHTe 3aka3umka Ha 6aze MHOpacTpyKTypbl, B KauyeCcTBe COOTBETCTBYIOWEro
MexceTeBoro akpaHa (firewall) MoXeT 6bITb MCNONb30BaH M COOTBETCTBYIOWMM 06pa3oM HacTpoeH Edge Gateway.
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