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OMNMCAHWE N YCINOBUA NMPEOOCTAB/TEHNA YCITYT U
«MNOAOKMIOHYEHUME K CEPBMCAM SBERCLOUD»

1. OBLLAA NHOOPMALUNMA U ONMNCAHUE YCNYTKU
Ycnyra noctpoeHa Ha 6ase ceTeBoro 1 cepsepHoro o6opyaosaHus McnonHutens.

Ona nonydyeHua poctyna K Ycnyram SberCloud 3akasuuk, B 3aBUCMMOCTM OT TeKylux TpeboBaHuin U
UMeEIOLLMXCA BO3MOXHOCTEN, MOXET BblGpaTh OAUH UM HECKOMbKO TUMOB CETEBOro MNOAK/IOYEHNS:

WNHTepHerT.
Tabn. 1. BapuaHTbl NoaKIOYeHUN Yyepes VIHTepHeT

BapuaHTbl NOLKAIOYEHUIA CogepxxaHue

nornyeckoe NOAKMOYEHME K BbIAE/IEHHOMY AO/8 3akasuuka KaHany
nepenayv [aHHbIX C rapaHTUPOBAHHOW MOMOCOM MPONYyCKaHUA

BblAeNeHHbIN  rapaHTUPOBAHHbLIA  KaHan

NHTepHeT!

noruyeckoe noaxoyeHme K obuieMy A BCex 3aKa3unkos YCyr KaHany
nepefayv AaHHbIX (CKOPOCTb CETEBOro COEAMHEHUS A8 KaX[oro
3aKa3uuKa He ABASEeTCSA rapaHTUPOBaHHOW M 3aBUCUT OT 3arpy)XeHHOCTU
obLero KaHana nepeaayn gaHHbIX)

O6wui kaHan MHTepHeT (shared)

Mpu nogkntoveHun K cepeucam SberCloud yepes VMIHTepHeT 3aKasuunk, No yMO4YaHUIO, NosydaeT oauH 6enbin
IPv4-apgpec, BblaensemMbln B BUAe NoAceTy ¢ Mackol noacetu /32. lononHuTenbHble IP-agpeca BblaensatwTcs
No aHanoOrMYHOMY MPUHUMMY, HO OPOPMNIAOTCA OTAENIbHO 3a OOMONHUTENbHYKO nnaaTty. MNMpu NoaKIYeHUn
yepe3 KaHan WHTepHeT 3aka3uuMKy npepocTaBnsgetca 6Ga3oBad 3awmta WMHPOPMAUMOHHBIX CUCTEM,
pa3MelaeMblx B MHPpPacTpykType obnadyHowm nnatpopmbl SberCloud, ot DDoS-atak, HampaBneHHbIX Ha
ncyepnaHme KaHaslbHOM eMKOCTM ceTeBol MHMpAcTpyKTypbl obnaka SberCloud. Takye, no 3anpocy, MoOXeT
ObiTb MNpenocTaBneHa pacWMpeHHas 3awmta WMHOOPMALMOHHbLIX CUCTEM 3aKa3uuka, pasMelaemMblx B
MHppacTpyKType obnayHom nnatdpopmbl SberCloud, ot DDoS-atak Ha Bcex YpPoBHAX A0 L7 BKIKOYUTENBHO B
BUAE OTAENbHOMW TapUPULMPYEMON YCIYTU.

BblaeneHHbI KaHan CBSA3U.

MoakntoyeHne Yepes BblAeNeHHbIN KaHal CBSA3KM No3BonsaeT o6ecneynTb B3aMMOLENCTBME ceTen 3aKa3umnka c
ceTblo B 06/1aKe C MOMOLLbIO BblAe/IEHHbIX KaHaN0B CBSA3M CTOPOHHEro nposarngepa. OnuMoHanbHO C NOMOLLbIO
[aHHOTO cueHapua K Ycayre 3aKasuyuka MoXeT OblTb NOAK/IOYEH anbTepHaTUBHDLIA KaHan B ceTb MHTepHeT.
[na paHHOro noaKntYeHnsa MoryT 6biTb 3a4eMCTBOBAHbI BblAEe/TEHHbIE KaHabl 3aKa34ynKa, OpraHM30BaHHbIE C
MCMONb30BAaHMEM «TEMHOWM ONTUKUY», NMBO KaHanbl, NpefocTaBnaemMbole icnonHutenem.

Tabn. 2. BapuaHTbl NOAKIOUYEHUI Yepe3 BbigeneHHbI KaHan cBa3un

BapuaHTbl NOQKAUYEHUN Copep>kaHue

nogknw4yeHne OBYX KaHanoB B [Ba d)VIBVI‘-IECKVIX nopTa Ha OTAEeNIbHbIX

PesepsBupyemoe
CeTeBbIX MapwpyTM3aTopax

nogkKnw4yeHne TO/bKO OOHOro KaHana B OAUH d)VI3M‘-4€CKVIVI nopTa Ha

He pesepsupyemoe
O[IHOM U3 CeTeBbIX MapLIPYyTU3aTOPOB

MoaknYeHne BO3MOXHO C UCMOIb30BaHMEM GU3NYECKMX MOPTOB C NPOMNYCKHOM cnocobHocTbio 1 M6/c 1 10 IM6/c

CocTaB Ycnyru u oCHOBHble KOMIMOHEHTHI.

VHTepHeT:
Tabn. 3. NHTepHeT
MoaknioyeHne K cepBucy B obnake yepes ceTb MHTepHeT — NAT
CopepxkaHne OrpaHuyeHmns
. oguH 6Genbii IP agpec Ha nNpunoXeHue - Ona nybnukauuu
Monb3oBaTtenu noakto4arTcs K | HECKONMbKUX MPUMTOXXEHUIN C ogMHaKoBbiMU nopTtamu TCP (80, 443 n 1. 4.)
BMPTyanbHOMW  MawwuHe B  obnake, | TpebyeTcs BbiaeneHue AONONHUTENbHbIX 6enbix IP agpecos;

MapLlwpyTU3nMpyemMbii B cetu VIHTepHeT.
[aHHbIN  CcueHapui  pekoMeHayeTcs
ncnonb3oBaTb AN NpepocTaBneHns
pocTyna K nybinyHoMmy cepBucy yepes
ceTb NIHTepHeT.

onybnukoBaHHOW Yepes 6enbil IP agpec, | o

0N NPUNOXEHUIN C AMHAMMYECcKU BblgensembiMu noptamu (FTP,
SIP, H.323 1 T. 4.) MOryT BO3HMKHYTb NPO61eMbl C HEAOCTYNMHOCTbIO CEpPBUCA
- HeobxopMMo GUKCMPOBATb AMaNas3oH AMHAMUYECKM BblAeNseMblX NopToB
B HacTpoMKax MPUNIOXeHUs U nponucbiBaTb WX B npaBunax DNAT.
AnNbTEPHATUBHbIN BapuaHT - BblAeNsaTb oauH 6enbin IP appec Ha cepsucC U
HacTpauBaTb npasuno Static DNAT.

1 3alaHHasA CKOPOCTb rapaHTUPYeTCa BHYTPM CeTU MICNONHUTENSA HauMHasa OT MopTa NorpaHMYHOro MaplpyT13aTopa yana ceasu SberCloud.
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1.3.2.

MopKnoyeHue K cepBucy B obnake yepes Site to Site VPN - L3 VPN (IPsec VPN)

Ha ceteBOM o6opynoBaHMM 3akasuyumka
(poyTep  WMAM  MEXCeTeBOW  3KpaH)
HacTpamBaeTca cTaTuyeckuin |IP  sec-
TOHHenNb B 0611aK0, C MOMOLLbIO KOTOPOro
nonb3oBaTenu NOAKYalTCs K
BUPTYyasbHbIM MalwKWHaM B obnake Ha
cepble IP agpeca, MapwpyTm3mpyeMble B
paMkax obnayHom ceTM 3aKasuyuka.

LaHHbIN cueHapumn pekomeHpyeTcsa no CCbI/TKeE:

. TpebyeTca HanmuvMe Yy 3akas3umka CeTeBOro obopyaoBaHuA C
nopaep)kon IPsec VPN. Mpoune orpaHUYeHnsa NpuBeaeHbl B LOKYMEHTaLUM

https://docs.sbercloud.ru/vdc-

vmware/ug/topics/networks.html

MUcnonb3oBaTh A1 CBA3KM on-premise
ceTen 3aKasuuKa c ceTamum B ob6nake Kak
OCHOBHOE  TMOAK/IOYEHWE MM KaK
pesepBHOE MOAK/IOYEHWE MPU HANUYUK
MOAK/IOYEHNA 4Yepe3 MpaAMOM  KaHan

CBA3U.

BblaeneHHbI KaHan CBA3N.

Tab6n.4. BoigeneHHbI KaHan cBa3un

L2 nogkntoyeHue

CopepXaHue

[aHHbIN CcLeHapuii No3BONSAET CBA3aTb CETb KAMeHTa B obnake c on-
premise ceTaMu KnmMeHTa BHe obnaka no L2. Mpu TakoM NoaKItoYeHUmn
CyLLeCTBYOWME BUPTyasibHble MallMHbl B MHMPACTPYKType 3akasuyuka
OynyT HaxoguTbCca B ogHOM L2 ceTm c MawwuHamu B obnake, 4To paer
BO3MOXHOCTb /18 peann3aummn Takoro cepBmuca Kak Mmrpaums MalwmH 6es
cMeHbl |P agpeca.

[aHHbIN BUA NOAKNOYEHMA NpeanofaraeT cnenyowme onumm:

. ApeHga ¢u3nyeckoro nopta - npepocTaB/ieHUE B apeHay
¢usmyeckoro nopta 1 nnm 10M6/c Ha obopynosaHum SberCloud B ogHOM
M3 TOYeK MPUCYTCTBMSA, B pPaMKax KOTOPOro OCyLecTBnseTcs
noak/oYeHne K pecypcam 3akasumka, pasMelleHHbliX B MHDPaACTpyKType
obnayHon nnatdopmbl SberCloud;

. ApeHpa SFP mogyns - npepoctasneHue B apeHay SFP moagyns,
HeobxoaMMoro Ana NOAKMNYEeHUS GU3NYECKON COeANHUTENbHON NNHUN
K nopTy Ha obopynosaHun SberCloud (o6s3aTenbHaa onuma Npu 3akase
yCnyru apeHga ¢ousnyeckoro nopta);

. ApeHia KpOCCMPOBKM (OMUMOHANBbHO) - NpefocTaB/ieHune
ONTUYECKON COoeauHUTEeNbHOW NUHUKM OT obopypoBaHusa SberCloud B
OQHOM M3 TOYEeK MPUCYTCTBUA OO obopynoBaHMA 3akasuymka B TOW Xe
TOYKe NpUCYTCTBUSA;

. BblaeneHHoe ceTeBoe  coefMHeHue- npegoctaBneHne
BblI€/IEHHOr0 KaHana CBA3M Mexay Toykoh 1, du3nYeckuM MopToM Ha
obopypnoBaHun SberCloud B 0OfHOM U3 TOYEK MPUCYTCTBUSA, U TOYKOW 2,
noptoM obopygoBaHMA 3aKa3uMka Ha obbekTe 3akasuuka. Onsa
npenocTaBfeHna [OAaHHOro cepBMCa MOFYT MCMNOMb30BaTbCA CEPBUCHI
CTOPOHHEro nposanaepa.

. ApeHOa TEMHOro BOJIOKHA - TMpefoCTaBleHMe B apeHay
BblOENEHHbIX OMNTUYECKUX BOJIOKOH MeXay To4dkon 1, dusnyeckum
nopToM Ha obopypoBaHum SberCloud B 0fHOM M3 TOYEK MPUCYTCTBUA, U
TOYKOM 2, NOPTOM Ha obopynoBaHMM 3aka3umka Ha 06bekTe 3aKkasumKa.
[nsa npefoctaBneHnsa AaHHOro cepBmca MOryT UCNob30BaTbCA CEPBUCHI
CTOPOHHEro nposanaepa.

Ycnosua npegocTaBneHmns:

Ona npenoctaBneHMs [OAHHOTO TuMa MNOAKIKYEHUA  3aKasuyuKy
HanpaBnaetca AKT Hayana okasaHua VYcnayr. [lpyv  cOOTBETCTBMMU
XapaKTePUCTUK 3aKasumK noanucbiBaeT ABa 3k3emnaspa AKTa Havana
OKasaHua ycnyr (no c¢opme Mpunoxenua 1.6.A k [orosopy) nubo
oTnpasnseT MIcnonHUTeNo yseaoMIeHne 0 HeCOOTBETCTBUM B TeyeHue 5
(natn) paboumx oHen.

B cnyvyae, ecnv No UCTEYEHUU BbiLLEYKA3aHHOTO CPOKa OT 3aKa3uuka He
NOCTYNUAM 3aMeyaHusa Mo COOTBETCTBMIO XapaKTEPUCTUK AAHHOro Tuna
NnoaK4yeHus, TO CTOpPOHbDI cyuTaloT, 4yTOo XapaKTepucTuku
COOTBETCTBYIOT, YKasaHHbIM B 6naHke 3akasa, a AKT cuyuTaloT
NOAMMCAHHBIM CO CTOPOHbI 3aKa3uMka 6e3 3amedaHui.

MoanucaHHble 3k3eMnnsapbl AkTa 3aka3umk o06a3yeTca nepepatb
YNONHOMOYEHHOMY  npeacTaBuTento  WcnonHutena  (paspen 10
OoroBopa). B TeyeHune 5 (natm) paboymx gHENM C MOMEHTa NONyYeHUs
3K3eMnnapoB AkTa, McnonHuteno obsa3yeTcsa noanucatb UX CO CBOEWN
CTOPOHbI, @ TaKXe HanpaBuUTb OOWH 3K3eMnaAp noanuMcaHHoro AKTa
3aKa3uymKy.

OrpaHuyeHus
. MaKcuManbHas BO3MOXHas
NPOW3BOAUTENBbHOCTb NogkawyeHna - 10
[6/c. [Ona MakCcMManbHOW  yTUAM3aUUKU

nogkn4eHnsa 3HavyeHne MTU Ha BceM nyTu
cnepoBaHusa Tpaduka LOMKHO 6bITb
yCTaHOBNIEHO He MeHee 9000 6anT.
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BsauMopencTBue ¢ pecypcamum obaaka ¢ ucnonb3osaHnem AS u IP-agpecoB 3akasuuka

CopepxxaHune OrpaHuyeHus

. 0N UCNONb30BaHMS  CUEHapus
Tpebyetca 4TO6bLI KNAMEHT wumen Provider
Independent IP apgpeca, COBCTBEHHYIO
ABTOHOMHYIO CUCTEMY.

. KNIMEHT ncnonbsyeT ceTb SberCloud
KaK TPaH3MTHYIO OIS aHOHCMPOBaHMA CBOMUX

CepByC 3aKa3umk aHOHCMpyeTca U3 obnauHoil nnatdopmbl SberCloud ¢ | MPedUKCoB.

MOMOLbI0O  MapLpPyTU3NPYEMbIX B MHTepHeTe agpecoB 3akasuuka (Pl |® AOMOHNTENIbHO  AO/KHA 6biTb
610K). npopaboTaHa cxema 3awuTbl Anti-DDOS ons

npeduKCcoB KNMeHTa.

B 3aBMCMMOCTU OT OCOBEHHOCTEN peannsaunmn
CXeMbl NogKn4yeHna Moxet I'IOTpe6OBaTbCF|

0ononHuTenbHas 3aKynkKa ceTeBOro
obopynoBaHusa no CornacoBaHuio C
3aKa34ymKoM.

2. BA3OBAA ®YHKUNOHANBHOCTb U METPUKWU YCITYTU

2.1. bazoBas GyHKUMOHANbHOCTL U MeTpuku Ycnyrmn «lMogkntoveHne Kk cepBucaM SberCloud» npencrtaBfieHbl B
Tabnuue 5.
Tabn.5. MNapameTpbl NpegocTaBnsemMbix Yenyr

XapaKTepUCTUKU U METPUKM [lonycTuMble 3HaYeHna*

OT 10 M6/c po 10 I6/c B 3aBUCMMOCTM OT BbliGpaHHOMN

CKOpoOCTb nepegayvu gaHHbIX .
P pea A nponyckHou cnocobHoCTH

CpepnHasa ceTeBas 3agep)kka B npepenax Crna SberCloud He 6onee 10 mcek

MpoueHT noOTepsAHHbIX nakeTtoB B npegenax Chg
SberCloud
OrpaHuyeHus BXOZsAWero cyMMmapHoro Tpadwka 3a
OTYeTHbIN Nepuog,
OrpaHuyeHna uUcCxXopsaWero cymMmapHoro Tpadpuka 3a
OTYeTHbIN Nepuog,

* - YcroBue: 3arpy3Ka roJiochl nporyckaHus He 6osee 80% (pacrpocTpaHAETCA TO/IbKO Ha BblAe/1eHHbIY KaHa/l CBA3M,).

He 6onee 0,5 %

He orpaHun4yeHo, ec/in MHOE He yKa3aHo B onucaHum ycnyru

He orpaHun4yeHo, ecin MHOE He yKa3aHo B onucaHum ycayru

2.2. BbazoBble METPUKM MOTYT OblTb CKOPPEKTUPOBaHbI NPUY 3akase Yciyru.
3. TAPUDOUKALNA YCNYTU

3.1. [na paHHon Ycnyru ncnonbsyetca Ctatudyeckasa tapudunkaums.

3.2. BennunHa e)xxeMecsa4yHoro nnaaTtexa 3a Nonb3oBaHMe YCnyron onpenensetcs B COOTBETCTBMU C 3aKa3aHHbIM
06beEMOM MepeyvYncneHHbIX HUKE PecypcoB 1 Onuni:
e LWIMPWHA KaHana NHTepHeT;
e KonunyectBo benbix IPv4-aapecos;
e MpPOMyCcKHaa cnocobHOCTb M KONMYECTBO HU3NYECKUX MOPTOB;
e TWUN U KonnyectBo SFP mopynen;
e KOJINYECTBO KPOCCUPOBOK;
e MpPOMyCcKHaa cnocobHOCTb M KOMMYECTBO BblAENEHHbIX CETEBbIX COEAUHEHU;
e KOIMYECTBO ONTUYECKMX BOMIOKOH U ASIMHA ONTUYECKOWN Tpacchl.

3.3. EOVMHOBPEMEHHbIN NNaTexX 3a NoAKAYeHue Ycnyru (ecnm ato NpuMeHuUMo no tTapuady).

4. MUHbIE YCNTOBUA, MPUMEHUMDBIE K YCJTYTE

4.1. Bo3MOXHble BUAbl NOAKNIOYEHUS [ UBMEHEHUN [ OTKNIoUeHUa YCnyr:

4.1.1. nocpencTBoM nognucaHns 3akasa.

4.2. Bo3MOXHbI NOPAAOK pacyeToB no Ycayre:

4.2.1. nocronnara.

4.3. Bo3MOXHble cnocobbl onnartbl U NOPAAOK nonojsiHeHus 6anaHca:

4.3.1. onnata B 6e3HaNMYHOM NOPSAKE Ha OCHOBaHMM BbiCTaBNeHHOro MicnonHutenem cyera.

4.4, CTOPOHbI YCTaHOBU/IN CNepyowmii nopagok 3akasa Ycayrn no Hactoawemy MNMpunoxeHuto:

4.4.1. 3aKa3 Ha Nopk/tyeHue Ycayrn no Hactosawemy MNpunoxXeHuo So/KeH ObiTb HanpasneH WcnonHUTeNo He

nosgHee, 4eM 3a 6 (WecTb) paboumnx AHEN 0o OaTbl Havana okasaHua Ycnyru;
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4.4.2.

4.4.3.

4.5.

B TeuyeHne 3 (Tpex) pabouux gHen WcnonHWUTenb WAM ero ynoSHOMOYEHHbI npefacTaBuTenb obasyetca
paccMoTpeTb 3akas Ha Ycnyry M HanpaBuTb NnLy, HanpaBuBlWeMY 3aKas3, OTBEeT (MOAMMCAHHbIN CO CBOEW
CTOPOHbI 3aKa3 MM OTKa3 B NpenocTtaBneHnn Ycayrn ¢ o60CHOBaHMEM MPUYNHDI);

B cnyyae cornacosaHus CTopoHamu 3akasa Ycnyra no TakoMmy 3akasy npefocTtaBnsieTcs B AaTty Hadana
OKasaHua Ycnyru, 3apmMKcMpoBaHHyto B 3akase, ¢ 10:00 No MOCKOBCKOMY BPEMEHMU.

3aKa34yMmK CaMOCTOSTENbHO HeCceT OTBETCTBEHHOCTb 3a COXPaHHOCTb AaHHbIX U MPUHUMAET CaMOCTOSTENIbHO

Mepbl MO UX COXPaHEHUIO NpK oTKase ot Ycayru. MNMpu otkase oT Ycnyrn cnonHmnTenb BNpase yoannuTb AaHHble
3aKas4ymnka no ucrtedyeHmn 5 (natm) paboumx gHen nocsie otTkasa oT Ycayru.
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