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OINMMCAHME N YCIOBUA MNPEOOCTAB/TIEHNA
YCNYTU «BUPTYASIbHbIN YACTHbIN LIOO HA BA3E VMWARE »

1. OBLLAA NHDOPMALINA N ONMUCAHWNE YCNIYTU

BupTyanbHbii 4YacTHbiM LOL Ha 6asze VMware gBnfeTcs YCAyrom Mo nNpepoctaBneHnio 6a3oBbix
MHPOPMALMOHHO-TEXHONOMMYECKNX PECYPCOB Ha OCHOBE COBOKYMHOCTM (YHKUMOHMPYIOWEro nop,
ynpasneHnemMm WCnonHUTENsa CepBEpPHOro M CeTeBOro 0OOpPYy[OBaHUA, CUCTEM XPAHEHUSA [aHHbIX W
Cneunanmn3npoBaHHOro NPorpaMMHOro obecnedyeHunsa. Ycnyra nocTpoeHa Ha OCHOBE MOLEIN 06CNYXMBaHNS
laaS u peanunsoBaHa cpeacteaMu nnatdpopmbl VMware Cloud Director.

B pamkax Ycnyru MicnonHuTenb npenocTtaBnaeT 3aka3unky BupTyanbHbii LLOL, MMeowWwmin B pacnopsXXeHnn
COrnacoBaHHbI Mexpay WcnonHuteneM M 3aka3uynmkoM Habop BUPTYaNU3MPOBAHHbLIX BbIYUCAUTENbHbIX
MolWHoCTeN Ha 6ase PM3NYECKMX CEPBEPOB BUMPTyanu3aumm, obbeauHeHHbIX B eQuHbIA KacTep, U CUCTEM
XpPaHEeHUA OaHHbIX. 3aKa34yMK MoslydaeT MOHOMOMbHbLIN JOCTYN K Habopy pecypcoB M MOXET co3gaBaTtb
BUPTyaNnbHble cepBepa TpebyeMol KoHbUrypaumu B npeaenax BbIAENEHHbIX BUPTYanM3UPOBaAHHbIX
MOLLHOCTEN, a TaK)Ke yNpaB/iaTb CO3AaHHbIMK CEpBEpPaMMU.

YnpasneHme BupTyanbHbIM 4acTHbIM LIOL ocyuwectBnsgeTca 3aka3dMKOM Mpu noMowm KoHconu VMware
Cloud Director.

CocCTaB Y OCHOBHblI@ KOMMOHEHTHI VCHerI:
Tabn.1l. CocTaB 1 OCHOBHbIE KOMMOHEHTbI

Pecypchbl
HanmeHoBaHWe rpynnbl CoaepxxaHue

—  BbIAENEHHbIN BbluMcAnTeNnbHbIN cepeep (VCPU, vVRAM)
BbluncnnTenbHble pecypcbl —  BblaeneHHoe 65104HOEe YCTPOMCTBO XpaHeHMs aaHHbIX (VHDD)
— w3 NSX Edge Gateway
—  NOAKJIIOYEHME K CEeTU MHTEPHET (B obweM KaHane);
—  OpuvH nybnunyHbii IP-agpec.
—  VMware vSphere;
VMware Cloud Director;
VMware NSX;
—  VMware vRealize Log Insight;
—  VMware vRealize operations.

CeTeBble CEPBUCHI N KOMMOHEHTbI

OCHOBHbIE KOMMOHEHTbI obnayHom
nnatdopmbl VMware?!

B uensax obecneyeHns 3awmTbl MHDPACTPYKTYpbl 0b61auHon nnatdhopMbl SberCloud peannsoBbiBatoTCa Mepbl

M MEeXaHMU3Mbl 3alUTbIZ:
Tabn.2.06ecneyeHne 3aWmnTbl MIHPPACTPYKTYPbl 0b6navyHon nnatpopmbl SberCloud

YPOBHM 3aLLnTbI | MeponpuaTtus
3awmTa MHOPACTPYKTYpbl 06/1a4HOM NAaTGOpPMbl M CPEACTB €€ YNPaB/EHUA

— PasmeweHne Bcero obopynoBaHuMs MHGpPaAcTpykTypsl B LIOQMO,
COOTBETCTBYIOLWMX TPEOOBAHMAM HAOEXHOCTK No KaTeropun Tier 3.

Dursnyeckmin — KOHTponb 1 ynpaBneHue gocTyrnom K o6opynoBaHuto.

— Hanwnune CUCTeMbl BUOEOHabnopeHns Ha obbekTax
nHdbopmaTmsaummn LLOAO.

— obecneunBaeTcs 3awmTa nepumeTpos LLOJ 1 nx cerMeHTMpoBaHune
C WCNONb30BaHWEM MeXCEeTeBbIX 3KPaHOB HOBOro MNOKONEHUs
(NGFW), ocyuwecTBngwowmx B TOM YuC/le BbiIBNeHUE U
npenoTBpalleHMe KOMMNbIOTEPHbIX aTak;

CeTeBol

1 OnucaHue cocTaBHbIX KOMMOHEHTOB 061a4HoN nnatdopmbl VMware npeacTtaBneHo B MpunoxeHun N2 1.1. k lorosopy

2 Pacnpepnenexune ponei, 0683aHHOCTEN M OTBETCTBEHHOCTM B 061acTu UB B oTHOoweHun Yenyru onncado B Tabavue 3 MpunosxeHns N2 1.1,
K Jorosopy.
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— AHTMBMpPYCHasa 3awmTta WHOPACTPYKTYypbl C WCMNOSb30BaHUEM
AHTMBUPYCHbIX CPEACTB A5 06M1aYHbIX CPea,.

— YnpaBneHue [OCTYNOM K WHOPACTPYKTYype C WCMNOSib30BaHUEM
CpeacTB [BYX(PAKTOPHOM ayTeHTUGUKALMM MNOAKIOYAKWMXCA K
Hel agMUHNCTPATOPOB.

—  KOHTponb [OeWcTBU NPUBUNETMPOBAHHbLIX MOMb30BaTeNen ¢

NHbpacTpyKTypHbIi MCMNONb30BaHUEM Cneumanm3mMpoBaHHbIX CPEACTB.

—  PerynsipHbil KOHTPO/b Y aHaNN3 3aLLMLEHHOCTU MHDPACTPYKTYPbI
C MCMNONb30BaHMEM CMeunann3npoBaHHbIX CPEACTB MO BbiABIEHUIO
ys3BUMOCTEN B Mucnonb3dyemMoM O UM ero HeKOppPeKTHOWM
KOHUrypaummn, BAUSIOWEN Ha YpOBeHb 3almuieHHoctu MO, ¢
YCTPaHEHWEM BbIABNIEHHbIX YI3BUMOCTEN M/UNMN HEQOCTaTKOB.

— C6op 1 aHanun3 cobbiTni MHGOPMALMOHHON 6e30NacHOCTU.

— OcywecTBnawoTcs nepuognyeckune TECTUPOBAHUSA Ha
NMPOHUKHOBEHME W ayauT WHOOPMALMOHHOM 6Ge3onacHoCTH
[LONONHUTENbHBI/ MHPPACTPYKTYPbI obnavyHom nnaTpopmbl SberCloud d

npuBAEYEHNEM CTOPOHHWUX OpraHusauuii. BbigBleHHble B XoAae
COOTBETCTBYIOWEro TeCTUMPOBaHMA W/MAW  ayauTa HemoCTaTKu
YCTPaHATCA N0 haKTy UX BbIABIEHUS.

3awmTta KoHconu VMware Cloud Director

MpuUnoseHus — C MCNONb30BaHMWEM CMeunannM3npoBaHHOIO MEXCETEBOro 3KpaHa
ypoBHA npunoxeHun (Web Application Firewall, WAF).

—  OCYLWeCTBAAKTCA PerynspHble CKAHMPOBaHUA KOHCOMM Ha Hannune
. aKTyallbHbIX YA3BMMOCTEN U ero nepnogmyeckme TeCTMpoBaHMa Ha
DNononHuTenbHbIv NMPOHUKHOBEHME C MPUBAEYEHUEM CTOPOHHUX OpPraHu3auun.
BbisBNEHHbIE YA3BUMOCTU W/MNM HEOOCTaTKU YCTPaAHAKTCA Mo
haKTy UX BbIBIEHMUS.

U3onaums «OpraHusaumn» 3akasumka

O6nayHas nnatdopma — BCTPOEeHHbIMW cpeacTteamm VMware Cloud

CeTeBow — BCTpPOeHHbIMK cpeacTtBamm VMware NSX

— Nepuoguyeckme TeCTMPOBaHMA Ha  MPOHUMKHOBEHME  BCEW

MHPPaCTPYKTYpbl MPOBOAATCA TECTUPOBAHMA HA BO3MOXHOCTb
LononHuTenbHbI NMPOHWKHOBEHUSA  MOTEHUMANbHOrO  Hapywwutena ©3  OAHOM
«OpraHusaumm» B [OPYrylo C MpeofosieHUEM WCMOJib3yeMblX
MEeXaHW3MOB 3allUThl.

1.6. Tunbl pecypcoB, Tpeb6oBaHUsA, peKOMEHAALMN U OrpaHUYEHUs:

Tabn.3. Tunbl pecypcoB, PEKOMEHAALMM U OrpaHUYeH s

Tun pecypca: BUpTyasbHble npoueccopHblie aapa (VCPU)

Tpe6oBaHuA PeKOMeHaaLun 1 orpaHnyeHns®

Ona koppekTHon pabotbl VMware High Availability
(HA) B BwupTtyanbHoOM yacTHoMm LOJ[ HeobxoauMmo
3aKa3sbiBaTb N dU3NYECKMX CEepBEPOB BUPTYanmnsaumu,
roe N - 37O KONMMYecTBO GU3MYECKUX CepBepoB
BMPTYyanun3aunmn, pecypcoB KOTOPbIX AOCTAaTOYHO Ans
pa3MeLleHns BCEX BUPTYanbHbIX CEPBEPOB 3aKa3umka
C 3a,aHHbIM YPOBHEM NEPENOANUCKU, a kK — He MeHee
1.

YacTtota apep He MeHee 3.0 IMTu. vCPU obcnyxuBatoTca
$ur3nyecknmm npoueccopamu Intel.

YpoBeHb nepenopnucku dusmyecknx apgep (obvem vCPU,
LOCTYMHbIX 3aka3uuky B BupTyanbHOM uvactHoMm LLOO)
onpepenseTca 3aka3vyMKOM Ha 3Tane npegocTasneHuns Yenyrum
N MOXeT OblTb CKOPPEKTMPOBAH Kak B Gonbliyl, Tak M B
MEHbLYI0 CTeneHb (MpW Hanuuum cBOBOAHbLIX PECYypPCcoB Ha
BblAeNeHHbIX 3aka3umky cepsepax) npu  obpaweHun
3aKasumKa B CNYXXOy TEXHUYECKOM NOAAEePKKM NcnonHuTens.

M3MeHeHre obbeMa pecypcoB, AOCTYMHbIX 3aKa3vymKy
B BupTyanbHoM yactHoM LOJl, npon3BoguTCcsa KpaTtHO
pecypcaMm, [OCTYMHbIM Ha @u3nyeckoMm cepsepe
BUPTyanusaumu.

Tun pecypca: BUpPTyanbHas onepaTtueHas namaTtb (VRAM)

TpeboBaHusa PekoMeHaaLUumn u orpaHuYeHus

3 OrpaHuyeHuns Ha konuyectso VCPU 1 VRAM s BUPTyanbHbIX CEPBEPOB 3aka3umKa yKasaHbl B Tabnvue «MapaMeTpbl NpefoCcTaBAseMbIX
ycnyr» pasgena 2 HacTosiwero AoKyMeHTa.
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3aKas3uMK ykasblBaeT TpebyeMmbili 06beM VRAM, ucxopa w3
KOoTOporo onpepenseTcs Heobxogumoe KONMYecTBo
dun3nyeckmx CcepBepoB BUPTyanmMsauuu, KoTopble 6yayT

Ona koppekTHon pabotbl VMware High Availability
(HA) B BwupTyanbHOM 4actHom LO[L Heobxoaumo
3aka3biBaTb N du3nYeCKMX CepBepoB BUPTyanmnsaumu,
roe N - 3TO KOMMYecTBO GU3MYECKUX CepBepoB
BMPTYanun3aunmn, pPecypcoB KOTOPbIX JOCTATOYHO And
pa3MeLleHNs BCeX BUPTYalbHbIX CEPBEPOB 3aKa3uuka,

npegocTaBfeHbl 3aKa3ynKy B paMkax Ycayru.
a k - He meHee 1.
npu 3akase Ycnyru Tpebyembin o6beM VRAM pomkeH 6biTb
LOMONTHUTENIbHO Y4YTeH B paMKax 3aKa3biBaeMoro obbema
BupTyanbHOro gMcKoBoro npocTtpaHcTea (VHDD) BbiGpaHHOTO
npopuns paons pasMeweHus swap-danaioB BUPTyasbHbIX
cepBepos

M3MeHeHne oBbeMa pecypcoB, AOCTYMHbIX 3aKasumnky
B BupTyanbHoM yacTHoM LLOM, NpoM3BOAMTCA KPATHO
pecypcaMm, [OCTYMHbIM Ha GM3MYecKoM cepBepe
BMPTyanusaumm.

Mepenognucka pecypcos VRAM HenpumeHnma.

Tun pecypca: BUPTYanbHOe AWCKOBOEe NpocTpaHcTBo (VHDD)

Tpe6oBaHusa PekomeHgauun U orpaHU4YEHUs

B pamkax Ycnyru npepocTtaBnseTcs BblgeneHHaa nns
3aKa3uyMKa cucTeMa XpaHeHuMs AaHHbiX Ha 6a3e SSD oucKkoB.

O6beM [OMCKOBOrO MPOCTPAHCTBA B CUCTEME XpaHeHusa
OaHHbIX, BbIGpaHHOMN 3aKa3uyMKomM, npepocTaBnseTcs
dun3nYeckuM  cepsBepaM  BUPTyanusauumum,  3aKasaHHbIX
3aKa3yMKoB, B BUOE HECKOMbKUX JIOrMYECKMX TOMOB.
lornyeckne TOMa 06bEOAMHAIOTCA Ha YPOBHE CUCTEMbI
BMPTYanM3aunmn B eanHbix knactep. O6bem normyecknx ToMoB
onpepenseTca Ha OCHOBE peKOoMeHgauui npousBoauTens
CUCTEeMbl XPaHEHUSA JaHHbIX.

MuHUManbHbI 06bemM VHDD onpegenseTca Ucxoaa ns
nonesHoro o6bemMa [OWCKOBOrO  MPOCTPAHCTBa,
KOTOpOe [OCTYMHO Ha OOHOW CUCTeEMEe XpaHeHud
LaHHbIX, OOCTYMNHbIX ANA 3aKasa y McnonHutens.

MN3MeHeHne obbema pecypcoB VHDD, [OCTYRHbIX
3aKa3uuky B BupTyanbHoM YacTHOM Lon,
npomM3BOAUTCA KpaTHO pecypcaM, QHOOCTYMHbIM Ha
dUN3nMYeCckoM cuctTeMe XxpaHeHuss AaHHbIX.

Mpu 3aka3e vHDD oTaenbHO fo/1KeH ObiTb y4TEH 06beM VRAM
ONns  pa3MelweHua swap-dansioB BUPTYalbHbIX CEPBEPOB.
BbloeneHHas eMKOCTb AMCKOBOro NPOCTPaHCTBA 3aHUMaeTcs:
e BCceMu BM 3akaszuumka (BKIHOYEHHBIMU U BbIK/TKOYEHHbIMU);
e CHenwoTaMu, KOTOopble co3gan 3akasuuk;

e swap-dannamm vVRAM Bcex BM 3akasuuka.

Ona nopkntoyeHusa K Ycayre 3akasumMk MoOyKeT BblbpaTb OOMH WM HECKOMbKO TUMOB MNOAKIOYEHUS,
onucaHHbix B NMpunoxenun N2 1.1. k [lorosopy.

MonpobHaa nHpopmaumsa No OOCTYNHbIM MOAKIYEHMAM npuBeneHa B MpunoxeHun N2 1.6. K Jorosopy.
Ona obmeHa paHHbiMM Mexay BM B npepmenax BupTtyanbHoro LLOMO ucnonb3yetca BHYTPEHHEe ceTeBoe
B3aMMoOencTBmMe, peanm3oBaHHoe Ha 6ase ceteBoro obopynoBaHus WcnonHuTensas W cpeactBaMu
runepsmisopa VMware ESX.

OnuncaHne ceTeBbIX CEPBMUCOB NpeacTaBneHo B NyHKTe 1.9. MpunoxeHuna N2 1.1. k [lorosopy.

OnucaHune WabnoHoB BM n o6pa3os OC npeactaBneHo B nyHkTe 1.10. MpunoxeHuna N2 1.1. k Joroeopy.
OnucaHune MporpamMmMHon nnatdopMbl NpeactaBneHo B nyHkTe 1.11. MpunoxeHuna N2 1.1. kK Jorosopy.
OnucaHne AnnapaTHoM NnaTthopMbl NpeacTaBneHo B NyHkTe 1.12. MpunoxkeHma N2 1.1. k Jorosopy.
OnucaHune cepsmca MoOHUTOPUHIa npepctaBneHo B nyHkTe 1.13. MpunoxeHusa N2 1.1. k [Jorosopy.
MpepocTtaBneHne pocTyna K nporpamMmHoMy obecneyeHuto Microsoft m Red Hat ocywectBnaeTrca B
COOTBETCTBMU C YC/IOBUAMU U MNOPAAKOM, MPefycMOTPeHHbIMM B NyHKTe 1.14. TMpunoxeHuma N2 1.1. K

Jorosopy.

MpepocTaBneHne [OCTyNa K Katanory wabnoHoB Bitnami ocywecTBnseTca B nopsnke, NpeLiycMOTPEHHOM
nyHkToM 1.15. MpunoxeHua N2 1.1. K [lorosopy.

MpepocTaBneHMe OOCTyMa K pacwuMpeHHbIM ceTeBbiM cepBucam NSX - L2VPN wu Distributed Firewall
OCyLlecTBsSeTcsa B NopsaKe, ykasaHHOM B NyHKTe 1.16. MpunoxeHua N2 1.1. K [lorosopy.

NMeHoBaHWe «OpraHusauunii» 3aka3uynka BbIMOJHAETCA B COOTBETCTBUM C YC/IOBUSIMU, U3BNIOXKEHHbLIMU B
nyHkTe 1.17. MpunoxxeHusa N2 1.1. kK [Jorosopy.

CTpaHnua 3 mn3 5




2. BA30OBAA ®YHKUNOHAIBHOCTb N METPUKW YCITYTU

Tabn.4. NapameTpbl NpegocTaBasieMbix Yenyr

Cepsuc

Tapuduumpyemble eguHULbI

XapaKTepUCTUKU U METPUKU

OonycTnuMble 3Ha4YeHUs

ba3osas vactoTta npoueccopa vCPU

He meHee 3,0 Ty

Host CPU Ready time* MeHee 5%
Bbluncnenums BblgeneHHbI BbluncamTenbHbi cepsep 3.0 MMy, VMware (wT.) PekomeHayemoe kon-Bo VCPU Ha BupTyanbHbii cepsep (wT.) | 1 — 48 wT.
Lonyctumbii 06beM VRAM Ha BUMPTYyanbHbI cepBep 1-768T6
RAM Swapped* 0%
HDD IOPS. 3TanoHHble 3HayeHna® 200 000 IOPS
CpenHee BpeMa gocTtyna K SSD Storage Ha BM?® 0 mMc -5Mc
HEERTHIT BbigeneHHoe 6/104HOE YCTPOMCTBO XpaHeHma SSD, VMware (wrT.) Oonyctumbin 06beM 0AHOrO BMPTYaNnbHOrO YKECTKOro Aucka
LaHHbIX . 1 - 4096 6
SSD Ha BUpTyasibHbIN CEPBEP
lWar yBenuueHus pasmMepa BUPTyalbHOro pucka B 116
JONyCTMMOM fuana3oHe
He Tapuduunpyetca:
HocTtyn B IHTepHeT B obLeM KaHane Monoca nponyckaHus He 6onee 100 M6/c Ha
BupTyanoHbin LLO[J Ha 6a3e VMware
CpenHsas ceTeBasl 3agepXka B npepenax cetu nepegayu | 0 Mc - 5 mc
Cetesbie MponyckHas cnocobHOCTb Ha BUPTYasbHbIA cepeep AatHbix SherCloud
cepBuchl MpoueHT NoTepsHHbIX MaKeToOB B MNpepenax CeTu nepegayu 0% - 02 %
AaHHbIX SberCloud ’
CpepHsia ceTeBas 3afjep)Xka B npepenax CceTu nepepaudun 0 MC - 5 Mc

BupTyanbHbI W03 (WT.)

naHHbix SberCloud

MponyckHas cnocobHoCTb

He 6onee 10 I6/c

FocteBasg OC

Hoctyn Kk roctesor OC Windows server:
BM pa3mepoM 4 n MmeHee vCPU: BM (wT.)/4.; BM (wT.)/mec®.
BM pa3mepom 6onee 4 vCPU: vCPU (wT.)/4.; VCPU (wT.)/™mMec.®

LWa6noHbl rocteBbix OC MS Windows server

Windows Server 2016
Windows Server 2019
Windows Server 2022

HocTyn K wabnoHy rocteBon OC Red Hat Enterprise Linux:

BM pasmepoM 24 n meHee vCPU: BM Ttun SVG (wT.)/ KaneHpoapHbin
mec.®

BM pa3mepom 6onee 24 vCPU: BM tun LVG (wT.)/ KaneHaapHbi mec.®

LWabnoHbl rocteBbix OC Red Hat Enterprise Linux

Red Hat Enterprise Linux 7
Red Hat Enterprise Linux 8

4 MapaMeTpbl rapaHTUPYIOTCA MPY YTUAU3ALUW BbIGETEHHbIX BbIYUCUTENbHBIX MOWHOCTEN He Gonee 80%.

5 MapaMeTpbl rapaHTUPYOTCS NPU YTUIM3ALUUKN BbIAENEHHOrO B/I0YHOrO YCTPOMCTBA XpaHeHUsa He 6onee 90%, pa3mepe 6510ka go 8 Kb, nponsBonbHoOe YTeHme/3annce ¢ npodunem 30/70.

8 MMHUManNbHbBIN Nepuod TapuduKaumMm — KaneHgapHbii Mecal. Hayano MCcnosb30BaHUA, HAYMHAA C NEPBOM MUHYTbI, MW NMPOLOJIHKEHME UCMONb30BaHMA YCYrn B OTYETHOM Mepuoae nNpeanonaraeT cnvcaHue
CTOMMOCTM 3a NOJIHbIN KaneHAapHbIN Mecsil,. HenonHbI KaneHaapHbI Mecsl, UCNonb30BaHMa YCyru, HaunHas ¢ NepBov MUHYTbI, OKPYrAsSeTcs A0 NOJIHOTO KafleHAapHOro Mecsila nonb3oBaHus Ycnyrom.
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3. TAPNOUKALIUA YCITYTU

Tapudukauma ycnyrum ctatmyeckas (Allocation).

BennunHa exxeMecss4yHOro naartexa 3a nofib30BaHue YCyron onpenenseTca B COOTBETCTBMU C 3aKa3aHHbIM
06bEMOM NepeyUYnC/IEHHbIX HUYKE PEeCYPCOB 1 ONUWUNA:

e BbigeneHHbI BblYMCAUTENBbHbBIN cepBep, VMware (WT.);

e BblaeneHHoe 6104HOE YCTPONCTBO XpaHeHus SSD, VMware* (wT.);

e [pepoctaBneHue nybnmyHoro IP agpeca (WwT.);

e CeteBon wnw3 NSX Edge Compact (wT.);

e CeteBon wnio3 NSX Edge Large (wr.);

e CeteBon wniw3 NSX Edge Quad-Large (wTt.);

e CeteBon wnt3 NSX Edge X-large (wT.);

e [laHenb MoHUTOpMHra VMware vRealize Operations (Gb);

e [locTyn K rocteBo OC Windows Server (wT./vCPU);

e [locTyn K wabnoHy rocteBonn OC Red Hat Enterprise Linux Server (wT.).

MeToOuMKka pacyéToB NOTPebnaeMbliXx PecypcoB M OonuMin npegnosiaraetT TapupUKauU CYyMMbl 3HAYEHUN
BblIOPaHHbIX PecypcoB M OMNUMA 33 OTYETHbLIA Mepuon B COOTBETCTBUM C TapudaMu. Ha OCHOBE CyMMbl
3HaYeHUI BbICTABNAETCA CYET.

4. MHbIE YCNOBUA, MPUMEHUMBIE K YCNYTE

Bo3MO)XHble BUAbI NOAKNIOUEHUSA [ UBMEHEHUA [ OTKIOUEeHUa YCayr:
nocpencTBoM noanucaHua 3akasa (c yyétom n. 4.5. HacTosAwero MpunoxeHus).

Bo3MOXHbI NOPSAAOK pacuéTos no Yeayre:
nocTtonnara.

Bo3MOXHble cnocobbl onnarol / NoOpsIAOK NONOJSIHEHMUA 6anaHca:
onnata B 6e3HaNM4YHOM NOPAAKE Ha OCHOBaHMM BbiCTaBNEHHOro McnonHUTeNeM cyéta.

3aKa34ynK CaMOCTOATENIbHO HECeT OTBETCTBEHHOCTb 3a paboTocnocobHOCTb NporpaMMHoro obecnevyeHus,
yCTaHaBnmMBaeMoro Ha BM.

CTOpPOHbI YCTAHOBMAKM Cepyowmnin NopsaaoK 3akasa Ycayrm no HactosaweMmy MNpunoxeHuto:

3aKas Ha nopgkto4yeHue Ycnyru no HactosaweMmy MNpunoxkeHuto gonxkeH 6biTb HanpasneH McnonHuTeno He
nosgHee, 4em 3a 6 (WecTb) paboynx AHEN A0 faTbl Hayana okasaHusa Ycnyru;

B TeueHune 3 (Tpex) pabouux gHen McnonHutenb WMAM ero ynosIHOMOYEHHbIN NpeacTtaBuTeNb 06a3yeTca
paccMoTpeTb 3aka3 Ha YCayry u HanpaBuTb ULy, HanpaBmBlieMy 3aka3, OTBET (MOAMUCAHHbLIA CO CBOEMN
CTOPOHbI 3aKa3 UM OTKa3 B NpenoctaBneHmnn Yciyrn ¢ o60CHOBaHMEM MPUYUHDI);

B cnyyae cornacoesaHua CTtopoHaMu 3akasa Ycayra no TakoMy 3akasy npenoctaBisieTcs B AaTy Havana
oKasaHua Ycnyru, 3adukcupoBaHHyto B 3aka3e, ¢ 10:00 no MOCKOBCKOMY BPEMEHMN.

3aKa3ymnmK CaMOoCTOATE/IbHO HeCeT OTBETCTBEHHOCTb 38 COXPaHHOCTb AaHHbIX U MPUHMMAET CaMOCTOATENIbHO

Mepbl MO UX COXPaHEeHMIo Npu oTkase oT Ycnyru. Mpu oTkase oT Ycayrn McnonHutenb Bnpase ypanuTb
OaHHble 3aKa3yumKa no uctedeHnmn 5 (natmn) paboumx aHem nocne otkasa oT Ycnayru.

CTpaHnua 5mn3 5



