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K [lorosopy
OMNCAHWE N YCINOBUA NMPEOOCTABJIEHNA YCIYT N
OBbEKTHOE XPAHWITULLIE S3
1. OBWAA NHOOPMALUNMA N OMUCAHUE YCNVTN
Ycnyra npepoctaBngeTr poctyn K OObeKTHOMY XpaHuauwy - BblCOKOMaclwTabupyemol annapaTtHo-

nporpaMMHol nnatdopMe xpaHeHUs OaHHbIX, KOTopaa Mno3BondeT 3akasumMkaM XpaHuUTb, oBpabaTbiBaTb
HECTPYKTYpPUPOBaHHble faHHble (06beKTbl) 1 n3BneKaTb Ntobble 06beMbl AaHHbIX.

Ooctyn kK O6bEKTHOMY XpaHuauly npegoctaBnsaeTcd ¢ nomMolbio APl uHTepdenca. Cnucok
noaaepXmnBaeMbix KoMmaHg APl O6beKTHOro XxpaHunumila S3 1 ux onnucaHne HaxoaaTca Ha MopTane no agpecy:
https://portal.sbercloud.ru/swagger#/buckets, a TakXXe B ONMCaHUM annapaTHOro XpaHUInwa OaHHbIX, Ha
KoTopoM paboTtaeT Kop3anHa no agpecy https://docs.sbercloud.ru/s3/ug/index.html

Ycnyra peannsoBaHa CpeacTBaMu annapaTtHO-NporpaMmMHon nnatdbopmbl McnonHutens.
YnpaBneHne O6beKTHbIM XPaHUITULLEM OCYLLECTBASAETCA 3aKa34YMKOM NOCpPeacTBoM dyHKLUMOHana MopTana.

CocTaB Ycnyru U oCHoBHble KOMIMOHEHTbI. B cocTas Ycnyru Xxogdat cnegyoowme onumm:
e OO6bBEKTHOE XpaHunuuie S3, XpaHeHWEe AaHHbIX;

e OO6beKTHOe XpaHunuule S3, reopennMKauua gaHHbIX;

e O6beKTHOe XxpaHunuile S3, ncxopalmnin Tpapuk;

B uensax obecneveHns 3awmntbl O6bEKTHOrO XpaHMANLLA PeEANTN30BbIBAOTCA CeAyoWwmMe Mepbl U1 MeXaHU3MbI
3aWmnThbI:

Tabn.1l. ObecneyeHune 3awmTbhl OOGBEKTHOrO XpaHunuwa S3
YPOBHU 3aLUUTHI | MeponpuaTtus

3awmTa MHOPACTPYKTYpbl O6BLEKTHOrO XPaHUNULLA M CPEACTB ero ynpasieHus

ObecneunBaeTcs:
. - pasMelleHne Bcero obopymosaHus MHAPaCTPykTypbl B LIOM, COOTBETCTBYIOWMX
®usnyeckni Tpe6oBaHUAM HaAXKHOCTM No KaTeropun Tier 3;

- KOHTPO/b M ynpasfeHne JoCcTynoM K o6opyaoBaHuio;

- Hanuyue cucTeMbl BUAeoHabnogeHnsa Ha obbekTax nHpopmatmsaumm LIOM.
Ob6ecneuynBaeTcs 3aWuTa nepumeTpa MHPPACTPYKTYpPbl C WCMNOMb30BaHMEM MEXCETEBbIX
CeTeBoM 3KpaHoOB HoBoro nokoneHumsa (NGFW), ocylecTBNSlOWNMX B TOM YWUCIE BbISIBIEHME U
npenoTBpaLLEHME KOMMbIOTEPHbIX aTak.

ObecneunBaeTcs:

—  OBYXdbaKTOpHaa ayTeHTUdMKaumMa aaMMHUCTPATOPOB MHPPACTPYKTYPbI;

—  NoAKMloYeHMe agMUHUCTPATOPOB WHGPACTPYKTYpPbl K CPeacTBaM ee ynpasneHus c
ncnonb3oBaHnem VPN;

. — KOHTPONb  [AEeNCTBUN NPUBUNErMPOBaHHbIX nonb3oBaTenen (apMUHUKCTpaTopoB

NHbpacTpyKTypHbIN MHGbPACTPYKTYPbI) C UCMONb30BaHUEM CMeUnann3npoBaHHbIX CPEaCTs;

—  PEerynapHbii KOHTPO/b M aHanu3 3alULWEHHOCTU WMHPPACTPYKTYpbl C UCMOSIb30BaHUEM
Cneunann3MpoBaHHbIX CPencTB MO BbiABNEHMIO YA3BMMOCTEN B Ucnonb3yemoM MO 1 ero
HEKOPPEKTHOM KOHDUIypauum, BAMSIOWEN Ha YPOBEHb 3almweHHocTn MO, c ycTpaHeHnem
BbIIBMIEHHbIX YA3BMMOCTEN U/UIN HEQOCTAaTKOB;

— cbop 1 aHanm3 cobbITUM MHDOPMALMOHHOM Be3onacHoCTH.

OcywecTBnaTCa  Nepuopgmyeckue  TeCTMPOBaAHMA  Ha  MPOHUKHOBEHME U ayauT

MHPOPMaUUOHHON 6Ge3onacHoCTU  UHOPACTPYKTypbl O6BbEeKTHOro XpaHunuwa S3 C

LononHuTenbHbI NPUBIEYEHNEM CTOPOHHUX OpPraHus3auui. BbiABNEHHble B XOOEe COOTBETCTBYHOLLEro

TECTUPOBAHUA U/UNN ayaANTa HEQOCTATKMN YCTPAHAOTCA NO GhaKTy UX BbiABNEHUS.

3awmTa lNoptana

O6ecrneuynBaeTcs Ha YpPOBHE MPWIOXKEHW C WCNOb30BaHMEM CMeuuanu3mpoBaHHOro
ME)XCeTEeBOro 3KPaHa YPOBHA NMPUIOXKEHWUN.

OCyLLeCTBAAIOTCA perynapHble CKaHWpoBaHua MopTana Ha Hanuyme aKTyasibHbIX YA3BUMOCTEN.
DononHuTenbHbIN MpPoBOAATCH TECTMPOBAHUS Ha MPOHUKHOBEHME C MPUBJEYEHUEM CTOPOHHUX OpraHu3auuni.
YA3BMMOCTU U/UNN HELOCTAaTKM YCTPAHAIOTCSA Mo GaKTy MX BbiSBNEHWS.

MpunoxeHunsa

3awmta uHTepdencos focTyna K O6GbEKTHOMY XPaHUULLY

Meponpustus

MoakntoyeHne, co3gaHme, 3arpyska v nepenadya O6bekToB B O6beKTHOE XpaHunuLLe S3 ocyLecTBsSeTCa No NPOTOKONY
HTTPS (TLS v1.2, 1.3).
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3anpocsl Ha gocTyn kK O6bekTam yepes S3 REST API npoxogaT npoBepKy NOAMHHOCTM C noMolbio MeTofaa Hash-based
Message Authentication Code (HMAC).

PasrpaHnyeHue pocTyna K nosib30BaTebCKUM AaHHbIM O6bEeKTHOro XpaHnnuiia

MeponpusaTtus

3aKa3unKy NpPenocTaBseTca AOCTYN TONbKO K BblAeNeHHbIM Ans Hero MNMpocTpaHcTBY MMeH U Kop3auHaM BHYTPU Hero.

Ona nonydeHusa goctyna K cBoen Kop3nHe 3akas3umK LOMKEH aBTOPU30BATbCA B CUCTEME C MoMoLlblo Access key/ Secret
key. ABToMaTu4yeckasa [eHepaumsa KKYeNn NPoucxoguT npu co3paHum MNpocTpaHCcTBa UMEH, KPOME 3TOro, 3akasyuk
MOXXET CaMOCTOATE/IbHO YNPaB/sATb CO34aHMEM K/KOYEN U pa3rpaHMYeHMeM npas foctyna K Kop3mHam. McnonHutenb
He MMeeT JOCTyna K XpaHawuMcsa BHYTPWU MpocTpaHCTBa MMEH AaHHbIM U He MPOM3BOAMT UX 3arpysky, obpabotky,
N3MeHeHune, yaaneHue, KonmpoBaHue nnbo nHble 4eNCTBUS.

MpU YHUUTOXEHUM BblAeNeHHOro [MPOCTPaHCTBA MMEH OHO YHWUYTOXKAeTCs BMecTe C MMEKLWMMUCA BHYTPU HEro
LaHHbIMU.

Tunbl pecypcos:

O6beM XpaHMMbIX JaHHbIX - 06beM XPaHMMbIX OaHHbIX 3aKa34yMKa Ha annapaTHO-NpPorpaMmMHon nnatpopme
VicnonHutens.

06beM ncxopauero Tpaduka - 06beM mcxoaawero Tpaduka 3akasdmka, NnepenaHHoro M3 30H AOCTYNHOCTU
VicnonHutens.

0O6beM BxopAlWMX obpaweHUin K xpaHunuuwy (Requests) - ob6beM Bxoaawmx obpalleHMn 3aKasumka K
annapaTHO-NporpaMMHoNn nnatpopme NcnonHutens.

[nga nogknoyeHuna K Ycayre 3akasumK MOXeT Bbi6paTb OANH UM HECKOTbKO TUMOB NOAKII0UYEHUS:

Ta6n.2. Tunbl NOAKIOYEHNS K CETU U CeTEBbIE CEPBUCHI
Tun noaknioYeHna OnucaHue

Yepe3 VHTepHeT C NOJKNYEHUEM K 06LLI,E‘My ona BCeX 3aKa3ynKoB

MoakntoyeHne yepes  obwun KaHan
Ycnyrn KaHany nepenadn OaHHbix;

MHTepHeT (shared)

Yepe3 BblgeNeHHbIn KaHan oT O6beKTHoro xpaHunuwa S3 pgo
MopkntoyeHre 4Yepe3 BbIAENEHHbIN KaHan | NAOWAAKM  KAMeHTa (NoAKYeHWe Mo BblAENEHHOMY  KaHany
Direct connect OCYLLECTBNAETCA B paMKax oTaenbHoM ycnyru «Direct connect»).

B cnyyae wucnonb3oBaHua ycnyrn «BupTtyanbHbin LOL Ha 6ase
VMware» goctyn K O6beKTHOMY XpaHunuwy S3 ocywecTBnaeTcs yepes
BHYTPEHHIOK ceTeBY MHPpacTpykTypy SberCloud 6e3 Bbixoda B ceTb
NHTepHeT.

MoakntoyeHne yepes BHYTPEHHEID CETEBYH
MHPpacTpykTypy SberCloud 6e3 Bbixoga B
ceTb VIHTepHeT.

TexHnyeckoe onmcaHue Ycnyru:
Tabn. 3. TexHU4Yeckoe onmcaHume

KOMnNOHeHT OnucaHue

MnatdopmMa MNONHOCTbIO WCMONb3yeT MNPOrpaMMHO-ONpeaensemMyto
MporpamMMHas nnathopma apXWUTEKTYpy, 4TO MNO3BONSAET  He3aBMCMMO  MacwTabupoBaTb
BbIUMCINTENbHBIE PECYPCI M PECYPChl XPaHEHUS.

O6bekTHOE XpaHunuwe npepcrasnser n3 cebs nerko
MacwTabupyemMylo nNporpaMMHO-OMNpPenensieMyld CUCTEMY XpaHeHus
OaHHbIX, COCTOSILLYID W3 CepBepoOB KOPMOPaTUBHOrO YPOBHS,
D0a3MpyoLWMXCSa Ha NPoLLeCccopax apxXMTeKTypbl X86/64.

Ycnyra no3sonseT XpaHUTb AaHHble B HECKOJIbKMX 30HaX AOCTYMHOCTH,
KOTOpble pasMellarTca B reorpaduyeckn pacnpepeneHHbiXx paTta-
ueHTpax. MIHbpacTpykTypa, KOTOpasi HaxoguTCA B Ka)KAOM M3 pgaTa-
LEHTPOB, Ha3blBAETCA 30HON AOCTYNHOCTU. Ka)kaas 30Ha M30nMpoBaHa
OT OCTasibHbIX, 3@ CYET 3TOro AOCTUraeTcs 3awuTa OT annapaTHbIX U
nporpaMMHbix c60eB B ApPYrnx 30Hax [OCTYMHOCTWU. 3aKa3umK MOXeT
pa3MecTuTb MHbOPMaLMIO B OQHOM 30HE AOCTYMHOCTW (OQHOM paTa-
LEHTPE) NN B HECKONbKMX (B pa3HbiX AaTa-LeHTPax) C BO3MOXXHOCTbIO
reopennvkauuM  daHHbiX. [pyM  MNOAKAKOYEHUU reopennukaumm,
MHPOpPMaUusa pennuuupyeTca Mexay [ABYMS 30HaMW [OCTYMHOCTH,
3aKa3yMK CaMOCTOATENbHO BbIOMPAET 30Hbl [OCTYMHOCTU, MeXay
KOTOPbIMW ByAeT OpraHM30BaHHa reopennkauuns.

[OaHHble 3aka3uymKa XpaHaTca B [pocTpaHCcTBe UMeH. lMpu co3paHumn
MpocTpaHcTBa MMeH 3aka3uyuMK BblIOMpaeT OfAHY M3 HECKOMbKWUX 30H
LOCTYMHOCTU, B KOTOPOM OyaeT pacrnonoXeHo [MpoCTPaHCTBO MMEH.
MpocTpaHCcTBO MMeH 1 Kop3anHbl Ka>kgaa 30Ha [OCTYMHOCTU M30AMPOBaHa OT OCTajlbHblX, OCHalleHa
HE3aBUMCMMbIMW CUCTEMAaMM  INEKTPOCHABKEHUS, OXNAXKAEHUA MU
CeTeBOro B3aMMOLENCTBUS, 3@ CYET 4yero [JoCTMraeTcs 3awmuTa oT
annapaTHbIX M nporpaMMHbix cboeB. lMonb3oBatenu [pocTpaHCTBa

AnnapaTtHada nnatdopma

Feopennukaumsa gaHHbIX
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MMEH C COOTBETCTBYHOLWMMN NPUBUIETMSIMU MOTYT CO3AaBaTbh Kop3uHbl
N 06bEeKTbl BHYTPU HUX, MCNoNb3ysa API.

MpocTpaHcTBO MMeH obbepuHaeT B cebe Kop3uHbl. Mpu co3paHum
MpocTpaHcTBa MMeEH 3aKasuMK MOXET 3afaTb HACTPoOMKM  no
yMonyaHuto ans KopauH, Kotopble 6yayT aBTOMaTUYECKWU NPUMEHATLCSA
K co3gaBaembiM B [lpocTpaHctBe Kop3uHaM. 3akasumk MoOxXeT
M3MEHUTb HAaCTPOMKKM MO yMonyaHuto. B pamkax MpocTpaHcTBa MMeEH
3aKa3uyMK MOXET BbICTaBNATb HAaCTPOMKM M NpaBuia, Kotopble BynyTt
pacnpocTpaHaTbca Ha Bce Kop3unHbl B paMkax MNMpocTpaHCcTBa UMeH. 3a
cYyeT n3onmpoBaHms Kop3anH nonb3oBaTtenen ¢ noMoLbto MpocTpaHcTB
MMEH He CO3[4alTCa KOHPAMKTbI Mexay HasBaHMsMU KOp3uH pasHbiX
nonb3oBaTtenen.

Ona kakxpon Kop3anHbl MOXXHO BbliGpaTb KNacc XpaHEHUS U HAaCTPOMKMU.
Knacc xpaHeHua BbibupaeT 3akasumk npu  cosgaHmm  KopsuHbl.
OonycTuMmbl cnegyowme Knaccbl XpaHeHUs:

° CTaHOapTHbIN;

. XonogHbin.

O61beKT BMecTe C OMMCbIBAOLWMMM ero MeTafaHHbIMM XPaHATCA B nape
Kak oguMH 06bekT. TakoW noaxop Mo3BONAET COoBepwaTb OGbiCTPbIN
O6beKTH nonck O6BLEKTOB MO WX MeTafaHHbIM. MeTafaHHble MO3BONAIOT
CTPYKTYPUPOBaTb 06bEKTLI NO UX aTPUBYTaM.

MOHUTOPUHT. CnCTEMA NPeaoCTaBIAeT BO3MOXHOCTb NPOCMATPMBaTb CTaTUCTUKY NO NOTPeBNEHMA B IMYHOM
KabuHeTe 3aka3uumka Ha lNMopTane, ANS MOHUTOPUHIa OOCTYMHbI:

e 00beEM ucxopauwero Tpapuka;

e 06beM Bxogauwero Tpadmka;

e 06bEeM 3ano/THEHHOIO NPOCTPAHCTBA XPaHUMLLA.

TpeboBaHus K UHPPaCTpPyKType 3aKasuuka:
e Hanuuue pgoctyna B MHTepHeT;
e noppepxka npotokosia S3 API.

TexHu4Yeckne oco6eHHOCTU 1 orpaHUYeHUs:

Ycnyra orpaHuymBaeTcsa nepevyHem nogaep)xmsaemoix APl 3anpocoB. Becb CANCOK 3anpoCcoB ONMcaH Ha Beb
canTe no agpecy: https://docs.sbercloud.ru.

CKOpPOCTb CETEBOr0 COEAMHEHMA ANA KAaXAOro 3aKasuyuka, B Clydyae MopkyeHua yepes VIHTepHeT, He
ABMIAETCA rapaHTUPOBAHHOM W 3aBUCUT OT YTUAM3aUMM OBWEro WMHTEepPHeT-KaHana B 30He [OCTYMHOCTU
Ycnyru.

Mpon3BoaMTENbHOCTb (KOMYECTBO onepauuni YteHusa/3anmcu/yaaneHns o6bekToB B cekyHay) Ycayru ana
Ka)poro 3akasumka He aBNAeTCs rapaHTUPOBAHHOM W 3aBUCUT OT O6LWEN YTUIM3aUMM OBBEKTHOro
XPaHUNMLLA B 30He AOCTYNHOCTM YCNyru.

Mpon3BoaMTENbHOCTb (KONMYECTBO onepauui uTeHus/3anucu/yoaneHns obbekToB B CekyHay) Ycnyru
3aBUCUT OT pa3Mepa M KOoNM4YecTBa O0OBbEKTOB, NepenaBaeMblX 3a eAMHULY BPEMEHU B 30HY LOCTYMHOCTU
Ycnyru.

Mpon3BoaMTeNbHOCTb (KONMYECTBO onepauui 4TeHus/3anucu/yoaneHns obbekToB B CekyHay) Ycnyru
3aBUCUT OT WUCMNONb3YyEMOro ANA B3aMMOJENCTBUA C OOBbEKTHbIM XpaHunuuwem obopymoBaHua, MO, ero
HACTPOEK N CKOPOCTM AOCTYNa B MHTEPHET B 30HE OTBETCTBEHHOCTM 3aKa34ymKa.

Mpu NOAKAYEHUN ONLUK reopeninKauum, NPon3BoaUTENIbHOCTb ONepaLuii 3anmMcu MoXeT He3HaYUTEeIbHO
OT/INYaTbCA OT 3aAB/IEHHbIX, TaK Kak A9 obecnevyeHna KOHCUCTEHTHOCTU AaHHbIX TpebyeTcs NoaTBepAeHue
0 3anMcyn 06BbEKTOB CO BCEX 30H AOCTYMNHOCTM YCAYrU, YYaCTBYIOWMX B reopeninkaumu.

2. BA30OBAA ®YHKUUOHANBHOCTb U METPUKU YCNIYTU
DYHKUNOHaNbHble MeTPUKK Ycnyru onucaHbl B Tabnuue 4.

Tabn.4. MapameTpbl NpefocTaBNAeMblX yCyr

TapuduumpyeMblie OMnyCcTUMble
Ycnyra prdHLMpY XapaKTepUCTUKN U METPUKMU Rony
eauHULbI 3HaYeHus
O6beKTHOE
O6beM XpaHUMbIX AaHHbIX 3aKa3ynKka Ha annapaTHo-
XpaHunuuie S3, b . Het
nporpaMMHomn nnatdopme McnonHutens.
XpaHeHWe faHHbIX
O6beKkTHOE
XpaHunuuie S3, B XpaHeHMe [daHHbIX B OBYX reorpaduyecku [1Be 30HbI
reopenauvkauus pacnpegeneHHblX 30Hax AOCTYMHOCTY. LOCTYMHOCTH
OaHHbIX
O6beKkTHOE
XpaHuamLLe s3, B 0O6bem NcxXogsaLwero Tpadwmka 3akasuuka, Her
NCXOAALWMI TpadK nepenaHHoOro U3 30H JOCTynHoCcTU NcnonHutens.
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3. TAPNDOUKALINA YCITYTU

[na paHHon Ycnyru ucnonb3yetca OuMHamMmuyeckas Tapudukauma (Pay as you go).

IOuHamnuyeckasa TapuduKaLmna oCyLLEeCTBAAETCA eXeMeCAYyHO, HauMmHasd C MOMEHTa MOoAK/lYeHusa Ycayru.
BenuuunHa exxeMecauyHoro naartexa 3a nofb3oBaHue YCnyron onpenensaetca B COOTBETCTBUM C Tapudamu.

4. MHbIE YCNOBUSA, NTPUMEHUMDbIE K YCNYTE
Bo3MOXHble BUAbl NOAKNIOYEHUS [ UBMEHEeHUs [ OTKNIoYeHUA YCnyru:

nocpencTBoOM NoanucaHusa 3akasa;
nocpencTBoM COBepLleHNa oencTeui Ha MopTane.

B0O3MOXHbIN NOpsAAOK pacyéTos no Ycayre:
nocronnara.

Bo3MoxHble cnocobbl onnatbl / NOPAAOK nononHeHus 6anaHca:

B 6€3HaNIMYHOM nopsnke Ha OCHOBaHMKM BbICTaBNEHHOro NcrnonHutenem CYéTa;
nocpencTBOM 3/1EKTPOHHbIX CPencTB naaTtexa.
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