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OINMNCAHME N YCNOBWA NMPEOOCTABTEHNA YCIYT
«SBERCLOUD ANTI-DDOS», «<SBERCLOUD ANTI-DDOS+WAF»

1. OBLWASA MHOOPMALIMA N ONMUCAHUE YCNYTr

Ycnyra SberCloud Anti-DDoS - ycnyra ¢punbTpaummn Tpaduka oT aTak oTkasa B obcnykmeaHum unum DDoS-
aTak B uUenax obecnevyeHua ctabunbHocT M BecnepebolHocTK paboTbl pasMelwaemblx y MNcnonHuTens
cepBucoB! 3aKasumka, AOCTYMHbIX MO npoTtokonam HTTP, HTTPS uUAM WHbIM MPUKIaQHbIM MPOTOKOMaM,
noaBepxeHHbIM DDoS-aTtakam.

Ycnyra SberCloud Anti-DDoS+WAF - ycnyra ¢unbtpaumm tpaduka ot DDoS-aTak, paclwimpeHHaa onuunen
3alWMTbl pa3MellaeMbIX Y MICnonHUTena cepBUCOB OT MOJIHOTO CMEeKTPa COBPEMEHHbIX aTakK, HanpaBleHHbIX
Ha aKcnnyaTauuto yassmmoctenn WEB-npunoxeHnin (byHkuma Web Application Firewall, WAF).

Ycnyru npegocTaBnaTca B cotpygHmudectse ¢ OO0 «31M4-3nb-3nb» (Qrator Labs, nanee - MapTHep).

Ycnyrn npepocTaBnatoTca Ha 6a3e obnavyHoro peweHua MapTHepa no 3awmte ot DDoS-atak m aTtak,
HanpaB/IEHHbIX HA 3KCMyaTaumto yazsmuMmocTen WEB-NpunoxxeHui, peanMsaoBaHHOMO C MOMOLLbIO OTLE/TbHOM
MHbpPACTPYKTYypbl obnayHon nnatdopmbl MapTHepa, BKA4Yalowen bonee gecatM LEHTPOB 06paboTku
OaHHbIX (LOMO) no BceMmy mupy, B ToM yuncne Tpu LLOLO B Poccun (manee — obnako MapTtHepa). CeTb obnaka
MapTHepa CNPOEKTMPOBaHa M MOCTPOEHA B pacyeTe Ha PaboTy NoA MOCTOSIHHbIM BO34eNCTBMEM BOMbLLIOrO
ymcna DDoS-aTtak. VYanbl ¢unbTpaumm obnaka [MapTHepa MOQK/OYEHbl K KaHanam KpynHenwux
MaructpanbHbiXx MIHTepHeT-npoBangepos CLWA, Poccum, 3anagHon u BoctouyHom EBponbl, KOro-BoCcTo4YHOM
A3nu. TakuM o6pa3oMm, B OTIMUYME OT CETEN OMNEpPaATOPOB XOCTUHIa (0cobeHHO, BUPTYa/llbHOr0), ceTb obnaka
MapTHepa CAPOEeKTMpPOBaHa B pacyeTe Ha 3KCTPeMasibHble HarpyskM, W aTaka Ha OQMH U3 Pecypcos,
3awmuwaemMbix obnakoMm MapTHepa, HMUKaK He BMSET Ha PaboTocnocoBHOCTb APYrMx 3almMLLaeMbiX PeCypCcoB
(camtoB, WEB-npunoxeHuin). B pamkax VYcayru SberCloud Anti-DDoS+WAF o6nako [lapTtHepa
obecneumBaeT, Kak npotmopencTeme DDoS-atakaM, Tak M 3alWMTy OT XaKePCKUX aTaK, HanpaB/EeHHbIX Ha
3KCnayaTaunm ya3BMMOCTEN CepBMCOB (CalToB) 3aKasuukKa.

Ycnyrn no éunbTpauum Tpaduka 3aknaw4yanTca B 00bABNEHUMU CepBepoM (MNU BUPTYaslbHOM MalLMHOW)

3aKasuunka punbTpyrowero obnaka MapTHepa NyTeM BHECEHMS COOTBETCTBYIOLWMX 3anmncen B onncaHme DNS-

30Hbl, K KOTOPOW NPUHAQNeXuT cepeep (M1 BUpPTyanbHaa MawuMHa) 3akasunka. Ha punbTpyowem obnake

MapTHepa nNpoucxXogouT NocnefoBaTesibHOe  BbiMOJIHEHME  CNeAylWwMx  onepauMn  C  OaHHbIMMU,

nepepasaeMbiMn Ha cepsep ¢ FQDN cepsepa 3aka3yuka:

. npuemMm nepepaBaeMblx Ha FQDN cepBepa (MM BMPTyanbHOW MalWHbl) 3aka3yMKa, Ha KOTOPOM
OYHKLMOHMPYIOT ero 3almaemblii CEpPBUC, 3aNPoCcoB (MpreM BxoasaLwero Tpaduka);

. aHaNun3 CTPYKTYpPbl 3aNpocoB (aHanm3 Bxoaaulero Tpadmka) Ha NpeaMeT HaIMYymMs NoCIe[oBaTebHOCTEN
LaHHbIX, CNOCOBHbIX NOBNEYDL HEKOPPEKTHOE DYHKLMOHNPOBAHWE 3alMLLAEMOrO CeEpPBMCA 3aKas3unka;

. OTCEYEHME 3anpocoB, COAEPXalWMx MOoCNefoBaTeNlbHOCTM [aHHbIX, Hapylwalowmne KOpPpPeKTHOe
DYHKLMOHMPOBaHMe 3aLMLLLAEMOro CepBMca 3aKa3umnka (o4ncTka Bxopsawero Tpadmka ot BpegoHOCHOM
cocTaBnaloLWen);

. nepeHanpasieHne BXOAALWEro TpadmKka OYMULLEHHOMO OT BPELOHOCHON COCTaBAsAloWeEN (1erMTUMHOrO
Tpaduka) Ha peanbHbld |IP-agpec cepBepa (MW BUPTYasibHOM MalWWHbl) 3aka3yMkKa, Ha KOTOPOM
DYHKLMOHMPYET ero 3almLaemMblin CepBuC.

Mocne nogkntoyeHua Ycnyrn Tpadmk 3akasyumnka NoCTOAHHO, BHE 3aBMCUMOCTM OT Hanuuusa aTaku, noctynaet
B ceTb obnaka MNMapTHepa 1 aHanu3npyeTca UM. JIErUTUMHBIN (KOYULLEHHDBINY) TpadUK NepeHanpaBiaeTca Ha
3alnaeMbin  cepBuc (canT) 3akasuuka, pasMewaemMbll B WHOpacTpyKType o6nayHon nnatdopMsl
NcnonHutensa. Takas cxemMa paboTbl mo3sonseT ysnam ¢unbtpaumm MapTHepa chopMmpoBaTb Npoduib
TpadurKa, KOTOpbIN 9BNSEeTCS HOPMOW A9 KaXAoro cepBuca (canTta) 3akasduMka B OTAENbHOCTU, M B Cydae
NtobbIX OTKIOHEHUI pearnpoBaTb Ha 3TO.

Bce y3nbl punbTpaunm cetm MHPPaCTPYKTYpPbl o61avyHon nnatdopmbl MapTHepa paboTaloT HeE3aBUCMMO ApYyr
OT Apyra M, B C/lyyae BbIXO4a M3 CTPOS OOHOro M3 HUX, TpadMK 3alMLLIAEeMOro cepBmca 3akKasumka He
noTepsieTcsl, a aBToMaTu4yeckn ByneT mepeHanpaBfieH Ha Apyron 6avkanwun ysen cdunbTpauum obnaka
MapTHepa.

*3pecb M fanee No TEKCTY HACTOALLEro [OKYMeHTa Noj cepBucamMu 3akasuuka noppasymesatoTcs Nobble cepBuchl, AOCTYNHble NO npoTokony HTTP,
HTTPS nnun nHbiM NpuKNagHbiM NPOTOKONaM, NoABepXeHHbIM DDoS-atakaM, B TOM Yncie, HO He orpaHuymnsasce WEB-caitamu, MIHTepHeT-MarasmHamu
n npouynmn WEB-cepBrcaMmn 3aka3umka.
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Mepenaya NerutMMHoOro («ouunlieHHoro») Tpaduka ot obnaka MapTHepa OO MHGPACTPYKTYpbl o6nayHoM
nnaTdopMbl MCMNOMHUTENS OCYWECTBNAETCA C UCMO/Ib30BaHMEM BblAe/IeHHOro ONTMYECKOro KaHana cBa3u,
OpraHM3yeMoro 1 NogaepXXMBaeMoro cunamu McnonHutensa u MapTHepa. YKasaHHbIN KaHan M3011MpoBaH oT
ceTn HTepHeT 1 NocTpoeH Ha 6ase pe3epBMPOBAHHbIX, ONTUYECKUX NIUHUIA CBSA3H.

O6uwasa apxutekTypa pewenus Ycnyru SberCloud Anti-DDoS npueeneHa Huxe Ha Puc.1:

SberCloud Anti-DDoS

Mepepaya xypHanos goctyna

ABTOMaTU4ecKoe (hopMMpOBaHUe CNMCKOB
hopMMp Ha y3nbi ouncTkn AntiDDo S

[A0CTyNa Ha OCHOBE NoBeAeHYeCKOro aHanusa

OunweHHbIR Tpadmk

Bupryanuuui LIOf] Knwewta

L s T R — -—w—~‘~§

HTTPS CEPBEP KIMEHTA

iifi: SberCloud

BbiaeneHHbIi onTYecknin
KaHan cBasu

I': SberCloud

Puc.1. Obwasa apxutekTypa peweHus Ycayru SberCloud Anti-DDoS

ba3zoBas ¢pyHKUMOHaNbHOCTb Ycnyru SberCloud Anti-DDoS BkiouyaeT:
npomso,u,eﬁlcmme dTadKaM KJlaCCa «0OTKa3 B O6C!‘Iy)KVIBaHl/IVI», B TOM yucne

DDoS-ataku, HanpaBneHHble Ha UcYepraHMe KaHabHOM eMKOCTH;
DDoS-ataku Ha ceTeBy MHPPACTPYKTYPY;

DDoS-aTtaku TPaHCNOPTHOIO YPOBHS;

DDoS-atakun, ocHoOBaHHble Ha NpoTokosax SSL/TLS;

DDoS-aTtaku YpOBHA NPUTOXEHUN.

basoBas ¢yHKumMoHanbHocTb Yenyru SberCloud Anti-DDoS+WAF Bkniouvaer:

NpoTUBOAENCTBNE aTakaM K/lacca «0TKa3 B 06cnyxuaHum» (NyHKT 1.10 HacToALWEro JOKYMEHTA);
BblIBIEHNE 1 BNOKMPOBaHME COBPEMEHHbIX aTakK Ha CEPBMCHI 3aKas4ynKa, B TOM YMC/E, HO HE OrpaHNYmMBasChb
NPOTUBOAENCTBUEM CNEfyoWMM yrpo3am 6e30nacHOCTM YPOBHSA MPUTOXEHUN:

Injection;

Broken Authentication;

Sensitive data exposure;

XML External Entities (XXE);

Broken Access control;

Security misconfigurations;

Cross-Site Scripting (XSS);

Insecure Deserialization;

Using Components with Known Vulnerabilities;
Insufficient Logging and Monitoring.

B coctaBe Ycnyru SberCloud Anti-DDoS ocyuiecTBnsaertca?:

NoAKYeHNe K ycnyre;
dunbTpauna Tpadmnka ot DDoS-atak Ha BCEX YPOBHSAX;

dunbTpauna HTTPS-Tpaduka ot DDoS-aTak Ha NpuKIagHOM YpPOBHE MpU YCNOBUW MPenocTaB/ieHus
(pacKpbITUA) 3aKa34MKOM 3aKPbITbIX KNoUYen WwndposaHmna SSL/TLS ana nx 3arpy3ku B o6nako MNapTHepa;
nepeson cepsBuca (canta) 3akasumka Ha ucnonb3oBaHue npoTtokona HTTPS® ¢ ucnonb3oBaHWEM
6ecnnaTHbIX 3aKpbITbiX KAl4Yen wndpoBaHma SSL/TLS ot Let’s Encrypt, 3arpyxaembix B 06/1ako
MapTHepa;

nepefaya «oyuweHHoro» Tpaduka oT obnaka MapTHepa A0 pa3Mewaemoro y McnonHutensa cepsuca
3aKas4ymnka C UCNoNb30BaHMEM BblAENEHHOrO ONTUYECKOro KaHana CBs3u;

GanaHcuMpoBKka Tpaduka cepBuca 3aKasumka Mexnay y3namMu obnaka [MapTHepa, a panee -
pacnpefgeneHve Tpaduka Mexay cepBucaMm 3aKasuymka, QYHKUMOHUPYIOWMMKM B UHPpPACTPYKType
obnayHon nnatpopme McnonHutena, no onpeaeneHHoOMyY anroputmy;

2 BXOAWT BO BCe TapudHble niaHbl Yeiyru (6e3 camocToATeNbHOM TapuduKaumm).

3B cnydae ecnu paHee A8 [OCTYNa K 3aWwmuiaeMoMy cepeucy (canTy) 3akasumka UCnosb3osanca npotokon HTTP.
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MOHUTOPUHI MNPOU3BOAUTENIbHOCTM 3alMWAeMoro cepsuca (canTta) 3akasuyuMka C OMOBELWEHWEM Mo
3NEeKTPOHHOM NMoYTe 0 BO3HMKaOWMX Nnpobnemax B ero paboTe;

npenocTaB/eHMe OOCTYNa K CUCTEME MOHUTOPUHIa TpadmKa B PEXXUME peasibHOro BPEMEHM NOCPEACTBOM
JTnyHoro KabuHera);

cbop n oTobpaxeHne NogpobHOM CTAaTUCTUMKM MO Tpaduky cepBuca 3akasumka B JIMYHOM KabuHeTe
3aKa34ynKa;

npenocTaBneHne exeMeca4yHblx NogpPobHbIX oTYeTOB 06 MHUMAeHTax B dopmaTte PDF.

B coctaBe Ycnyru SberCloud Anti-DDoS+WAF ocywectenaetca (6e3 camocToaATeNnbHOM Tapudbukaumm):

npenocTaBeHne yCnyr, U3N0XEHHbIX B MYHKTe 1.7. HacTOALWEero AOKYMEHTa;

aKTMBHOE CKaHMpPOBaHWE calTa 3aKa3yMKa Ha Hanuyme yA3BUMOCTEN YPOBHSA MPUIOXKEHWUIN, KOTOpble
MOTYT NPUBECTU K €0 «B3/TIOMYY;

npenocTaBieHMe OTYeTOB 06 OOHAPY)XEHHbIX YA3BMMOCTAX YPOBHSA MPUMIOXKEHWUIM CalTa 3aKasumka C
peKoOMeHAaUMAMN NO UX YCTPaHEHWIO;

npepocTtaBneHne ycnyrn «Virtual Patching» B OTHOWeHMM calTa 3aka3uMka C aBTOMATUYECKUM
OTCNEeXMBAHMEM COCTOSIHUSA YA3BUMOCTM O MOMEHTA €€ YCTPaHEHUS M KOHTPOJIEM KayecTBa YCTPaHeHM s
yA3BMMOCTEN;

3alWmMTa canTa 3aKasyuka oT aTak-nepebopa (bpytdopc naponenm u T.4., BKKOYAETCA MO 3anpocy
3akas4yuka);

OCYLLECTB/IEHNE aKTMBHOW NPOBEPKM Yrpo3 13 TpadmMKa Ha CalTbl 3aKa3umnka;

dbopMMpoBaHMe Neprmoanyeckmnx OTYeToB.

B pamMkax npepocTtaBnaemoro B coctaBe ycnyru SberCloud Anti-DDoS+WAF cepsuca WAF ocyuwecTBnsatoTca:

6nokupoBaHue 6onbluel YacTn atak Ha Be6-npunoxeHnsa npu pabote ¢ 60NbLIKMM MOTOKOM TPahuUKa;
BblSIBNIEHME CYLLECTBYIOWMX OWMBOK 6e3onacHOCTU BEG-NPUNOKEHWI;

3aWmMTa  NPUNOXKEHUM canTa OT MOMbITOK 3KCNyaTauuu HEWUCNPaB/IEHHbIX YA3BMMOCTEN MNyTEM
obHapyXeHUn 1 6NOKUPOBKM MOMbITOK aTtak W BTOPXEeHUN B pexume on-line, 4To nosBonder He
npuocTaHaBnMBaTb paboTy canTa (He NPefoCTaBNSAETCA Ha 3Tane TeCTOBOM aKcnyaTaunm);
aBTOMaTMYECKOe OTC/IEXXMBAHNE COCTOAHUA YA3BMMOCTM IO MOMEHTA €€ YCTPaHEeHUs;

KOHTPO/b YCTPaHEHUSA YA3BUMOCTEMN.

[Ona obecneyeHna BO3MOXXHOCTU pabotbl WAF B cocTaBe ycnyrn SberCloud Anti-DDoS+WAF Heobxoanma
nepegaya v 3arpyska B o6nako [apTHepa 3aKpbiTbiX KAlo4en wudpoBaHua SSL/TLS, mcnonb3yembix
3aKa34ynKOM /19 OpraHM3aumnm 3aWmWeHHOro 4ocTyna K ux cantaM c UCnofib3oBaHMeM npoTokosa HTTPS.

TexHu4yeckme xapakTepuctnku obnaka MaptHepa:

6onee 1000 FBMT/C NAacCMBHOM NOJIOCHI NPOMNYCKAHMA - AeTePMUHUpPOBaHHaa obpaboTka IP-nakeToB 6e3
ycTaHoBneHus TCP-coeanHeHUs;

6onee 500 TI6GuUT/c aKTUBHOM MONOCbI MNpOMNycKaHua - Kaxpoe Bxogsawee TCP-coeguHeHue
obpabaTbiBaeTCa U aHann3npyeTcs;

MeHee 5% NoXKHbIx cpabaTbiBaHUIM B npouecce oTpaxkeHns DDoS-aTaku;

BpeMsa obyyeHUnsa ceTu OT MOMEHTa NOAK/IKYEHNA HOBOro 3aKas4ymnKka - MeHee 2 4YacosB:

B 33% cny4aeB - 0O 4 MUHYT;

B 60% cny4yaeB - OT 5 MUHYT 00 1 yaca;

BpeMa cTapTa ¢unabTpauMm aTakm Ha «obydeHHOM» Tpaduke - B 80% cnyyaeB OO 2 MUHYT OT Ha4vana
aTaku;

pobaBneHHoe BpeMs 3aepXXKu Npu NPOKCMpoBaHum Tpaduka - ot 0 go 100 mc. B cnyyae npokcnpoBaHus
HTTP-Tpaduka B cuIy ucnonb3oBaHua persistent HTTP-coeauHeHWit C 3aliMWaeMbiM CEPBUCOM
BO3MOXEH MPMPOCT CKOPOCTN paboTbl 3aLLMLLaEMOro CeEpBUCa;

onuMoHanbHasa OanaHCMPOBKA OYMLWEHHOro Tpaduka Mexny 3K3eMNnnspamu cepBuca 3aKasumKka Ha
OCHOBe anropmuTMoB: primary-backup, round-robin, iphash, a Tak)xe B @UKCUPOBAHHbIX NPONOPLMAX;
KOMMYEeCTBO 3aliMLLiaeMbiX CEPBMUCOB 3aKa3umnKa - HEOrPaHUYEHHO.

Ona nogknoyeHns K Yeayre 3akasunky HeobxoamMMo caMoCTOSATENbHO:

NM3MeHUTb A-3anuncb, COOTBETCTBYHOLLYIO LJOMEHHOMY MMEHW 3allMLL,AEMOro cepBuca, B cBoe DNS-30He,
yTo6bl OHA YKa3bliBasa Ha BbloeNeHHbINn 3TOMY cepBucy IP-agpec B obnake MapTHepa (Qrator-1P);
HacTpouTb MexkceTeBon akpaH (firewall) pna 3anpeTta xoxaoeHusa Tpaduka Ha IP agpec 3awmuiaemMoro
pecypca c ntobbix BHELWHMX afpecoB KpoMe y3noB Qrator Labs;

HaCTPOWUTb CepTUPUKaATbI ANA OYUCTKN WNDPOBAHHOTO TpaduKa.

Ycnyrn [OCTYynHbl TOMIbKO AN CEePBMCOB 3akasuuka, QYHKUMOHMPYIOWMX B UHOPACTPYKType obnayHom
nnatpopmbl MicnonHutens.
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2. OrPAHUYEHUA

TexHu4yeckume acnekTbl paboTbl cucTeMbl GUNbTPALUM TPadUKa, 3a HecobaeHne KoTopbix McnonHuTtenb He
OTBEYAeT, W nNpu HecobNAeHMN KOTopbiXx WcnonHUTenb HE MOXeT rapaHTMpoBaTb obecneyeHue
3aABNIEHHOr0 YPOBHSA KayecTBa yc/yr no dunbTpaunm Tpadumka:

e onda uenen dunbTpaumMmn Tpaduka npepnoniaraeTcd, YTO OaHHble U3 CETU VIHTepHET nepeparnTca He
HenocpeacTBEHHO Ha IP-agpec cepBepa (MM BUPTYanbHOM MaluWHbl) 3aKa3uymMKa, a Ha agpec, MMEeKLWMN
FQDN cepBepa (M1 BUPTYasibHOM MalUMHbI) 3aKa3umKa;

e B Cnyyae, ecnu cepBep (MM BMPTyanbHas MallMHA) 3akasdyuka, gna obecneyeHnss cTabuibHOCTM U
6ecnepeboMHOCTN PaboTbl KOTOPOro NOAKJYEHbI YCyrM no dunbTpaummn Tpaduka, bynet cnocobeH
NPUHUMaATb BXOOAWMN TpaduK OT NOObIX CepBepoB B ceTu WMHTepHeT, VcCnonHuTenb He MOXeT
rapaHTMPOBaTb OKasaHuWe ycnyrn no gpunbTpaumm Tpaduka B 3anpawmBaeMoM obbeMe OO MOMEHTA
nosHoro obHoBneHna DNS-3anucen o6 apgpecax cepBepoB 3alinuiaemMblx [JOMEHOB BO BCel CeTu
NHTepHeT;

e 0N UCKOYEHMa cUTyauum obpaboTkM cepBepoM 3aKasunka BPeAoHOCHOro BXoasawero Tpaduka Ha
cepBepe unum B «OpraHusaumm» (TeHaHTe) 3aKasuuMKa [OO/KEH OblTb BK/OYEH WKW Pa3BEPHYT
MexceteBon aKkpaH (firewall), 6nokupyowmn nlobon Bxoaawmn Tpadurk, KpoMe Bxogsalero Tpadmka c
KOHKPETHOro cepsBepa McnonHutens;*

e [ON9 CHMXXEHWA KOMMYecTBa BPeOOHOCHOro Tpaduka, 6nokmpyemoro mexceteBbliM akpaHoMm (firewall)
3aKa3unKka, a COOTBETCTBEHHO, [ONA CHWMKEHUS Harpyskum Ha cepBep (MW BUPTYanbHYH MalIKUHY)
3aKasumnka, 3akasumk o6g3aH NpepnpuHATb Mepbl MO COKPbLITUIO (Hepa3rnaweHuto) daktmyeckmnx IP-
afpecoB CEPBEPOB M BUPTYasbHbIX MalLMH, 019 KOTOPbIX OcyllecTBnaeTca dunbtpaumna tpaduka.

3. MHbIE YCNTOBU4A, MPUMEHUMBIE K YCJTYTAM

Bo3MO)XHble BUAbI NOAKNIOUEHUSA [ UBMEHEHUA [ OTKIOUEeHUa YCayr:
nocpencTBoM noanmcaHmsa 3akasa.

Bo3MOXHOCTb NpoBeAeHUsI TeCTUPOBaHUA YCnyr:

Mpu 3akase Ycnyr BO3MOXHO MPOBeAEHWE NPeABapUTENbHOrO TECTMPOBaHMA [0 Hayana MNpoBeLeHUd

pacyeToB no Ycnyram. Mpu 3TOM nepuop TeCTUPOBaHMA MO ycayram COCTaBnseT:

e 2 (OBe) Hepenu BecnnatHoro TectMpoBaHua ana ycnyrmn SberCloud Anti-DDoS BHe 3aBMCMMOCTM OT
KO/MYecTBa 3almiiaemMbix CepBncoB 3akasumka. B nepuog tectmpoBanma Yenyrm SberCloud Anti-DDoS
3aliMTa BbIMOIHAETCA B NOMHOM 06beMe 6e3 KakKux-Mbo dyHKLUNOHANbHbIX OrPaHUYeHUN.

e 1 (OpuH) Mecay b6ecnnatHoro tectupoBaHusa onsa ycnyrm SberCloud Anti-DDoS BHe 3aBMCMMOCTM OT
KO/MYecTBa 3almiiaemMbix CepBmncoB 3akasumka. B nepuog tectupoBaHusa Yenyrm SberCloud Anti-DDoS
+ WAF 3awuTa BbINOSHAETCS B NOJIHOM 06beMe 6e3 Kakux-nmbo byHKUMOHaNbHbIX orpaHudeHui. Mpu
3TOM 3aWwmTa C ucnonb3oBaHnem WAF BbINOMHAETCS B PEXMME MOHUTOPWMHra B TeYyeHue nepuona
obyyeHna WAF Ha TpaduKe 3aliMLLaEMOro cepBmca 3akasumnka, COCTaB/AOLWEro NPUMepHoO 2 Heaenu,
N MOXKeT ObITb MepeBefeHa B PeXXnUM 6N1OKMPOBKM MO peLlleHnto 3aKka3ynKka nocsie 3aBepLlleHmnsa nepnoaa
obyueHna WAF.

Ecnn onnata nonb3oBaHua VYcnyron SberCloud Anti-DDoS yxe BbINOSHAETCA B COOTBETCTBUM C

BbiCTaBnseMbiMi McnonHuteneMm cyetamu, NpoOBEAEHWE TECTUPOBAHMA LOMOMHUTENbHbIX 3alMLLaEMbIX C

MCnoNnb30BaHMEM YCNyrM CeEPBUCOB 3aKa3unmKa HEBO3MOXXHO.

Ecnu onnaTa nonb3oBaHusa Ycnyron SberCloud Anti-DDoS + WAF elle He BbiNONHANaCcb 3aKa3duMKOM paHee,

TO BO3MOXHO npoBegeHue TectuposaHua Ycnyrn SberCloud Anti-DDoS + WAF nocne Hadana onnatbl B

COOTBETCTBMW C BbICTaBNAEMbIMU MicnonHMUTENeM cyeTaMum 3a nonb3oBaHue Yenyron SberCloud Anti-DDoS.

Ecnu onnata nonb3oBaHua Ycnyroh SberCloud Anti-DDoS + WAF y)e BbiNOMHAETCA B COOTBETCTBUM C

BbiCTaBnsieMbiMn McnonHutenem cyetamu, NpoBefeHWE TECTUPOBAHUS AOMOJHUTENbHbIX 3alUMLLAEMbIX C

ncrnonb3oBaHMeM YCnyru CepBMcoB 3aKa3unmka HEBO3MOXHO.

Ecnn no pesynbTaTaM npoBedeHMa TecTupoBaHWMsa Ycnyr 3akasuuKk npuHUMaeT pelweHune o6 oTkase oT

nonb3oBaHMsa NO6OM 13 TecTupyeMbix YCNyr, TO faHHas ycnayra He MOAK/0YaeTca M onfnata no Hen He

npon3BOANTCS.

Bo3MOXHbI NOPAAOK pacyéToBs no Ycayram:
nocronnara.

BO3MOXHble cnocobbl onnarhl / NOpSAAAOK NONONHEHMA 6anaHca:
onnaTta B 6e3HanNMYHOM NopsAKE HAa OCHOBAHMK BbiCTaBleHHOro MicnonHuTenem cyéTa.

4 B ciyvae 3awWmTbl BUPTYasbHON MawuHbl, pa3Meliaemon B «OpraHusaunmn» (TeHaHte) 3akasumka Ha 6ase MHbpPacTPyKTypbl 06nayHon nnaThopmbl
WcnonHuTtensa, B KayecTBe COOTBETCTBYIOWEro mexceteBoro skpaHa (firewall) MoxeT 6biTb MCNONb30BaH M COOTBETCTBYIOWMM 06pPasoM HacCTpoeH
VMWare NSX Edge.
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