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MPUNOXXEHWE N2 11
K [lorosopy

OIMNMNCAHME N YCNOBWA NMPEOOCTAB/IEHNA
YCNYT «SBERCLOUD PROFESSIONAL & MANAGED SERVICES»

1. OBLLUAA NHOOPMALINA N OMUCAHUE YCNYT

SberCloud Professional Services BkntoyatoT B cebs okasaHMe 3aKa3umnmKy KOMMNIEKCa UHXEHEPHbIX PaboT u
MHPOPMALMOHHO-TEXHONIOMMYECKMX YCAYr, B TOM 4YMCNe YCTaHOBKY WM HacTPoOWKy obnadyHon nnathopmbl
SberCloud n BxogAwmMx B Hee, a TakKXe COMYTCTBYIOLWMX KOMMOHEHTOB (HanpuMmep, AOMOJIHUTEIbHOro
nporpaMMHoOro obecneyeHus).

Ha Bpemsa okasaHua vycnyru SberCloud Professional Services, npu HeobxoguMmMocTM, 3aKasuuk
npefocTaBnseT [OCTYN K TEHAHTY U (MNK) BUMPTyalibHbIM MalwmMHaM. YCNyrM okasbiBaloTca McnonHutenem
TO/IbKO B BUPTYasibHbIX MallMHaX, B KOTOPbIX He obpabaTbiBaeTca 3alniaeMas MHbopMauma 3akasdumka.
Mocne npueMkuM pe3ynbTatoB Ycayr no AKTY cOoaunm-npueMKm okasaHHbix Ycnyr (n. 5.1. Hactoswero
MpunoXeHna) 3aKasdymK He BrpaBe nNpeabsaBnATb NpeTeH3nn NcnonHutento. 3akasynk NnpouHbdoOpMMpPoBaH
M cornaceH c TeMm, 4YTO NocC/iie NpMeMKW pe3ynbTaToB OKa3aHuMs YCAyrn OTBETCTBEHHOCTb 3a 3aluuTy
BUPTYaNbHbIX MalMH 1 06pabaTbiBAEMOM B HMX 3alLMLLaEMON MHPOPMaLMKN HeCeT 3aKasuuK.
MpoekTupoBaHMe, MOAEpPHM3aALMSA, U3MeHeHUe dYyHKLUMOHaNa WMHPOPMALMOHHbLIX CUMCTEM 3aKa3uuka He
ABNAETCS NPeaMeToM YyCnyru.

SberCloud Managed Services sBnaetcs ycnyron McnonHutena no obcnyxuBaHuio IT-mHOPaCcTpyKTypbl

3aKas4ymnKa B paMKax npnobpeTeHHbiXx 3akazumkom ycnyr nnatdopmbl SberCloud Advanced m/unum SberCloud

Enterprise’.

SberCloud Managed Services ons obnayHon nnatpopmel SberCloud Enterprise MoryT BkitouaTh cnegytowme

BUObI YCAYT:

e TMOAK/HOYEeHMEe M HacTponKa cepeuca MHTepHeT - NAT,;

e TMOAK/IHOYEHME M HACTpOMKa cepBuca B obnake yepes Site to Site VPN - L3 VPN (IPsec VPN);

e HacTtpoika Firewall;

e [poBepKa NPaBUIbHOCTU HAacTPOeEK KNNMeHToM danpsonna (Hanpumep, npasun DNAT, SNAT);

e HacTporika DHCP;

e HacTpolka Routing;

e HacTpolka Load Balancer;

e CO34aHMEe BUPTYanbHOM MalWMHbI U3 CTaHAAPTHOrO WabnoHa;

e CO3[aHMe BUPTYanbHON MalWMHbI cOrnacHo TpeboBaHMSAM 3aKa3umnka;

e V3MEHEeHMEe XapaKTePUCTUK BUPTYasibHON MawuHbl (6e3 KacTtoMumsauum roctesomn OC);

e CO3[aHMEe KNOHOB BMPTYasbHbIX MallWuH;

e BbIFpy3Ka MeTpPUK cocToAaHMa no TpebosaHuo (CPU, RAM, ceTeBbix MHTepdeNcoB);

e CO3[aHMWe M yaaneHne nonb3oBaTens B TEHAHTE;

e HACTpoWKa NpUBUNErnin nonb3oBartens;

e V3MEHeHMe AUCKOBOM MONUTMKK No yMon4daHuto gna VDC;

e BKJIlOYEHME [ OTKIOYEHWE [ONONHUTENbHbIX YCAyr, A[OCTYMHbIX WTaTHbIMKM cpeacTtBaMu  VDC
(noruposaHue, DFW, VPN n 1. a.);

e OUEHKa Heobxoammoro o6beMa XxpaHunuLLa Ana Pes3epBHOro KONMPOBaHUS;

e CO3[4aHMe 33a[aHUA Pe3epBHOro KOMMPOBaHUS;

e BOCCTaHOBJIEHWE BUPTYaSlbHOM MallMHbI U3 Pe3ePBHON KOMNUK;

e BOCCTaHOBNEHWe (alNOB U3 Pe3epPBHbIX KOMWN;

e TECTOBOE BOCCTAHOBJIEHWE BUPTYaSbHOM MallWHbl U3 PE3ePBHON KOMUK.

SberCloud Managed Services gna nnatdopmbl SberCloud Advanced ™Moryt BKA4YaTb ciepylowme Buabl

ycnyr:

e HacTpomka Firewall;

e pa3BepTbiBaHME NIOKaNbHbIX CETEN ANA BUPTYanbHON MHPPACTPYKTYpPbI;

e CO3[aHMEe BUPTYanbHON MalWMHbI U3 CTaHAAPTHOrO WabnoHa;

e Co3paHue BMPTYaslbHOM MalWHbI COrnacHo TpeboBaHUAM 3aKasumka;

e V3MEHEeHMEe XapaKTEPUCTMK BUPTYaNbHON MalwuHbl (6e3 Kkactommsaumm rocteson OC);

e CO30aHMEe KNOHOB BMPTYasbHbIX MalluH;

e CO3gaHMe BanaHCMpPOBLUMKA HAarpy3ku B 6a3oBoin KoHbUrypaumum;

e CO34aHMe 3a[aHUA Pe3epBHOro KONMPOBaHUS;

e UN3MEHEeHWe 3afaHns Pe3epPBHOr0 KOMMPOBAHUSA;

e CO30aHMEe XPaHWUINLL;

e pa3BepTbiBaHME CEPBMCA KELWMPOBAHNA AaHHbIX;

e pa3BépTbiBaHMe Bpokepa coobueHnn Ha Kadke;

e pa3BepTbiBaHMe 6pokepa coobueHut Ha Rabbit MQ;

1Mop SberCloud Enterprise B TekcTe HacTosawero MNpunoxeHus noHuMaeTca obnayHas laaS-nnatdopma Ha ocHoBe NpoaykToB VMware.

CtpaHnua 1 n3 19


http://www.sbercloud.ru/

2.1.

2.2.

2.3.

2.4.

2.5.

2.5.1.

2.5.2.

2.6.

2.7.

3.1.

3.2.

3.2.1.

3.2.2.

3.2.3.

e 0a30BOe NOAKJ/YEHNE CepBUCA K TOTOBOM NPennoaK/IlovYeHHON NHDPACTPYKType 3aka3umnka;
e HacTpolka private DNS;

e (CO3[0aHMe eaAuHUL, L0333 HAaTUPOBAHUA U HAacTPoMKa 6Ga30BbIX NPABU B HEM;

e co3paHue 6enoro IP-agpeca;

e HACTPOMKA CBA3M HECKOMbKMX NOKANbHbIX CETEN BOEAUHO;

e CO3[aHMe rpynn nonb3oBaTenen co cneunann3npoBaHHbIMM HAaCTPOMKAMMU;

e HACTpPOMKa NpPaBuI aBTOMATUYECKOro MaclwTabupoBaHus;

e CO3[0aHMe TUNOBOW 6Ga3bl faHHbIX SQL (B TOM Yncne, C 0TKAa30yCTONYMBOCTbIO);

e CO3[0aHMe TUNoBOW 6Ga3bl gaHHbIX NoSQL (B TOM 4yuncne, C 0TKa30yCTOMYMBOCTbIO);

e (CO3[aHME CH3MWOTOB AMUCKOB.

2. YCJ10BUA N NMOPAOOK OKA3AHUA YCNYT

McnonHuTenb okasbiBaeT YC/yrn Ha OCHOBaHWM 3anpoca 3aka3uymka u MNnaHa pabot (aanee - Mnax). Mnax
cornacyeTcs U yTBepXOaeTca ¢ 3aKa3yMKoM B MHOMBUAYANbHOM NopsnKe.

3anpoc Ha Ycyru HanpaBnaeTca Ha 3NeKTPOHHbIN agpec OTBETCTBEHHOro nnua McnonHutens.

NcnonHutenb He no3gHee cneaylowlero paboyero [HA, CAeylolWero 3a AHeM MofyyeHus 3anpoca,
noaTBep)KaaeT ee NPUeM o 3MEKTPOHHOMN NoYTe, a TakKe rOTOBHOCTb 0Ka3aTb YCNYry no COOTBETCTBYIOWEMY
3anpocy, nMbo HanpaBnaeT CBOM 3aMevyaHus, KOTOopble paccMaTpusaloTcd 3aka3uuMkoM. B cnyvae, ecnu
3aKa34yMK He cornaceH ¢ U3MeHeHMAMM, NpoLeaypa CornacoBaHns 3asaBKM NOBTOPAETCS.

CTopOHbI yTBEPXKAAIOT MNaH NyTeM COrnacoBaHMsa Mo 3/IEKTPOHHON noyTe.

B pamkax SberCloud Managed Services VcnonHutenb OkasblBaeT YCAyrM Ha OCHOBaHWW COrNacoOBaHHOMO
MnaHa, roe NOpsSAOK OKa3aHWsA — 3TO ABa AOCTYMHbIX BApMaHTa OKasaHUs yCiyru:

Mo PacnMCcaHuI0, TO eCTb C YKa3aHMEM XKeNnaeMblX CPOKOB A9 KaX[oro oTaenbHoro smaa ycnyr SberCloud
Managed Services;

no 3anpocy, To ecTb 6e3 pacnucaHus, NyTeM HanpaBneHMS 3aNPOCOB B paMKax MpunoxeHuns N2 4 k Jorosopy
c obsA3aTenbHoi TeMoi nucbMa «Managed Services» Ha agpec 3MEKTPOHHOM MoYTbl TexHUYEecKoMn
NOALEPXKM, HE NPUBA3AHHbIX K KAKOMY-TO ONpefeieHHOMY BPEMEHU.

O6MeH opurMHanamMmm JOKYMEHTOB, HEOBXOAUMbBIX MICNONHUTENO AN okasaHua Ycnyr, a paBHO nepepnava
3aKa34mMKy NOJIYYEHHbIX/CO34aHHbIX B MPOLECcce OKaszaHusa YCNyr OpUrnMHanoB OKYMEHTOB, OCYLLEeCcTBIAeTCs
cMnaMm 1M 33 c4yeT 3akasumka. OpurmMHanbl MNONMYYEHHbIX/CO3AaHHbIX WCnonHMTENeM [LOKYMEHTOB
NcnonHutenob nepepaeT Hagnexawmnm obpa3oM ynosHOMOYEHHOMY nuuy 3akasuyuka, B cnydyae SberCloud
Professional Services - BMecTe c AKTOM cAauyn-npueMKm okasaHHbix Ycnyr (MpunoxeHue N2 6 kK [loroesopy).

JoctaToyHbiM  daKToM NoATBEPXKOEHMSA okasaHua  Ycayr  asnseTcs yCrewHblin  3anyck
YCTaHOB/IEHHbIX/HACTPOEHHbIX CEPBUCOB, MPOrpaMMHOro obecnevyeHns U MPoYMX COMYTCTBYHOLMX
KOMMOHEHTOB cornacHo Mnaxy.

3. LEJTEBbIE MOKA3ATE/TIN NO MPEOOCTABJIEHUNIO YCNYTU

OpneHTMPOBOUHbI Cpok okasaHua ycnyr SberCloud Professional Services cornacyetcs u ykasbiBaeTtcs
CtopoHammn B lnaHe (cM. paspgen 3 Hactodwero MPUNOXKEHUA) U UCUYMCNAETCA CO AHA MNony4vyeHus
McnonHuteneMm oT 3aKa3yuka Hagnexawmm obpa3oM oPOpPMMIEHHOro MOSIHOFO KOMMJIEKTa OOKYMEHTOB,
HeobxoauMoro p[ns okasaHus Ycayr. [locne nonyyeHMsa Bcen HeobxoguMmon uHGopMaumum no
cornacoBaHHoMy lMnaHy okasaHue ycayr HaumHaeTca He no3gHee 10 (pecatn) paboumx aHen.

Cpok BbiNonHeHUs kaxxporo n3 supa ycnyr SherCloud Managed Services ncuncnseTcs He paHee MOMEHTA
cornacosaHus CTopoHamu [naHa v nNpu YCNOBUM MNPefoCTaBfeHUs 3akas3uyuMKkoM Bcel HeobxopuMmon
nHpopMaLmn gna okaszaHms Ycnyru.

B pamMKax ycTaHOB/IeHHbIX NoKa3aTtenen gna nnatdopmbl SberCloud Enterprise 3aka3unk MOXeT 3aKka3biBaTb
[0 3 (Tpex) TMNoB ycnyr ogHOBPEMEHHO: 2 (4BE) CO BPEMEHEM BbINOMHEHMS A0 24 (ABafLaTN YEeTbIPEX) YacoB,
n 1 (ogHoW) - C BpeMeHeM BbiNO/IHEHUSA 00 48 (CopoKa BOCbMM) 4acoB, Uin 3 (TpK) BUAa YCIyr CO BDEMEHEM
BbINONHEHNSA A0 24 (ABafUaTW YeTbipex) YacoB cornacHo Tabnuue 1. Bpems BbIMOSIHEHMA Takow obuien
3as8BKM BygeT cumTaTbCa MO CaMOMY ASIUTENIbHOMY BPEMEHMW BbINMONHEHMS B Habope ycnayr.

B paMKax ycTaHOBNeHHbIX noka3atenen ona nnatoopmbl SberCloud Advanced 3akasumk MoOXeT 3aka3biBaTb
He 6oniee OQHOro TMMa yCcNyr B yKa3aHHbIA Nepuog.

B cnyuyae, ecnm coctaB u/mnu obbeMbl YCAYr BbIXOOAT 3a npefenbl ykKasaHHbix B Tabnuuax 1, 2
XapaKTepuCTUK, B TOM YMCne HacTpomka npodmnx ycnyr ana nnatdopmbl SberCloud Advanced, koTopbie B
AIBHOM BMAEe He nepeyucneHbl B Tabnuue 2, Takue YCayrn, CPOKM U BO3MOXXHOCTb MX BbIMNOSHEHMS
COrNacoBbIBAOTCA C 3aKa34YMKOM B MHAMBUAYANbHOM MOpsAKe.
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Ta6n. 1. LleneBble nokasaTenun no obpaboTke 3anpocos
no ycnyram SberCloud Managed Services ona nnat@opmbl SberCloud Enterprise

BpeMs BpeMs
REVLI LU AT eakunun BbINOJIHEHMSA MeTpukun (of:])]
SberCloud Managed Services P
(4.) (4.)
MoakntoyYeHne 1 HacTpomka 0,25 o 24 Lo 3 IP-agpecos, oo 5
cepsuca MHTepHeT — NAT npasun
MonokoYeHne 1 HacTporKa
cepBuca B obnake yepes Site .
to Site VPN - L3 VPN (Ipsec 0,25 Ro 48 flo 8 canros
VPN)
HacTpoika Firewall 0,25 0o 24 0o 10 npaBun
MpoBepka NpaBuUIbHOCTH
HaCTPOEK KJIMEHTOM
bavipeonna (HanpuMep, 0,25 0o 24 o 5 cepsucos
npasun DNAT, SNAT)
HacTtpoika DHCP 0,25 0o 24 Oo 10 noaceTten
HacTtpoika Routing 0,25 0o 24 o 20 mapwpyToB
[o 5 cepBepos
HacTpownka Load Balancer 0,25 0o 24 BUPTYaNbHbIX 1 0 5
cepepoB B backend
Co3paHue BUpTyanbHoOM
MallWHblI U3 CTaHOAPTHOro 0,25 0o 24 Ro 15 zgfuTzsanblx 24*7 — KPYrnocyTo4Ho
wabnoHa B paboune 1
Co3paHune BUpTYyanbHOM BbIXOAHbIE
MalWMHbl COrTacHO 0,25 LHo 24 fo 10 32&33”"'4“)( (NpasaHuYHbIE) OHK
TpeboBaHMAM 3aKa3ymKa
M3MeHeHre xapaKTepucTnk
BUPTYyanbHON MalnHbl (6e3 0,25 0o 24 Fo 15 BUpTyanbHbIX
o MalUWH
Kactomm3aumm rocteson OC)
Co3paHune KNoHOoB 0,25 o 24 [0 10 BUpTYanbHbIX
BMPTYalbHbIX MalUWH MalUWH
Bbirpy3ska MeTpuK COCTOSHUS [0 15 BUpPTYyanbHbIX
no TpebosaHuto (CPU, RAM, 0,25 0o 24 MalUWH (8O 5 MeTpuK Ha
CceTeBbIX UHTEPdENCOoB) 1 BM)
CospaHve n ynanevme 0,25 LHo 24 [o 15 nonb3oBartenemn
Nnonb30BaTeNs B TEHAHTE
HacTponka npusmunerum 0,25 LOo 24 [o 15 nonb3oBaTtenem
nonb3oBaTtens
Mi3mMeHeHne oucKoBomn
MNOMUTUKM MO YMONYaHWIO ANS 0,25 Lo 24 0o 15 nonntnk
VDC
BKkntoyeHue / oTKN4YeHne
4On. ycnyr, AOCTYMHbIX
WwTaTHbIMK cpeacteamu VDC 0,25 LOo 24 Ao 10 'uon(c);lHrMTeanblx
(nornpoaHune, DFW, VPN u yeny
T. 0.
[o 20 ob6bekTOoB
OueHka Heobxoanmoro
0,25 [o 48 (BMpPTYanbHble MaLLIMHBI
obbeMa xpaHunuuwa gna PK wT. o)
9*5 - ¢ 09:00 o 18:00
[16 20 06bEKTOB (no MOCKOBCKOMY
Co3paHue 3agaHus BPEMEHM) o
0,25 Lo 48 (BMPTYyanbHble MalWWHbI
pe3epBHOro KONMPOBaHUSA Wt o) noHepenbHUKa no
s nATHULY, 3a
NCKOYEHNEM
BoccTtaHoBneHune BbIXOAHbIX "
BUPTYyanbHON MalUUHbI U3 0,25 Lo 48 Oo1Tb npasgHUYHbIX  OHEW,
pe3epBHOM KOMnuu YCTaHOBJ/IEHHbIX
MpaBuTENbCTBOM
2 Poccuiickon
BoccTaHoBneHue dannos u3
pe3epBHbIX KON 0,25 Ho 48 flo 500 Gb denepaumnu.
TecToBOE BOCCTAHOB/IEHWE
BUPTYaNbHON MalUUHbI U3 0,25 Lo 48 0o 1Thb
pe3epBHON KONuu
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Tabn. 2. Llenesble nokasaTtenun no obpaboTke 3anpocos no ycnyram SberCloud Managed Services gns cepsucos SberCloud Advanced

HanMeHoBaHWe oKa3biBaeMoWm BpeMms Bpems
Ycnyra SberCloud.Advanced OnucaHue cepsuca ycnyru SberCloud Managed peakumm BbINOSTHEHMSA MeTpuku CBIN
Services (u.) (4.)
Virtual Private Cloud NokanbHbin BLLOL, HacTtponka Firewall 0,25 Ho 24 [o 50 wTyK, 0o 25 npasun
Pa3BepTbiBaHKNe NIOKaNbHbIX
Virtual Private Cloud NokanbHbin BLLOL, ceten ans BUPTYyanbHON 0,25 Ho 24 [o 50 wTyk, 0o 25 npasun
MHDPaCTPYKTYpPbI
Co3paHue BUPTYyanbHOM
Elastic Cloud Server BupTyanbHble MaLIWHbI MalUUHbI M3  CTaHBapTHOro 0,25 ho 24 [0 50 BUpTyanbHbIX MalWmnH
wabnoHa
Co3paHune BUPTYyanbHON
Elastic Cloud Server BupTyanbHble MaLlUHbI Mal M Hbl cornacHo 0,25 0o 24 [o 10 BupTyanbHbIX MalIWH
TpeboBaHMAM 3aKa3ymKa g# 09:00
N3meHeHne XapaKTepUcTmkK 18500_ ¢ 09 Ao
Elastic Cloud Server BupTyanbHble MaLIWHbI BMPTyasbHOM  MalwuHbl  (6e3 0,25 ho 24 [0 50 BupTyanbHbIX MalWmnH ’ (no
KactoMusaunm roctesomn OC) MOCKOBCKOMY
. Co3faHune KJI0OHOB BUPTYanbHbIX BpeMeHM) ¢
Elastic Cloud Server BupTyanbHble MaWWHbI Malh 0,25 Ho 24 [o 10 BupTyanbHbIX MalIWH rnoHepenbHMKa Mo
nATHULY, 3a
banaHCcMpoBLUMK Harpy3ku | Co3paHue 6anaHCcMpoBLUMKA
. < o . WCKOYEeHNEM
Elastic Load Balancer onsa BUPTYalbHOW | Harpysku B 6a3oBol 0,25 o 24 0o 10 cywHocTen BBIXOZHBIX "
MHOPACTPYKTYPbI KOHpUrypaumnm NPA3IHUIHBIX
noHen,
Cloud BackUp and Recovery | Pe3epBHoe KonupoBaHue Eg;ﬂ;l;zz:;famn pesepBroro 0,25 Ho 24 Ho 10 npasun YCTaHOBAEHHbIX
MpaBnTENbLCTBOM
Cloud BackUp and Recovery | Pe3epBHOe KONUpOBaHue Vismenenne 3ahaHns 0,25 Ho 24 [o 10 npasun Poccumckon
pe3epBHOro KONMPOBaHUSA depepaumu.
Object Storage Service S3 Co3paHue xpaHunuuy, 0,25 Lo 24 Lo 50 xpaHunuuy
Pa3BepTbiBaHKNe ceTeBoro
Scalable File Service NFS kak cepBuc XpaHuUnuWa pAns BUPTyanbHOM 0,25 0o 24 00 50 6a30BbIX CETEBbIX XpaHUNML,
MHPPaCTPYKTYpbl B obnake
Distributed Cache Service CepBuC KeWwnpoBaHNA gaHHbIX PasseprbiBakne cepsnca 0,25 Lo 24 [o 10 cepBucos
KeLWwnpoBaHUSA AaHHbIX
Kafka Bbpokep coobueHunit Ha Kadke Pasaeprlschme 6pokepa 0,25 No 24 [0 10 cepsucos
coobueHnn Ha Kadke
. Bbpokep coobuieHnn Ha Rabbit | PasBepTbiBaHMe 6pokepa
Rabbit MQ MQ CooblueHMit Ha Rabbit MQ 0,25 0o 24 [o 10 cepBucos
ba3oBoe nogktoYyeHne cepeuca
Virtual Private Network VPN K rOTOBOM NMpeanoaK/ItoYeHHON 0,25 ho 24 0o 10 noaxknto4YeHumn

MHbPACTPYKType 3aKasunka

CTpaHnua 4 n3 19




Tabn. 2. Llenesble nokasaTenu no obpaboTke 3anpocos no ycnyram SberCloud Managed Services gna cepsucos SberCloud Advanced

HanMeHoBaHMe oKa3biBaeMoWn BpemMs BpemMs
Ycnyra SberCloud.Advanced OnucaHue cepsuca ycnyru SberCloud Managed peakumm BbINOSTHEHMSA MeTpuku CBIN
Services (u.) (4.)
Domain Name Service DNS HacTtpownka private DNS 0,25 Lo 24 0o 10 30H
Co3paHune eanHuL, wto3a
NAT Gateway N3 HaTUpoBaHuSA HaTUPOBAHMA WM  HaCTpoWKa 0,25 o 24 0o 10 egnHny
6a30BbIX NPABUSI B HEM
Cosmanve  mv6nmuHoro  IP- 3aBMCUT OT KBOTbI, HaCTpanBaeTcs
Elastic IP My6nunyHbIA IP-agpec a gca y 0,25 ho 24 COBMECTHO C OQHMM N3 CEPBUCOB
Ap BbllLE
VPC Endpoint CB;|3£: HECKOJIbKMX IOKaNbHbIX | HacTporka CBA3N HECKOMbKMX 0.25 Io 24 [lo 5 coennHeHwii
ceten NIOKaNbHbIX CeTer BOeANHO
Co3paHue rpynn
1AM HacTpoliku nonb3oBartenen ronesosarenen co 0,25 ho 24 0o 10 rpynn
cneumann3npoBaHHbIMK
HacTpolrKamu
ABTOMaTM4yeckoe Hactpoiika nipasun
Auto-Scaling aBTOMaTUYeCcKoro 0,25 ho 24 Lo 10 npasun
MacwTabupoBaHue
MaclTabupoBaHus
YnpaBneHve pensaumoHHbIMU Cosnanue TMNOBO Gazpl
Relational Database Service P P OaHHbIX SQL (B TOM uwucne, ¢ 0,25 0o 24 0o 10 wTyk
6a3zaMu JaHHbIX "
OTKA30yCTOMYMBOCTbIO)
YnpasneHus LOKYMeHTHo- | Co3paHue TMNOBOM 6a3bl
Document Database Service OPUEHTUPOBAHHOM 6a3on | paHHbix NoSQL (B ToM uuncne, c 0,25 o 24 0o 10 wTtykK
OaHHbIX OTKA30yCTOMYMBOCTbIO)
Elastic Volume Service ZIMECHK?'MX;GD ynpasnexus Co3paHuve CH3aMWOTOB AUCKOB 0,25 ho 24 0o 50 wtyk
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4. nopA00OK CAOAAYN-NPUEMKU YCNYTU

B pamkax SberCloud Professional Services coaya-npreMka okasaHHbIX YCAyr NponsBoamnTca no AKTy coaym-
NPUEMKN OKasaHHbIX YCiyr, NOANUCbIBAEMOMY YMOJHOMOYEHHbIMM NpeacTaButensamm CTOpPOH B NOpsiaKe,
npesycMoTPEHHOM [JOroBOpPOM.

B pamkax SberCloud Managed Services cphaya-npueMka OKasaHHbIX YcAyr npousBoamtcs no dakty
yBeooMieHunsa 3aka3uymnka no 3J'IEKT|DOHHOVI rnoyte o6 OKOHYaHMKM OKasaHusa VCnyr.

3aKa3uyuK B CPOK He no3fgHee 5 (NaTu) paboymx gHEN c paTtbl NONYYEHUS yBEeOOMEHUSa oT McnonHutens,
o06sa3aH:

(a) NMPUHATb BCe BbIMNOJIHEHHbIE McnonHutenem Vcnyrvl MOMHOCTbO U NOATBEPAUTb YKa3aHHOE€ cornacmem
nocpencTBOM 3/1EKTPOHHOM NOYThI;

(6) nMbo He NpuMHUMaTb OKa3aHHble YCAyrn u yBeaoMuTb WCMONHUTENS O MpMYMHax HEMpuema C Uenbto
KOPPEKTUPOBKU paGOT McnonHuTenem cornacHo Tpe6OBaHMF|M 3aka3uynka (B PaMKax COOTBeTCTBy}OLLI,ef/'I
3aaBKM u MnaHa).

B cnyyae ecnm 3aka3yuMK B CPOK, YCTAHOBMEHHbIM n. 4.2.1. HacToauwero MNpUNOXeHWs, He HanpaBuT
McnonHuTento MOTMBMpOBaHHbIVI OTKa3 OT npuemMa Vcnyr, Vcnyrvl 6y,|:|,yT CYUTATbCA BbINONTHEHHbBIMU
VicnonHutenem B NosiHOM obbeme.

5. nopPAO0OK PACYETOB N TAPUDUKALINA

CToMmMoCTb OKa3biBaeMblx Ycnyr no [loroBopy cornacosbiBaetca CTopoHamMm B 3akasax Ycnyr, Ha OCHOBaHUMU
TapudoBs, pazMmep KOTOPbIX yCTaHOBMEH B MpunoxeHun N2 7 k orosopy. CToMMoCTb YCNyrmn ykasbiBaeTca
3a OTYETHBIN Nepunoa.

B cnyuyae nokynku MaketoB 4yacoB SberCloud Managed Services cornacHo npunoxeHuto N2 7 k [orosopy
3aKa34ymK NpoMHGOPMMPOBAH M COrNaceH, 4yto MaKeTbl YaCoB CropatoT Mo UCTEYEHUIO MecaLa, B TOM Yucne,
B TOM C/ly4yae, ec/iv 3aKa3umK HMYero He 3aKasbiBaj B TeYEeHMe AaHHOro Mecaua.

OnnaTta ycnyr ocylwecTsaseTcs 3aka34ymMkoM B nopsake, yctaHosneHHoMm Pasgenom 4 [loroeopa.
6. OBA3ATEJIbCTBA CTOPOH

3aKasuunk obasyeTca:

NpenocTaBUTb BO3MOXHOCTb AN yOalleHHoro poctyna WMcnonHutena K o6bekTaM WHPPacTPyKTypsl
3aKasuynka B npegenax, HeobxoOouMMbiXx B LenaAx oOkasaHua Ycnyru. B cnyyae HeobxoamMocTu Bblesaa
cneumanucTa McnonHutensa Ha TeppuTopuio 3akasuyMKa NpefocTaBMUTb TAaKoOMy CHReuManucTy AOCTyn Ha
TEeppUTOPMI0 U K WHPPACTPYKType 3aKasumka, obecneumtb paboToCcnocobHOCTb MHBPACTPYKTYpbl U
noakyeHne ee K ceT NHTepHeT;

npenoctaBnath McnonHuTento Bce HeobxoanMmble ANns okasaHusa Yoiyrun QOKYMeHTbl U nHpopMaumio B BUae,
dopMe n KonuyecTBe, HeobxoouMMoM WCnonHUTENO ONA KayeCTBEHHOro okKasaHnua Yoiyru. 3akasuuk
rapaHTUpyeT MX NOASMHHOCTb U [OCTOBEPHOCTb. MCMONHUTENb UCXOAUT M3 MpPEe3yMnuMmM LOCTOBEPHOCTM
npenocTaBNeHHON MHbOPMaUMM M He NPOoBOAUT ee [OMNOJNIHUTENbHON MNpPOBEepKM. 3akasumk Hecet
OTBETCTBEHHOCTb 33 AOCTOBEPHOCTb M CBOEBPEMEHHOCTb Nepefayn MicnonHmUTento LOKYMeEHTOB, MaTepuanos
N nHdopMaummn, HeobxoaMMblx ONA BbIMONHEHUA Ycnyrn. B cnydyae nepenayn 3aka3ymMKoOM HELOCTOBEPHOM
nHdpopmaummn, MicnonHUTenb He HeceT OTBETCTBEHHOCTM 3a HeHaafleXallee KayecTBO W CPOKU OKasaHusa
Ycnyru, a Takxe gpyrue nocnenctTensa MCNosib30BaHMA MM B NpoLLecce okasaHus Ycnyr Takon nHpopMaumu.
no 3anpocy McnonHutena BblAaBaTb AOBEPEHHOCTM Ha COTPYAHWKOB WcnonHuTens, HeobxopuMmble ans
OoKasaHua Ycnyru;

B cnyyae okasaHua ycnyru SberCloud Managed Services ona nnatdopmbl SberCloud Advanced obecneunTb
nogkniodeHne ycnyrm Cloud Trace Service - cepBuca obnayHon nnatdopmbl SberCloud Advanced,
obecneymBaloLWen XXypHanMpoBaHe OENCTBMUI Nob3oBaTenen 061a4HoOn MHPPACTPYKTYpPbI.

McnonHutenb obasyeTtca:

npenocTaBNATb NO 3anpocy 3akasyMKa nepevyeHb AOKYMEHTOB U MHDOPMaLMK, HEODXOAUMbBIX A9 OKa3aHuma
Ycnyr;

OKa3blBaTb 3aKa34ynKy MHPOPMALMOHHYIO N KOHCYNbTaUMOHHYIO NOoAAepyKKy no Ycnyre;

OKa3blBaTb YCNYrM KayecTBEHHO M B Hag/siexallne CPOKM M coBepllaTb BCe CBOW AENCTBUA B MHTEpecax
3aKa34yunka;

He3aMeanuTeNbHO M3BelaTb 3aka3ynmka O HacCTynJieHUn obCToATeNnbCTB, NPEnaTCTBYOWMX McnonHutento
BbIMOHATbL CBOM 0069a3aTeNnbCTBa B paMKax Ycnyru;

coobuwaTtb 3aKasunKy No ero NMCbMeHHOMY TpeboBaHUIO CBEAEHMS O Xoae oKasaHua Ycnyru;

YCTPaHATb OWNOKM, KOTOPblE MOTYT BO3HUKHYTb NMPW OKasaHun Ycnyr.

VicnonHutenb Bnpase:
OKa3sbiBaTb YCAYru JIMYHO nméo NOopy4ynTb NX NCMONHEHWNE TPEeTbeEMY NTNLY 6e3 N3MEeHeHMsa CTOMMOCTH Ycnyru;
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6.3.2.

6.4.

6.5.

6.6.

6.6.1.
6.6.2.
6.6.3.

7.1.

7.1.1.

7.1.2.

7.2.

8.1.

8.2.

9.

TDEGOBaTb OT 3aKa3uymka npepocTaB/ieHNa eMmy VIHdJOpMaLI,VIVI M OOKYMEHTOB, HeobxoOuMMbIX [Ond
CBOEBPEMEHHOr0 OoKasaHua YCnyru.

Y 3aKa3umkKa UMeeTcs NoHUMaHune, 4YTo MIcnoHUTeNb oKa3biBaeT YCIyrn B COOTBETCTBUN C AENCTBYIOWMM Ha
MOMEHT OKasaHua YCAyr 3aKoHoAaTenbcTBOM Poccuitckon depepaumu, nosToMmy 3akasuuk He 6yper
TpeboBaTb OKasaHua YCyru B HapylleHue 3aKoHodaTeNbcTBa Poccuickoin degepaunmn Unm BHe npenenos
LeNCTBUTENbHbIX BO3MOXHOCTeN NcnonHutens.

VicnonHutenb He HeceT OTBETCTBEHHOCTM nepen 3aka3uMKOM 33 BCe MNOCNeACTBUSA, Bbl3BaHHbIE
HenpeacTtaBNeHMeM/HECBOEBPEMEHHbIM npepocTaBneHnemM  3aKa3vymKoM Hagnexawmx  OOoCTynos,
MHbOopMauumn, ceegeHnn (QOKYMeHTOB), NPenoCTaBNEHMEM HEKOMMIEKTHON OOKYMEHTauMu Uau ecnm 3Tu
nocnencTeusa Bbi3BaHbl BUHOBHbIM AencTBMeM (6e3geiicTBMeM) caMoro 3akasuyuka, nmbo TpeTbux UL co
CTOPOHbI 3aKa34ymka.

NcnonHuTeNnb HU B KaKoM clyyae He ByaeT HeCTM OTBETCTBEHHOCTb 3a:

noHeceHHble 3aKa34yMKOM B CBA3M C NoTepen AaHHbIX NMB0 BOCCTaHOBIEHMEM NporpaMMHOro obecnedyeHus;
ybbITKM, MOHECEHHbIE B CBA3M C 3aMEHON 3aKa34MKOM NPOAYKTOB UU YCIYT;

Cny4YyariHble/KOCBEHHbIe YObITKM, BK/IKOYAs CTOMMOCTb MPOCTOS UK YNYLLEHHYIO BbIFOLY.

OTBETCTBEHHOCTb. KOMMEHCALIMSA 3A HAPYLLUEHUE LIENEBbIX MOKA3ATE/IEM OKA3AHUSA YCNYTU

B pamkax SberCloud Professional Services oTBeTCTBEHHOCTb MicnonHuTena nepepn 3akasuyMkom B N06OM
CcNlyyae orpaHuM4YeHa peanbHbiM (NpaMbiM) ywepboM, Ho:

He 6onee 20% pasmMepa OT CTOMMOCTM YC/IYrM 3@ OTYETHbIN Nepuoa, ecim cToumocTb Ycnyrm 3a OTYeTHbIN
nepuop coctasnsaeT He 6onee 100 000 (Cto Tbica4) pybnen;

He 6onee 10% pa3mMepa OT CTOMMOCTU YC/IYrM 3@ OTYETHbIN Nepuoa, ecim cToMmocTb Ycnyrm 3a OTYeTHbIN
nepwuop coctasnsaet 6onee 100 000 (Cto Thicay) pybnen.

B pamkax SberCloud Managed Services CTOpOHbI cCorfawakTcs, YTO B KAYeCTBE KOMMNEHCaLMN 3@ HapyLleHne
YCTQHOBJIEHHbIX LENEeBbIX MOKasaTenel oKasaHusa VYcnyru, WcnonHuTenb NpepocTaBnseT 3aKasuuky
OOMOJIHUTENbHbIM 6ecnnaTHbIM Yac 3a KaXObl MPOCPOYEHHbIN Yac B paMKax YCTaHOBNEHHOro BPeMEHMU
BbIMOJIHEHMSA U C YYETOM YC/IOBUIA, YCTAHOB/IEHHbIX Pa3fesioM 4 HacTosawero MNMpuioxeHus.

8. MHbIE YCJ10BUA, MPUMEHUMBIE K YCITYTAM

McnonHutens He ocyulectender U obdA3yeTcd He ocyulecTBnaTb 06paboTky, 03HaKoM/eHue,
pacnpocTpaHeHune, NpenocTaBneHne, 610KNPOBaHNE, YHUUTOXEHME, 06e3MYMBaHMe AaHHbIX, B TOM Yucne
nepcoHasnbHbIX AaHHbIX, 06pabaTbiBaeMbiX B UHPOPMALIMOHHbIX CUCTEMAX 3aKa3uyuMKa, pa3MellaeMbix Ha Base
MHpPacTpykTypbl ob6nayHoli nnatdopmbl WMcnonHuTtensa. WHbIMKM cnosBamu, poctyn WcnonHuTensa K
nHdpopMaLmn, pasMellaeMon 3aKa3unKoM, ABNAETCA UCKITIOYUTENbHO TEXHOIOMMYECKUM (OCYyLLLEeCTBNAEMbIM
6e3 BO3MOXHOCTU O3HAKOMJIEHMW C €€ copep)XMMbIM paboTHukamu WcnonHutens wmnm paboTHUKaMm
CouncnonHutenem), HeobxoaMMbIM ANSA UCMOMHEHMA yCcioBUA [loroBopa.

3aKa34ynk NPoONHPOPMUPOBAH N COrNlaceH C TeEM, YTO B OTHOLIEHUN OMUCAHHbIX B JAHHOM OOKYMeHTe Ycnyr
He npuMeHstoTca ycnosus SLA Ycnyr - TlpunoxeHus 2.0 m T. ., KOTOpPble OMUCbIBAKOT YPOBHU
npegoctaenenus Ycnyr no [oroBopy, KOMMeHcauuMu 3a HecobniopeHue [ocTynHocTu Ycnyr, nopspok
06paboTkM 3anpocoB 3aKa3umMKa, a TaK)Ke MHble CBA3aHHble C OKazaHWeM YCnyr BOnpocChl.

PACMPEOENEHME PONIEN, OBA3AHHOCTEM M OTBETCTBEHHOCTU B OBJIACTU UB B PAMKAX OKA3AHUSA

YCNYTUN SBERCLOUD MANAGED SERVICES

PacnpeneneHune ponen, o6Sa3aHHOCTEM M OTBETCTBEHHOCTM B obnactm WMB Mexpy WcnonHutenem wu
3aKa34ynMKoM Npu oKasaHuum MicmonHuUTeneMm ycnyru npencraBnieHo B Tabnvuax 3 u 4.
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Tabn. 3. PacnpepenexHune 30H OTBETCTBEHHOCTM Npu oKasaHum ycnyr SberCloud Managed Services Ha nnatdopme SberCloud Enterprise

OTBETCTBEHHOCTb 3a

KoMy npegocTaBneH gocTyn

HaumeHoBaHue Mp1MeHUMbIE K YPOBHIO npepoctaBneHue/ K CpencTaam
TEXHOMOMMYECKOro npouecchbi/ OnucaHue npouecca/cepeuca/ycnyru agMUHUCTPUpPOBaHUE NpeRocTarneHus
(apX1TEKTYPHOr0) YPOBHS ycnyru/cepsucel b ycnyru/cepeuca/
ycayru/cepBuca/ npouecca
npoueccos
XypHanupoBaHune cobbiTUIA B MPUKIAAHOM NPOorpaMMHOM obecrneyeHun (B TOM
XypHanuposaHue °
COBLITI yncne CYbL, cepBepax npunoxeHun, WEB-cepBepax, ...) 1 onepauuoHHbIX 3aKka3umk 3aKa3yumk
CcUcTeMax, YCTaHOBIEHHbIX B BUPTYyalbHbIX MalnHax (BM) 3akasuumka.
YnpaBneHne JOCTYNOM K NPUKIAGHOMY NporpaMMHoMy obecrnedyeHunio (B TOM
YnpasneHue gocTyrnom yncne CYbL, cepsepam npunoxeHun, WEB-cepsepaM, ...) U OnepaunNOHHbIM 3aKasumk 3aKasuumk
cucTeMam, yCTaHoB/IEHHbIM B BM 3aka3suyuka.
YnpasneHue YnpaBneHue ayTeHTUOMKALNMOHHON MHOPMaLmeln, UCNOoMb3yeMol Npu [ocTyne
AYTEHTUDMKALNOHHON K npuKnagHoMy nporpaMmMHoMy obecnedyeHunio (MMAO) M onepaunoHHbIM 3aKasuuk 3aKasuuk
nHbopMaumen cuctemam (OC), ycTaHOBNEHHbIM B BM 3aka3uuka.
KoHTponb 1 aHanu3 3awuweHHoctn OC u MMNO, dyHKUMOHUpYylowero B BM
BLUOMO 3aka3umka, B TOM YWUC/Ie YCTAaHOBKA KPUTUYECKUX OOHOBNIEHUN
YnpasneHue 6e3onacHocTM, npaBka KoHourypaumn MMNO, a TakkKe W3MeHeHue JNerko-
N N 3aKa3sumk 3aKa3yumk
YA3BUMOCTAMM nonbupaembix nNaposier M naponen JOCTyna Mno YMOJYaHWUKD K cepBucaM u
KoMnoHeHTaM OC u [MO, o6HapyXeHHbIX B XOQe KOHTPONS M aHanusa
3aWMLEHHOCTU.
MpukNagHoOM ypOBEHb M Cbop (B TOM uyucne c wmcnonb3oBaHWeM cpeacTs SIEM) u aHanus cobbitui
YPOBEHb  OMEPaLMOHHbIX YnpasneHue 6e3onacHocTn co Bcero MMNO, OC n cpepcts 3awmTbl nHdopmauunn (Cp3N), 3aKasunk 3aKaszunk
MHUMaeHTamm UMb dyHKUMOHMpYOWKNX B «Opranmsaumny» (BLLOL) 3aka3umka, a TakXKe MOHUTOPUHT
CUCTEM, YCTAaHOB/IEHHbIX B
N pearmpoBaHMe Ha MHUNOEHTbl 6830MacHOCTU.
BM BLIOA 3aKasuuka YCTaHOBKa, HacTpPolKa W agMMHUCTPMpoBaHWe B BLLOJ 3akasuvka CpepcTs
YnpaBneHue 3awmTbl nHpopmaumn (C31) B ncnonHenmn Virtual Appliance.
P . W . bopmaumm ( ) PP 3aKa3sumk 3aKasuumk
Kpuntorpaguen HacTponka W agMUHUCTpUpoOBaHME pa3MeweHHblx B UOO WcnonHutens
nporpaMMHo-annapaTtHbiX C3U 1 MexceTeBblX 3KPaHOB 3aKa34ynka.
YCcTaHOBKa 1 YcTaHOBKa, HAacTpolka U agMUHUCTpUpoBaHue B BM BLIO 3akasuuka Cp3U ot
agMUHUCTPUPOBaHNE HecaHKLUMOHMpoBaHHoro poctyna (HCO), aHTUBUPYCHbIX CPEACTB U MPOYMX 3aKasuumk 3aKasuuk
CpPeacTB 3alnTbl CpencTB 3aWmTbl HGOpMaL MK, ycTaHaBnmBaembix B BM BLLO/[, 3aka3umka.
YcTaHOBKa M HacTpolika B BM 3aka3umka CpefcTB pe3epBHOro KOMMPOBaHUS
YnpasneHue (CPK) 6a3 paHHbIX U Npoyen nHbopMaLmmn 3akaszumka, XpaHUMom BHYTpM BM ero
pe3epBMpOBaHMEM BLIOA, a TaKxXe AAMUHUCTPUPOBAHNE YKa3aHHbIX CpencTs. 3aKa3sumk 3aKa3uumk
MHpopMauunm Co3paHune pe3epBHbIX KONUN MHDOPMaUMK 3aKa3umka u eé BOCCTaHOBNEHUE U3
pe3epBHbIX KOMUN.
3awmTta cornacHo 152-M3 nepcoHanbHbiX  AaHHbix  (MOH)  KAWEHTOB,
ObecneyeHune 3aLWnTbI
obpabaTbiBaeMbix B BM BLOJ, 3aka3uymKa, B TOM YnUCne, HO He OFrpaHM4MBasCb
nepcoHasnbHbIX AaHHbIX 3aKka3sumk 3aKa3umk

KNNeHTOB

3awmton MOH, obpabaTbiBaeMbix CpeAcTBaMM YCTaHOBMEHHbIXx B BM BLOL
3aka3uyuka CYb[.
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Tabn. 3. PacnpepenexHune 30H OTBETCTBEHHOCTM Npu oKasaHum ycnyr SberCloud Managed Services Ha nnatdopme SberCloud Enterprise

OTBETCTBEHHOCTb 3a

KoMy npegocTaBneH gocTyn

HaumeHoBaHue Mp1MeHUMbIE K YPOBHIO npepoctaBneHue/ K CpencTaam
TEXHOMOMMYECKOro npouecchbi/ OnucaHue npouecca/cepeuca/ycnyru agMUHUCTPUpPOBaHUE NpeRocTarneHus
(apX1TEKTYPHOr0) YPOBHS ycnyru/cepsucel b ycnyru/cepeuca/
ycayru/cepBuca/ npouecca
npoueccos
XypHanupoBaHue coObbITUIN, CBA3AHHbLIX C (QYHKUMOHMPOBAHMEM OOBEKTOB
BUOL 3aka3uvka (Hanpumep, ero BM) u penctBMsaMu nonb3oBatenen B
KoHconsx VMware vCloud Director, Veeam Backup&Replication Takmx Kak:
1. BXO[/BbIX04 NOSb30BaTeNeN B/U3 KOHCONEN;
2. co3paHuel/ypaneHue HOBbIX YYETHbIX 3anucen Mofib3oBaTenen u
NPUCBOEHNE UM NPUBUIEINI [OCTYMNa K KOHCONAM;
3. co3gaHune/ypaneHue BM;
4., 3anyck/octaHoB BM; 3aKasuuK,
5. co3gaHune KNoHoB BM; NcnonHutenb
)XypHanupoBaHue
COBLITHE 6. M3MEHEeHMNEe XapaKTepuctmk BM; NcnonHuteno (B paMKax npenocTaBneHms
7. HacTpolka NAT/DHCP/L2VPN/L3VPN, MapwpyTnsaunm, ycnyru «SberCloud
6anaHCcMpoBLLMKa Harpysku n/mnu npasun MeXXCeTeBoro Managed Services»)
3KPaHUPOBaHMS;
8. co3pmaHMe/M3MeHeHWe 3aflaHns Pe3epPBHOro KOMUPOBaHMS;
9. BOCCTaHOB/IEHME BM 13 pe3epBHOM KoNuu;
10. BOccTaHoBNeHue hanoB U3 pe3epBHOM KOMUK;
11. w“3MeHeHWe OUCKOBOM MONUTUKK MO yMondaHuto ona VDC;
12. BK/KOYEHME/OTKOYEHME OONONHUTENbHbIX yCayr (nornposanune, DFW,
VPN n npoyee).
YpoBeHb «OpraHmsaumnmn» VICNONHATEND
1 BLO/L 3aka3unka (oTBETCTBEHHOCTDb 3@
npepocTaBiieHne cepBuca
. vCD
AOMUHUCTPUPOBaHME «OpraHmnsaumnen» 3akasymka c MCNOJIb30BAHMEM KOHCONMU )
VMware Cloud Director AgGMUHUCTpMpPOBaHWE [OCTYNOM K «OpraHuMsaunm» 3aKasuuk
. 3aKa3sumk
3aKasuuka c ucnonb3oBaHmneM KoHconn VMware Cloud Director.
(OTBETCTBEHHOCTD 3a
agMUHUCTPUPOBaHNe
«OpraHu3aumen» un
AOMUHUCTPUPOBaAHNE 2
. LOCTYNOM K HeW)
«OpraHusaumen» n =
Ycnyrn no agMUHUCTpUpoBaHuio «OpraHnsauunen» 3akasyunka, BKAOYalowme B
ynpas/ieHne JoCTynoMm K
~ cebs:
Heu
1. co3paHue BM 13 cTaHOapPTHbIX Wab/oHOB;
2. co3gaHue BM cornacHo TpeboBaHMaM 3akasuuka; McnonHuteno
. McnonHuteno
3. U3MeHeHWe xapakTepucTtuk BM (6e3 kactommsaumnm rocteson OC); (B pamkax
(B paMKax npefocTaBneHmns
4. co3pgaHue KNoHoB BM; npenocTaBneHns ycnyrum
ycnyru «SberCloud
5. BbIrpy3ka MeTpuK cocTosHMsa no TpeboeaHuto (CPU, RAM, ceTeBbix «SberCloud Managed :
N . Managed Services»)
MHTepdencos); Servicesy)
6. M3MEHeHMe OUCKOBOW NOMUTUKM Mo yMonYaHuio ansa VDC;
7. BKJ/OYEHUE[/OTKNIIOYEHNE AOMONHUTENbHbLIX YCIYr (KYpHanuMpoBaHMue,

DFW, VPN u T. 4.).
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Tabn. 3. PacnpepenexHune 30H OTBETCTBEHHOCTM Npu oKasaHum ycnyr SberCloud Managed Services Ha nnatdopme SberCloud Enterprise

OTBETCTBEHHOCTb 3a

KoMy npegocTaBneH gocTyn

HaumeHoBaHue Mp1MeHUMbIE K YPOBHIO npepoctaBneHue/ K CpencTaam
TEXHOMOMMYECKOro npouecchbi/ OnucaHue npouecca/cepeuca/ycnyru agMUHUCTPUpPOBaHUE NpeRocTarneHus
(apX1TEKTYPHOr0) YPOBHS ycnyru/cepsucel b ycnyru/cepeuca/
ycayru/cepBuca/ npouecca
npoueccos
Mcnonuutens
(OTBETCTBEHHOCTD 3a
npepocTaBieHne
cepsuca)
Co3paHue/ypaneHne HOBbIX YYETHbIX 3anmcen B «OpraHM3aumm» 1 NpucBoeHne 3aKazunk
UM NPUBUIErni goctyna K «OpraHmsaumm» 3akasumka. 3aKasuuk
YnpasneHue (oTBETCTBEHHOCTb 3a
ayTEHTUDUKALMOHHOM ynpasneHue
nHdbopMaumen ayTEeHTUDUKALMOHHOM
MHpopMauuen)
McnonHuteno
.. . . McnonHuteno
Co3paHue 1 yganeHue y4eTHbIX 3anncen nonb3osartenen B «OpraHnsaunm». (B pamKax
o 9 . . o (B pamKax npegocTaBieHus
HacTtponka npuBunerui pns  y4Y4€THbIX  3anucer  nonb3oBaTenen B npepocTaBNeHUs yCayru
ycnyru «SberCloud
«OpraHusaumn». «SberCloud Managed :
. Managed Services»)
Services»)
Co3paHue, ypaneHve W agMUHUCTPUPOBaHWE C WCMOJSIb30OBAHMEM KOHCOIM
VMware Cloud Director Heo6XxoOuMbIX BHYTPEHHUX CeTel Wnu rpynn Y [
6e30MacHOCTK B Npouecce agMUHUCTPUpoBaHma BLLO/ 3akasumka.
° (0TBETCTBEHHOCTb 33
HacTponka napamMeTpOB MeXCeTeBOro 3KpaHuMpoBaHusa nepumetpa BLOL
. npegocraBnieHne
3aKa3yuMKa c ucnonbloBaHneM KoHconm VMware Cloud Director . cepauca)
HacTpoika BHYTPEHHEro CerMeHTUPOBaHUA U BHYTPEHHErO MEXCETEBOro 3aKasumk
3KpaHUpoBaHUA (C ucnonb3oBaHMeM koHconu VMware Cloud Director) BUOL 3aKasunk
3akasumka. (oTBETCTBEHHOCTDb 3@
Hactponka NAT/DHCP/L2VPN/L3VPN, MapwpyTtusaumm unm 6anaHCUpOBKHK AAMUHUCTPUPOBAHME)
Harpysku exogsauiero B BLO/J, 3aka3umka ceTeBOro Tpadumka c MCNonb3oBaHUEM
KoHconn VMware Cloud Director.
MooknoyeHne M HacTporka cepBuca WMHTepHeT c HacTporikon NAT B BLOO
YnpasnexHue .
6E30MaCHOCTBIO 1 3akKa3ymMKa c ucnonb3oBaHneM KkoHconm VMware Cloud Director.
. MopkntoyeHne n Hactporka Site to Site L3VPN (IPsec VPN) go BLLO[, 3aka3uumka
NPOYMMM HaCTPOMKaAMM L
. | cmMcnonb3oBaHWEM BO3MOXHOCTEN, NpeaocTaBAsieMblx KOHconbio VMware Cloud
019 BUPTYyanbHbIX ceTen .
Director.
MopokntoyeHue 1 HacTpomka Site to Site L2 VPN (SSL VPN) oo BLLOJ 3akasuuka NCnonHUTENb
C UCMONIb30BaHMEM BO3MOXHOCTEN, NpefocTaBnsaemMblx KoHconbto VMware Cloud (B pamkax McnonHutenb

Director.

HacTpoika npaBun MeXCceTeBOro 3KpPaHMPOBaHUS C MCMOIb30BAHMEM KOHCOJN
VMware Cloud Director B BLLO[, 3aka3uuka.

MpoBepKa NPaBUIbHOCTM CETEBbIX HAcTpoek (Hanpumep, npasun DNAT, SNAT)
MU MPaBU/T MEXCETEBOro 3KPaHWPOBAHWUSA, BbINOMHEHHbIX K/MEHTOM B CBOEM
BUO/L c ncnonb3oeaHnem koHconn VMware Cloud Director.

Hactpoika DHCP, MapwpyTtu3aumm u 6anaHCUMPOBKMW Harpysku BXOAALEro B
BLLO/M 3aka34ymKa ceTeBoro Tpadmka c ucnosibaoBaHmem KoHconum VMware Cloud
Director.

npepocTaBaeHNS yCyru
«SberCloud Managed
Servicesy)

(B paMKax npefocTaBneHmns
ycnyru «SberCloud
Managed Services»)
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Tabn. 3. PacnpepenexHune 30H OTBETCTBEHHOCTM Npu oKasaHum ycnyr SberCloud Managed Services Ha nnatdopme SberCloud Enterprise

OTBETCTBEHHOCTb 3a

KoMy npegocTaBneH gocTyn

HaumeHoBaHue MpuMeHnMbIe K YPOBHIO npepocTaBneHue/ K cpencTaaM
TEXHONOrMYeCKoro npouecchbl/ OnucaHue npouecca/cepeucalycnyru agMUHUCTPUPOBaHUE npenocTaBneHys
(apX1TEKTYPHOr0) YPOBHS ycnyru/cepsucel b ycnyru/cepeuca/
ycayru/cepBuca/ npouecca
npoueccos
Mcnonuutens
YnpaBneHue pesepBupoBaHMEeM MHbOPMaLMK 3akasumMka C MCMNONb30BaHUEM
KOHCO/N CPeACcTBa pe3epBHOro KonmposaHusa Veeam Backup&Replication (gna 3aKa3uMK
obnayHom nnatdopmbl SberCloud Enterprise), BkntoyatoLlee B cebsa:
. (OTBETCTBEHHOCTb 33 3aKasumk
1. co3paHue/M3MeHeHune 3aaHunn pe3epBHOro KOnMpoBaHua
ynpaBneHue
MHPOpMaunmM 3aKasumka; .
. pe3epBMpOBaHNEM CBOEN
2. BOCCTaHOBEHWE MHPOPMaLUKN 3aKasumKa U3 pPe3epBHbIX KOMUN.
MHbopMauum)
YnpasneHune Mcnonuutens
OueHka Heobxogmmoro obbema XpaHuauLWa A1 Pe3epBHOr0 KOMMPOBaHMUA
pe3epBMpPOBaHNEM (B paMkax
MHPopMaunm 3aKasymka.
MHGOPMaLMM Co3paHune 3apaHns pe3epBHOro KONMMPOBaHUSA MPEROCTaBNeHMA yenyry
: «SberCloud Managed Mcnonuutens

M3MeHeHVe 3alaHunsl pe3epBHOIr0 KOMUPOBaHKS.

BocctaHoBneHne BM (mns o6bnayHoi nnatdopmbl SberCloud Enterprise) us
pe3epBHON KOMUK.

BoccTtaHoBneHne GannoB U3 pe3epBHOM Konuu (ona obnadyHom nnathopMbl
SberCloud Enterprise).

[MpoBeneHne TeCTOBbIX BOCCTaHOBeHnn BM/ECS/EVS.

Services», ang obnavyHom
nnatdopmbl
SberCloud.Advanced
npepocTaBnseTca B
pamkax ycnyrm Cloud
Backup and Recovery)

(B pamMKax npegocTaBieHus
ycnyru «SberCloud
Managed Services»)

YcTaHOBKa U

YcTaHoOBKa, aAMUHUCTPUPOBaHMeE, CBOEBpPEMEHHOE obHoBNEHNE n
6e3oTnaraTenbHas YCTaHOBKa KPUTMYECKUX OBHOBNEHUM 6e30nacHOCTM Ha
ncnonb3yemblx B BLIOO 3aka3unka BUPTyalbHbIX CpPeAcTBax  3almThl
nHpopmMaunm B ncnonHenmsax Virtual appliance (MexxceTeBble 3KpaHbl, CUCTEMDI

. N 3aKa3sumk 3aKa3yumk
ncnonb3osaHune C3U 06HapyXeHUN n/unu NpesoTBPALLEHNIN KOMMbBIOTEPHbLIX aTak U npoyee).
HacTpoika 1 aMUHUCTPUMPOBaHME MPOrpaMMHO-annapaTHbIX CPeacTB 3alwuTbl
MHPopMaunm 3aKasumka, B TOM ymcie CPeAcTB KPUNTOrpaduyeckon 3aluTbl
nHbopMaumn, pasMewaemMoix B OO MicnonHutens.
ObecneyeHune 3aWnTbI
UJ' Ob6ecneveHne cooTBeTcTBMSA BLIOO B cocTtaBe WHGOPMAUMOHHBIX CUCTEM
NepcoHasnbHbIX AAaHHbIX 3aKasunk 3aKasyuk
nepcoHanbHbiX AaHHbIX (MCMNOH) 3aka3unka TpeboBaHmam 152-d3.
KIMEHTOB
MOHUTOPUHT MHGPACTPYKTYpbl o6navHon nnathpopmbl SberCloud, obecneyeHune
MOHUTOPUHT 1 €€ [LOCTYMHOCTU, MPOU3BOAUTENbHOCTU, HanMuymsa HeobXxooMMoOro KonmyecTsa
NOAAEPKKA obopypoBaHusa, obecneyeHne HeobxoauMom pAna eé paboTbl MPOMNYCKHOMN McnonHutens McnonHutens
CNOCOBHOCTM CeTU, BbIYUCUTENbHbBIX MOLLHOCTEN M @MKOCTU CUCTEM XPaHeHUs
naHHbIX (CX[O) HbpacTpyKTypbl.
XypHanupoBaHue XypHanupoBaHue cobbITUIA B KOMMOHEHTax 06navyHom nnaTthopMbl U cpeacTBax
o N McnonHuteno McnonHuteno
NHbPaCTPYKTYpHbIA cobbiTni 3aWmThl MHbOpMaumnM MHPPaCTPYKTypbl 061ayHon nnatgopmbl SberCloud.
YnpaBneHne JOCTYNOM K CErMeHTy ynpaBneHus WHOPacTPyKTypor obnadyHom
YPOBEHb YnpaBneHue focTynom P fpocty . y ynp bpactpykTyp McnonHutenb McnonHutenb
nnatpopmbl SberCloud, eé VLAN-aM 1 KOMMNOHEHTaM.
YnpasneHue YnpaBneHne Yy4éTHbIMM 3anucamMm AD NpUBUNErMpPOBaHHbLIX MOJSIb30BaTeNEN,
. MMeWMX [OCTYN K CEerMeHTy YynpaBneHua WHPPacTpykTypon obnayHom
AYTEHTUDUKALNOHHON WcnonHutens McnonHutens
WHGOpMaLMeii nnatdopmbl  SberCloud, wn wux BTOpbIM GAKTOPOM  ayTeHTUdUKaLMn
(ayTeHTUdKMKaTopamu).
YnpaBneHue KOHTpONb M aHanu3 3aWMLeHHOCTU CNy)KebHbix BM MGMT-cermeHTa n ESXi-
. McnonHutenb McnonHutenb
YA3BUMOCTAMM CcepBepoB MHDPACTPYKTYpPbl 061ayHom nnatdopmbl SberCloud.
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Tabn. 3. PacnpepenexHune 30H OTBETCTBEHHOCTM Npu oKasaHum ycnyr SberCloud Managed Services Ha nnatdopme SberCloud Enterprise

OTBETCTBEHHOCTb 3a

KoMy npegocTaBneH gocTyn

HaumeHoBaHue MpuMeHnMbIe K YPOBHIO npepocTaBneHue/ K cpencTaaM
TEXHONOrMYeCKoro npouecchbl/ OnucaHue npouecca/cepeucalycnyru agMUHUCTPUPOBaHUE npenocTaBneHys
(apX1TEKTYPHOr0) YPOBHS ycnyru/cepsucel b ycnyru/cepeuca/
ycayru/cepBuca/ npouecca
npoueccos
Cbop ¢ ncnonb3oBaHMeM cpencTs SIEM ¢ KOMNoHeHTOB 06/1a4HOM NnaThopMbl U
CPencTB 3awutbl MHbOpMauum WHOPACTPYKTYpbl ob6navyHonm nnaThopmbl
YnpaeneHune .
SberCloud cobbiTnin 6ezonacHocTn. McnonHuteno McnonHutens
nHumpeHtamu b .
AHanus cobpaHHbIX CcobblTMA  6e30MacHOCTM, a TakKXe MOHUTOPUHI MU
pearmpoBaHue Ha MHUMOEHTbl 6830MacHOCTM C NpuBReYeHnem BHelwHero SOC.
YnpasneHue KoHTponb  u npaBneHne  npoueccamMm  U3MEeHEeHMss  KOHdUrypaumm
P . P ynp . pou burypau McnonHuteno McnonHutenos
KoHbUrypaumen MH@PaCTPYKTYypbl 06n1a4yHon nnatdopmel SberCloud
3awmTa nepumetpoB LLOLO nHbpacTpykTypbl 06nayHor nnatdopmbl SberCloud ¢
MCMNOJIb30BaHMEM K/1aCTePOB BbICOKOMPOU3BOAMUTENbHbBIX MEXCETEBbIX 3KPAHOB
Vnpasnetue HoBoro nokoneHus (NGFW), obecneymBaolmMx MeXCceTeBOe 3KpaHMPOBaHUE U
3aWmTy oT KOMMbIOTEPHbIX aTak MHDPACTPYKTYpPbI.
6e30nacHoOCTbiO Ang o .
BUDTVANbHBIX 1 3awmnTa ceTeBon MHbpPAcCTPyKTypbl ob6nadyHon nnatdopmbl SberCloud (Bxoma B WcnonHutens WcnonHutens
¢M3VF|)qZCKmx ceTeit o6nako) ot DDoS-aTtak, HanpaBneHHbIX Ha NepenoHeHe KaHanbHON eMKOCTHU.
BHyTpeHHee cerMeHTMpoBaHMe ceTeBbIX MHDPACTPYKTYP 0bBnayHom nnaTthopmsl
SberCloud c ncnonb3zoBaHnem NGFW 1 BbigeneHmnemM B pamMkax LLO[ Ha ceTeBoM
ypoBHe DMZ, PROD- n MGMT-cerMmeHToB MHPaCTPYKTYpbI.
YcTaHOBKa, HacTponka M apMUHUCTPUPOBAHWE CPEACTB 3alwnTbl HDOPMaLmn B
cocTaBe UHdpacTpyKTypbl o6nadyHom nnatdopmbl SberCloud, B TOM uncne:
1. cpencTB aHTUBUPYCHOM 3aLuUTbl;
2. CPeAcTB KOHTPONSA [AEWUCTBUI MPUBUNErMPOBAHHbIX MONb30OBaTenen
(apMuHucTpaTopoB SberCloud) knacca PIM&PAM;
YCTaHOBKa U 3. SIEM;
aAMUHUCTPUPOBaHMe 4. CpencTB KOHTPOJS M aHaNM3a 3alMWEeHHOCTH; WcnonHutens WcnonHutens
CPeacTB 3alUmThI 5. WEB Application Firewall (WAF), wucnonb3yemMoro pas 3aluTbl
nybnukyembix  KoHconen VMware vCloud Director, Veeam
Backup&Replication, MopTtana camMoobcnyxmeaHms  obnavyHom
nnatdopmbl;
6. NGFW;
7. 7. ldentity and access management (IAM).
YnpaBneHue Pe3epBHOe KOMMpoBaHME U BOCCTAHOB/IEHME K3 06pa3oB  CAyXebBHbIX
pe3epBMpoOBaHNEM BUPTYaNibHbIX MalWWH WMHOPACTPYKTYpbl obnayHon nnatdopmbl SberCloud c McnonHutens McnonHutens
nHdopMaunn MCNonb3oBaHMeM MHDPACTPYKTYpHbIX CPK.
O6ecneyeHune 3aLmThl
3awmTa MOH COTPYAHMKOB 3aKa3uyuKa, MMerLWwmx AOCTYN K KOHconaM Veeam,
NepcoHasnbHbIX AAHHbIX WcnonHutens WcnonHutens
KIMEHTOB vCloud, o6pabaTbiBaeMbix B MHGpaCTpPyKTypax o6nayHbix nnatdopm SberCloud.
KoHTponb poctyna B UOL w nomMeweHua uWHPPaCcTPyKTypbl obnayvHom
KoHTponb poctyna nnatdopmbl SberCloud (oxpaHsemas TeppuTtopus LLOM, NponycKHOM pexwum, WcnonHutens WcnonHutens
Dur3nyeckni yposeHb CUCTEMbl KOHTPOS M ynpaBieHNs AOCTYNOM, 3anMpaHue CTOek).
Hanuuune BHewHen (No nepumeTt O[) v BHYTPEHHeW (B MaWMWHHbLIX 3anax
BupoeoHabniogeHne ( P py LOA) yTp ( McnonHuteno McnonHuteno

LLO[) cuctem BupeoHabnogeHus
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Tabn. 3. PacnpepenexHune 30H OTBETCTBEHHOCTM Npu oKasaHum ycnyr SberCloud Managed Services Ha nnatdopme SberCloud Enterprise

OTBETCTBEHHOCTb 3a

KoMy npegocTaBneH gocTyn

HaumeHoBaHune MpuMeHnMbIe K YPOBHIO npepoctaBneHune/ K CpencTaam
TEXHOIOrMYECKOro npoueccol/ OnucaHue npouecca/cepBucafycnyru agMUHUCTPUPOBaHUE NpeRocTarneHus
(apX1TEKTYPHOr0) YPOBHS ycnyru/cepsucel b ycnyru/cepeuca/
ycayru/cepBuca/ npouecca
npoLeccoB

MpepnocTaBneHne 3/eKTPONUTAHUA, OOCTyNa K CeTu VMIHTepHeT n cBobogHoro

MecTa B cTorkax LLO[.

MpepocTaBneHne, MOHTaX U KOMMYyTauma obopynoBaHusa (compute, network u

Pa3smeleHne .
storage) B cTorkax LLO[. NcnonHutenb NcnonHutenb
obopypoBaHus

Pa3sMelweHne, noakndeHne K nutaHuto, cetn MHTepHet u BLIOL 3aka3umka
CpeacTB  3awmtbl  MHboOpMauuM  3akasumka, B TOM  4uC/le CpeacTs
Kpuntorpabryeckom 3awmnTbl MHGoOpMaLnn.
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Tabn.4. PacnpepeneHune 30H OTBETCTBEHHOCTM NpU oKasaHuum ycnyr SberCloud Managed Services gnsa nnatdopmbl SberCloud Advanced

OTBETCTBEHHOCTb 3a

KoMy npegocTtaBiaeH goctyn

HaumeHoBaHune MpuMeHnMbIe K YPOBHIO npepoctaBneHune/ K CpencTsam
TEXHOOIrMYECKOro npoueccol/ OnucaHue npouecca/cepBuca/ycnyru agMUHUCTPUPOBaHUE npenocTaBneHus
(apxuTeKTypHOro) YpoBHS ycnyru/cepsucbl Ub ycnyru/cepeuca/
ycnyru/cepsuca/ npouecca
npoueccos
JXypHanupoBaHue cobbiTUM B MPUKNAGHOM NporpaMMHOM obecneyeHnn (B TOM
XypHanupoBaHue °
CoBbITHi yncne CYbM, cepsepax npunoxexHun, WEB-cepBepax, ...) 1 onepauuoHHbIX 3aKasumk 3aKasumk
CUCTEMaXx, YCTaHOB/IEHHbIX B BUPTYabHbIX MalinHax (BM) 3akasuumka.
YnpaBneHue JOCTYNOM K MPUKAagHOMY MPOrpaMMHOMY obecrneyeHuto (B TOM
YnpasneHne gocTtyrnom yncne CYbL, cepsepam npunoxeHun, WEB-cepsepaM, ...) 1 OnepaunNOHHbIM 3aKasumk 3aKa3umk
cucTeMaMm, ycTaHoBNeHHbIM B BM 3akasuumka.
YnpasneHune YnpaBneHue ayTeHTUPMKALMOHHON MHDOPMaLUUen, NCNob3yeMon Npu focTyne
ayTeHTUDUKALMOHHON K npuKnagHoMy nporpaMMHoMy obecnedyeHunio (MMAO) M onepaunoHHbIM 3aKasuuk 3akasuumk
MHpopMaumnen cuctemam (OC), ycTaHoBNEHHbIM B BM 3akasuuka.
KoHTponb M aHanm3 3awmweHHoctn OC u MMNO, dyHKUMOHMpyowero B BM
BLUOMO 3aka3umka, B TOM YWUC/Ie YCTAaHOBKA KPUTUYECKUX OOHOBNIEHUN
YnpasneHue 6e3onacHocTK, NpaBka KoHdurypaumn [MMO, a TakXe W3MEeHeHWe nerko-
. . 3aKasumk 3aKa3yuk
YA3BMMOCTSIMU nogbupaembix nNaponer U naponel AOCTyNa Mo YMOMYaHUIO K CepBuMcaM MU
KoMrnoHeHTaM OC u [MO, o6HapyXeHHbIX B XoOe KOHTPONS M aHanusa
3alMLWEHHOCTH.
o Cbop (B TOM uucne ¢ ucnonb3oBaHueM cpeacts SIEM) v aHanu3 cobbitun
MpuknagHOW ypoOBEHb U P pen )
YnpasneHue 6e3onacHocTn co Bcero MMO, OC u cpeacts 3awmuTbl MHGopMauumn (Cp3n),
YPOBEHb  OMEepPaLMOHHbIX 3aKasuumk 3aKa3uuk
MHUmngeHTamm b dyHKUMOHMpPYOWMX B «OpraHmnsaunm» (BLLOM) 3akaszumnka, a TakKe MOHUTOPUHT
CUCTEM, YCTAHOBI/IEHHbIX B N pearmpoBaHue Ha MHUNOEHTbl 6830MacHOCTU.
BM BLO/ 3aka3uuka YcTaHOBKa, HacTpoilka M agMUHUCTpupoBaHve B BLOM 3aka3uuka cpeacts
Kpuntorpadpuyeckon 3awmtbl MHbopmaumm (C3M) B wucnonHeHum Virtual
VnpasneHue punTorpad w dopmaumun  (C31)
. Appliance. 3aKa3sumk 3aKa3uumk
Kpuntorpaguen .
HacTponka u agMUHUCTpUpOBaHME pa3MeweHHblx B UOO WcnonHutens
nporpaMMHo-annapaTtHbiX C3U 1 MexceTeBbIX 3KPaHOB 3aKa34ynka.
YcTaHoBKa u“ YcTaHOBKa, HAacTpolka U agMUHUCTpUpoBaHue B BM BLIO 3aka3suuka Cp3U ot
afMUHUCTPUPOBaHME HecaHKLUMOHMpoBaHHoOro poctyna (HCO), aHTUBUPYCHbIX CPEACTB U MPOYMX 3aKasuuk 3akasuuk
CPeAcTB 3alnTbI CpepncTB 3aWwmMThl MIHGOPMaUKUmM, ycTaHaBnmBaeMbix B BM BLLOJ 3aka3uumka.
YcTaHOBKa M HacTpolika B BM 3aka3umka CpefcTB pe3epBHOro KOMMPOBaHUS
YnpasneHune (CPK) 6a3 paHHbIX U Npoyen nHbopMaLmmn 3akaszumka, XpaHUMom BHYTpM BM ero
pe3epBMpOBaHMEM BLIOA, a TaKxXe AAMUHNCTPUPOBaHNE YKa3aHHbIX cpencTs. 3aKa3sumk 3aKa3sumk
nHdopMaunm Co3faHune pe3epBHbIX KONWUN MHDOPMaUMK 3aKa3unmka 1 eé BOCCTaHOBNEHUE U3
pe3epBHbIX KOMUN.
3awmTta cornacHo 152-M3 nepcoHanbHbiXx  AaHHbix  (MOH)  KAWEHTOB,
Ob6ecneyeHure 3aLWunThbI
obpabaTbiBaeMbix B BM BLOJ] 3aka3umka, B TOM 4YucC/le, HO HE OrpaHMYMBasCb
rnepcoHanbHbIX AaHHbIX 3aKka3sumk 3aKasuumk

KNNEHTOB

3awmton NMMOH, obpabaTbiBaeMbliXx CpeacTBaMM YCTaHOBMEHHbIXx B BM BLUOL
3akasuumka CYb[.
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YpoBeHb «OpraHnsaymm»
1 BLLO 3aka34ymnka

XypHanupoBaHue CcOBbITUI, CBA3AHHbIX C GYHKLMOHUPOBAHMEM OOLEKTOB
BUO/L 3aka3zuunka (HanpuMep, ero BM) n 0encTBMaMnU Nonb30BaTesiel KOHCOIN
ynpasneHus SberCloud.Advanced Takux Kak:

1. BXOA/BbIXOA NONb30BaTesEN B/U3 KOHCOMEN;

2. co3paHuelypaneHue HOBbIX YYETHbIX 3anucen nonb3oBaTenen u
NPUCBOEHWE UM NPUBUIErUIA AOCTYNa K KOHCONAM;
co3gaHune/ypaneHue BM;
3anyck/octaHoB BM;
co3fgaHune KNoHoB BM;

M3MEHEeHWEe XapaKTepucTnk BM;

HacTpolKa NAT/DHCP/L2VPN/L3VPN,
6anaHCcMpoBLUMKa Harpysku n/ivnn
9KPaHUPOBaHMS;

8. co3paHue/M3MeHeHue 3afaHua Pe3epBHOrO KOMMPOBaHUS;

9. BOCCTaHOBMEeHMe BM n3 pe3epBHOM KoMNuu;

10. BoccTaHOBNEeHMe GannioB U3 Pe3epPBHON KONUK;

11. “3MeHeHWe OUCKOBOW MOMUTUKM No yMondaHuio gna VDC;

12. BKJ/IHOUYEHME/OTK/IOYEHME OOMONHUTENbHbIX YCyr (nornpoBaHue, DFW,

VPN n npouee);

13. Pa3BepTbiBaHMWeE JIOKANbHbIX CETEN A9 BUPTYanbHOM MHDPACTPYKTYPbI;

Nourw

MapLupyTM3aunm,

npasun MeXCeTeBoro

. ) 3aKa3yuk
14. Hactpoka Firewall; ’
. . McnonHuteno
XypHanuposaHue 15. HacTtponka npaBun aBTO-CKEWNHIA;
9 o (B pamMKax npegocTaBieHus
cobbITUI 16. Co3pgaHue TunoBoM 6Gasbl paHHbIX SQL (B TOM uucne, c
. ycnyru «SberCloud
0TKAa30yCTOMYMBOCTbIO); -
o Managed Services»)
17. Co3gaHue TunoBoM 6Gasbl paHHbIXx NoSQL (B TOoM uucne, c
0TKAa30yCTOMNYMBOCTbIO);
18. Co3gaHue CH3MNWOTOB ANCKOB;
19. Co3spaHue xpaHunuu (S3);
20. Pa3BepTbiBaHUe ceTeBoro XpaHunuwa ans BUPTYalbHOM
MHPPacTPYKTypbl B 06nake;
21. Pa3sBepTblBaHWE CepBMCa KEWMNPOBaAHUSA OaHHbIX;
22. Pa3BépTbiBaHNe 6pokepa coobueHunit Ha Kadke;
23. Pa3BepTbiBaHWe 6pokepa coobuweHunit Ha Rabbit MQ;
24. Pa3BepTblBaHWE NTOKaNbHbIX CETEN AN BUPTYanbHOM MHPPACTPYKTYPbI;
25. Co3pgaHue 6anaHCUMpoBLLMKA Harpy3sku B 6a3oBon KOHGUrypauum;
26. ba3oBoe noAgknl4YeHME cepBuca K TOTOBOM NpennoaKtoUYeHHOM
MHPPaCTPYKType 3aKa3uuka;
27. HacTtpoliika private DNS;
28. Co3pgaHue eguHuUL, WAK3a HaTUPOBAHMS M HAacTpolka 6a3oBbIX NpaBun
B HEM;
29. HacTpowka CBA3M HECKOJIbKMX TOKaNbHbIX CETel BOEANHO;
30. HacTpoika gawbopnos ANa MOHUTOPUHTA;
31. Co3pmaHue rpynn  nonb3oBatefne Cco  cheuuMann3vpoBaHHbLIMU
HaCTPOMKaMM.
Ncnonuutens
AOMUHUCTPUPOBaAHNE AoMUHUCTPUpOBaHMe «OpraHnsaumnein» 3akasumka c UCNONb30BaHMEM KOHCOMU 3aKa3umK
«OpraHusaunemn» u ynpasneHusa SberCloud.Advanced.
(oTBETCTBEHHOCTD 3a 3aka3uuk
ynpas/ieHne JoCcTyrnom K | AGMUHUCTPMPOBaHMNeE 0OCTYyNnoMm K «OpraHusauum» 3aka3suuka o
afMUHUCTPUPOBaHNE

Hemn

MNCMNOJIb30BaHMEM KOHCOMM UK KoHconu ynpasneHus SberCloud.Advanced.

«QOpraHusaumnen» un
LOCTYMOM K Hen)
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Ycnyru no aaMUHUCTpPUpoBaHuio «OpraHusaument» 3akasuunka, BKAYawolme B

cebs:

co3pgaHue BM 13 cTaHOapTHbIX WabnoHOoB;

co3paHune BM cornacHo TpeboBaHMAM 3aKa3umKa;

N3MEHeHne xapakTepuctnk BM (6e3 kactommsaumm rocteson OC);

CcOo3paHne KNoHOB BM;

BbIrPy3Ka METPUK COCTosHUA no TpebosaHuio (CPU, RAM, ceTeBbix

nHTepdencos);

N3MEHEeHWe OUCKOBOM NOAUTUKM NO yMondaHuio ans VDC;

7. BKJ/IOYEHWE/OTKNIOYEHME LOMONHUTENBHBIX YCNYr ()KypHanuMpoBaHuWe,
DFW,VPNuT. a.);

8. HacTpoWka npaBu/l aBTO-CKEWTINHTa;

u b WNRL

o

9. co3pmaHMe TuMnoBoM 6asbl paHHbIXx SQL (B TOM uucne, c
0TKa30yCTOMYMBOCTbIO);

10. co3paHuMe TunoBon 6Ga3bl pAgaHHbIx NoSQL (B ToM uucne, c
O0TKa30yCTOMNYMBOCTbIO);

11. co3paHue xpaHunuu (S3);

12. pasBepTbiBaHME ceTeBOro XpaHunmwa ans BUPTYalbHOMN

MHPPacTPYKTypbl B 0bnake;
13. pa3BepTbiBaHWE CEPBUCA KELWMPOBAHMSA OAHHbIX;
14. pa3BépTbiBaHMe BpoKkepa coobueHnn Ha Kapke;
15. pasBepTbiBaHUe Bpokepa coobuweHunin Ha Rabbit MQ;
16. HacTpoWKa gawbopnos AN MOHUTOPUHTA
17. HacTpolka private DNS

NcnonHutenb
(B paMkax
NpenoCcTaBNeHUsa yCayru
«SberCloud Managed
Services»)

NcnonHutenb

(B paMKax npefocTaBneHmns

ycnyru «SberCloud
Managed Services»)

Ncnonuutens
(oTBETCTBEHHOCTD 3a
npepocraBieHue
cepBuca)
Co3paHue/ypaneHne HOBbIX YYETHbIX 3anmcen B «OpraHMsaumm» 1 npucBoeHme 3aKazumK
UM NpuUBUAErun goctyna K «OpraHnsaummy» 3akasumka. 3aKasuumk
YnpasnexHue (OTBETCTBEHHOCTD 3a
ayTEeHTUDUKALMOHHON ynpasneHue
MHpOopMaumnen AYTEHTUDMKALNOHHON
MHpopMauuen)
. . . McnonHutenb
Co3paHue 1 yaaneHune y4éTHbIX 3anuncer nonblosartenen B «OpraHnsaumnm». (B paMKax McnonHutens
HacTpoika npuBunervi  pns  y4éTHbIX  3anucer  nonb3oBaTenien B (B paMKax npefocTaBneHmns
NpepfoCcTaBNeHUs yCiyru
«OpraHusaunm». ycnyru «SberCloud
. . «SberCloud Managed :
Co3paHue rpynn nosb3oBaTesier Co Cneumnanmn3mpoBaHHbIMM HaCTPOMKaAMM. Services») Managed Services»)
Co3paHue, ypaneHne W agMUHUCTPUPOBAHME C WUCMONb30BAaHMEM KOHCOJM
ynpasneHusa SberCloud.Advanced Heob6XoaMMbIX BHYTPEHHUX CETEN UAU rpynn NCnonuuTens
6e30MacHOCTX B NpoLuecce agMUHUCTPUpoBaHuMa BLLO/ 3akasuumka.
z (oTBETCTBEHHOCTD 3a
YnpasneHune HacTponka napaMeTpOB MeXCeTeBOro 3KpaHMpoBaHMA nepumeTtpa BLOL HDeAOCTaRNEHE
6e30MacHOCTBIO U 3aKa3ymMKa C ucnonb3oBaHneM KoHconu ynpasneHus SberCloud.Advanced. P cepauca)
. HacTpoika BHYTPEHHEro CEerMeHTUPOBAHUA U BHYTPEHHErNO MEXCETEBOro P 3aKasumk
NPOYMMKN HaCTPOMKaMm
_ | 3KpaHupoBaHus (c MCMNoNb30BaHMEM KOHCOMN ynpasfeHuns 3aKa3unK
Ans BUPTYyanbHbIX CETEN | SherCloud.Advanced) BLIOL, 3aka3uuka. (OTBETCTBEHHOCTS 33
Hactporika NAT/DHCP/L2VPN/L3VPN, MapuwpyTusaumm wunm 6anaHCcUpoBKK
aOMUHUCTPMPOBaHMeE)

Harpy3ku Bxogauwero B BLLO[ 3aka3uuMka ceTeBOro Tpadmka C UCNOb30BaHMEM
KoHconu ynpasnenus SberCloud.Advanced.
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MooknoyeHne M HacTporka cepBuca MHTepHeT c HacTpoikon NAT B BLIOO
3aKasuyuMKa C MCnofb3oBaHMEM KOHconu ynpasneHusa SberCloud.Advanced.
MopkntoyeHne n HacTporka Site to Site L3VPN (IPsec VPN) go BLLO[, 3akasuumka
C UCNONb30BAaHNEM BO3MOXHOCTEN, NPELOCTABAAEMbIX KOHCOMbIO YNpaBieHus
SberCloud.Advanced.

HacTpoiika npaBua MeXCeTeBOoro aKpaHMPOBAHMUSA C UCMOb30BAaHMEM KOHCO/MU
ynpasneHusa SberCloud.Advanced B BLLO[ 3aka3unka.

MpoBepKa NPaBUIbLHOCTU CETEBbLIX HAacTpoeK (Hanpumep, npasun DNAT, SNAT)
N NpaBu MEXCETEeBOro 3KPAHWPOBAHMUA, BbIMNO/HEHHbIX K/AWMEHTOM B CBOEM
BLLOM c ncnonb3oBaHneM KoHconu ynpasneHus SberCloud.Advanced.
HacTtpoiika DHCP, mMapwpyTM3aumMm u 6anaHCMPOBKM HArpysku BXOOSALWEro B
BLO/L 3akasuyMka ceTeBOro Tpadumka C MCNOMb30BaHUEM KOHCONN YrpaBieHus
SberCloud.Advanced.

Pa3BepTbiBaHMEe JOKa/lbHbIX CceTeln [Ona  BUPTYaNbHOM  MHOPACTPYKTYPbI
3akasyuka.

HacTtpoika Firewall BHyTpu TeHaHTa 3aka3uyumka

Pa3BepTbiBaHWE J/IOKANIbHbIX CeTer [ONsa  BUPTyanbHOM UHGPACTPYKTYPbI

3akasuuka.

Co3paHue 6anaHCMpOBLIMKA Harpy3ku B 6a30BOM KOH@Urypauum B TeHaHTe
3akasyuka.

ba3soBoe NOAK/OYEeHNe  cepBUCa K
MHdpacTpykType 3akasumka (VPN)
Co3faHue eamHUL, W03a HAaTUPOBAHUSA M HAaCTPOMKa 6a30BbIX MPaBuUJ1 B HEM.
HacTpolKka CBSI31 HECKOMbKMX JIOKANbHbIX CETeN BOEANHO.

Co3paHune GanaHCMpPoBLMKA HArpy3Kn B 6a3oBoN KOHQUTrypaumm.

roToBom npeanoaKItoYeHHON

NcnonHutenb
(B paMkax
npenocTaBeHNs ycnyrum
«SberCloud Managed
Services»)

McnonHutenos
(B paMKax npegocTaBneHmns
ycnyru «SberCloud
Managed Services»)

YnpasnexHune
pe3epBMpOBaHNEM
nHdbopMaumm

YnpaBneHue pe3epBMpoOBaHUEM WMHPOPMauuM 3akasymka C UCNOMb3OBaHWEM

NcnonHutenb
(oTBETCTBEHHOCTDb 3@
npepocrasneHune
cepBuca, ana obnayHom
nnatgopmbl

KOHCONMM  CpefacTBa  PE3epBHOT0  KOMMPOBAHUSA  KOHCOMW  yrpaBieHus SberCloud.Advanced
SberCloud.Advanced, Bkntoyatollee B ceba: npenocTaBnsaeTcs B
1. co3paHue/uaMeHeHue 3apaHum pe3epBHOro KOMMpoBaHMUA pamkax ycnyru Cloud 3aKasumk
MHbopMaumMn 3aKasunka; Backup and Recovery)
2. BOCCTaHOBfIEHME MHPOPMALMM 3aKa3uyMKa U3 Pe3epPBHbIX KOMUIA;
3. CO3[aHMe CH3MWOTOB AMUCKOB. 3aKasunk
(0TBETCTBEHHOCTb 33
ynpasneHue
pe3epBMpoOBaHMEM CBOEMN
nHbopmaumm)
Ncnonuutens
OueHka HeobxoguMmoro obbeMa XpaHuIWLA AN PEe3epBHOro KOMMPOBAHMA
MHbopMaLmn 3aKasumka. (B pamiax
Co3faHue 3apaHns pe3epBHOro KOMMPOBaHMS. MPEAOCTaBNeHMA ycnyru
«SberCloud Managed McnonHutens

M3MeHeHVe 3ajaHunsl pe3epBHOIr0 KOMUPOBaHKUS.

CocTtaBneHne cxembl PK, nonuTuku, Kon-Bo 63kanoB B MNepuopn BpeMEeHMU,
nopsiAoK 3anycka.

BoccTtaHoBneHue Elastic Cloud Server (ECS)/ Elastic Volume Service (EVS) gnsa
o6nayHon nnatdopmbl SberCloud.Advanced n3 pesepBHON KoMK,
MpoBeaeHne TeCToBbIX BoccTaHoBneHun ECS/EVS.

Services», ansa obnavyHom
nnatopmbl
SberCloud.Advanced
npenocTaBnaeTca B
pamkax ycnyrm Cloud
Backup and Recovery)

(B paMKax npenocTaBneHms
ycnyru «SberCloud
Managed Services»)
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YcTaHoBKa U

YcTaHoBKa, aoMUHUCTPUpPOBaHWe, CBOEBPEMEHHOE o6HoBMEHNE n
Ge3oTnaraTenbHas YCTaHOBKAa KPUTMYECKUX OOHOBNeHuli 6e30mnacHOCTM Ha
mcrnonb3dyemblx B BLOL 3aka3umka BUPTyanbHbIX CpeacTsBax  3awumTbl
nHpopmaumnm B ucnonHeHusax Virtual appliance (MexxceTeBble 3KpaHbl, CUCTEMDI

. , 3aKa3sumk 3aKasumk
ncrnonb3oBaHmne C3U 0BHapyXXeHU N/unun NpegoTBPALLEHUI KOMMbIOTEPHbIX aTak U Npoyee).
HacTpoiika 1 aMUHUCTPUPOBAHME MPOrpPaMMHO-annapaTHbIX CPeacTB 3alunTbl
MHpopMaumnm 3aKasuymka, B TOM 4YucC/ie CPeacTB Kpuntorpacbryeckon 3auTbl
nHpopmMaunm, pasmeltaemolx B OO NcnonHuTtens.
O6ecneyeHune 3almThl
W O6ecneyeHune cooTBeTcTBMs BLIOO B coctaBe WHDOPMALMOHHbBIX CUCTEM
NepCOoHabHbIX AAHHbIX 3aKasunk 3aKasumk
nepcoHanbHbiX AaHHbIX (MCMNOH) 3aka3ymka TpeboBaHmam 152-D3.
KJIMEHTOB
MOHUTOPUHT MHPPACTPYKTYpPbl 06navHon nnatpopmbl SberCloud, obecneyeHune
MOHUTOPHHT 1 e€é [OCTYMNHOCTM, MPOM3BOAMTENIbHOCTMU, HanMynsa HeobxoaMMOro KonmnyecTsa
NOAAEPKKA obopypoBaHua, obecneyeHne HeobxoouMon aOnsa eé paboTbl MNPOMYCKHOM McnonHutens McnonHutenos
CMOCOBHOCTU CeTU, BbIYNCITUTENbHBIX MOLWHOCTEN M EMKOCTU CUCTEM XPaHEeHMs
faHHbIX (CX[) MHPpPaCTPYKTypbI.
XXypHanupoBaHue XypHanupoBaHue coBbITUI B KOMNOHEHTax 0b6ayHom nnatdopMbl U cpeacTBax
. . NcnonHuteno McnonHuteno
cobbiTui 3aWmMTbl MHGOPMaLMN MHPPACTPYKTYPbl 0b6navyHon nnatdopmbl SberCloud.
YnpaBneHue LOCTYNOM K CEerMeHTy ynpaBieHus MHPacTpyKTypon obnayHon
YnpasneHne gocTtyrnom P fpocty . y ynp bpacTpykTyp NcnonHutenos McnonHuteno
nnatdopmbl SberCloud, eé€ VLAN-amM 1 KOMNOHEHTaM.
VnpasneHue YnpaBneHue y4yétHbiMM 3anucamm AD npuBUIErnpoBaHHbIX NOSb30BaTenen,
. MMEeKLWMX [OCTYN K CEerMeHTy ynpasneHus WHOPacTPyKTypon obnayHomn
ayTEHTUDUKALMOHHOM WcnonHutenb McnonHutenb
urdopmaLmedi nnatpopmbl  SberCloud, u© wux BTOpbIM (GAaKTOPOM ayTeHTUDMKaALUK
(ayTeHTUdUKaTOpamu).
YnpasnexHune KOHTpONb M aHanu3 3aWMLWeHHOCTU CNy)KebHbix BM MGMT-cermeHTa 1 ESXi-
. NcnonHuteno McnonHuteno
MNHbPaCTPYKTYpHbIi yA3BMMOCTAMM cepBepoB MHbpPACTPYKTYpbl o6adyHon nnatdopmbl SberCloud.
YDOBEHb C6op c ncnonb3oBaHMeM cpeacTtB SIEM ¢ koMmnoHeHTOB 061a4HOM NnaThopMbl U
CPeAcTB 3aWuTbl UHPOpPMauMM WHEOPACTPYKTYypbl ob6navyHoW nnaTthopmol
YnpasneHue .
SberCloud cobbiTuin 6esonacHocTn. Ncnonuuteno McnonHutenos
MHUMaeHTamum UMb .
AHanus cobpaHHbIX CcobblITMA  6e30MacHOCTM, a TakKXe MOHUTOPUHI U
pearmpoBaHue Ha MHUMOEHTbl 6830MacHOCTM € NpuBneYeHnem BHewHero SOC.
YnpasneHune KoHTponb 7 npaeneHve npoueccammu M3MEHeHUs KOHGUrypaumm
P o P ynp . pou burypau McnonHutenb McnonHutens
KOHpUrypaumemn MHPPacTpyKTypbl 06navyHon nnatpopmsl SberCloud
3awmTa nepumeTtpoB LLOMO HdpacTpykTypbl 06n1ayHor nnatdpopmbl SberCloud ¢
MCNONb30BaHWEM KNACTEPOB BbICOKOMNPOM3BOAUTENbHbBIX MEXCETEBbIX 3KPaHOB
VhpaBneHme HoBoro nokonenua (NGFW), obecrneunBaloMx MexXceTeBoe 3KpaHUpPoOBaHUe n
P 3aWMTY OT KOMMbIOTEPHbIX aTak MHPACTPYKTYpPbI.
6e3onacHoCTblO Ans . o
3awmTta ceteBon MHPPACTPYyKTypbl ob6nayHon nnatpopmbl SberCloud (Bxoma B NcnonHuteno McnonHutens

BUPTYaNbHbIX U
bun3nyeckunx ceten

o6nako) oT DDoS-aTak, HanpaBneHHbIX Ha NepPenoHEHNE KaHalbHON EMKOCTU.
BHYTpeHHee cerMeHTUpoBaHWe ceTeBbiX MHPPACTPYKTYp ob6navyHom nnathopmbl
SberCloud c ncnonb3oBaHneM NGFW un BbigeneHnem B pamkax LLOL Ha ceTeBOM
ypoBHe DMZ, PROD- 1 MGMT-cerMeHToB MHDPACTPYKTYpPbI.
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YcTaHoOBKa U

YCcTaHOBKa, HacTpoika 1 agMUHUCTPUPOBAHWE CPEACTB 3alWnTbl MHbDOPMaLMK B
cocTaBe MHpacTpyKTypbl o6nayHom nnatdopmbl SberCloud, B ToM uncne:
CpencTB aHTUBUPYCHOW 3aLUMThl;

cpencTs KOHTpons LEeNcTBui NPUBUNETMPOBAHHbIX nonb3oBaTenen
(apMuHucTpaTopos SberCloud) knacca PIM&PAM;

SIEM;

aAMUHUCTPUPOBaAHNE Ncnonuutens McnonHutenos
CPENCTB 3aWMTH CPeACTB KOHTPONSA U aHaNW3a 3aLUnLeHHOCTH; §
WEB Application Firewall (WAF), ncnonbsyemMoro gna 3awmTtbl nybnnkyemom
KoHconun ynpasneHus SberCloud.Advanced u TMopTana caMooBCAyXMBAHUA
obnayHom nnatdopmbl;
NGFW;
Identity and access management (IAM).
YnpasneHue Pe3epBHOe KOMMpPOBaHME W BOCCTAHOBNEHME U3 06pa3oB  CAYXXeOHbIX
pesepBupoBaHnEM BUPTYyasibHbIX MalWWH MHOPaACTPYKTYypbl obnayHon nnatdopmbl SberCloud c WcnonHuteno McnonHutens
MHPOopMaunm MCMNoJIb30BaHMEM UHPPACTPYKTYpHbIX CPK.
ObecneyeHune 3aWnTbI 3awmTa NOH COTPYAHUKOB 3aKa3ymnKa, MMeLWwmMX [OCTYN K KOHCONM yrpaBneHus
nepcoHanbHbix gaHHbix | SberCloud.Advanced, o6pabaTbiBaeMbix B UWHOPACTPYKTypax 06nayHbIX WcnonHutenb WcnonHutenb
KNMEHTOB nnatdopm SberCloud.
KoHTponb poctyna B LUOLO u noMeweHuss WHOPACTPYKTypbl 061a4yHON
KoHTposnb gocTtyna nnatpopmbl SberCloud (oxpaHsaeMasa Tepputopmsa LLOL, NpOnNyCcKHOM pexumM, NcnonHutenb NcnonHutenb
CUCTEMbl KOHTPOJA M ynpaBieHnsa AOCTYNOM, 3anMpaHue CToek).
BupeoHabniogeHme Hanunyne BHewHen (no nepumetpy LOMO) u BHYTpeHHeN (B MalIMHHbIX 3anax McnonHuTens Y [ ——
LLO[) cnctem BupeoHabnogeHns
dU3NYeCKUit yposeHb I'IpenocraBnueHme 3NeKTPoNUTaHUsA, [OCTyna K cetn VIHTepHeT u cBobogHoro
MecTa B cTomkax LOM.
PasMelleHue MpepnocTaBneHne, MOHTaXX U KOMMYyTauua obopynoBaHus (compute, network u
storage) B cTtorkax LLOJ. NcnonHutenb NcnonHutenb
obopypoBaHusa

Pa3melleHve, nogknoyeHne K nutaHuto, cetn MHTepHeT u BUO[M 3akasuumka
CpencTs  3awmTtbl  MHboOpMauuM  3akasumka, B TOM 4YuUC/Ie  CPeAcTs
Kpuntorpaguyeckon 3awmnTbl MHGopMaLumnm.
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