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YKasaHHble B M. 6.4 uenesble nokasaTenn no MakCuUMasbHOMY BpPEeMEeHW peakuMn U MakCUMasbHOMY
BPEMEHW BOCCTAHOBJIEHMS MPUMMEHMMbl B C/lydae OTCYTCTBMS TakoBbiXx B SLA Ycnyr. Ecnm B SLA Ycnyr
onpepeneHbl MHble LeneBblie NokasaTen No MakCMManbHOMY BPEMEHWU peakLMn U MaKCMMaIbHOMY BPEMEHMU
BOCCTAHOB/IEHMS, TO OHM 3aMeLaT CPOKK, YKa3aHHblie M. 6.4 HacToswero PernameHTa.

MpyY HanUYyMM BECKUX MPUUMH, OBCTOATENbCTB, HE MNO3BONSIOWMX BbINOMHUTL LENeBble Nnokasatenu no

MaKCMMalbHOMY BPEMEHU BOCCTAHOBNEHMA, VCNONHUTENb A0 HACTYN/IEHUA KPaWHEro CpokKa pelweHus no

ObpalleHMI0 MOXKEeT 3anpocuTb W Ccornacoeatb € WMHMUMaTOpPOM 3anpoca M3MeHeHWe npuopuTeTa

ObpalleHns U BpPeMEHW BOCCTAHOBEHMS MO TakoMy O6palweHuio MM cornacosaTb NPUOCTAHOB/IEHWUE

Ob6palleHna po COrnacoBaHHON paThl.

BuAbl MHLUMOEHTOB, BO3HUKAIOWMX Y 3aKa3umKa, 3a pa3peleHMeM KOTOPbIX OCyLLecTBAseTCs obpalleHne K

WcnonHuTento:

e OTCYTCTBYET poctyn K WEB-naHenn ynpaesneHua (KoHconu VMware vCloud Director, Veeam
Backup&Replication wnnm koHconu ynpaeneHus SherCloud.Advanced, KoHconu ML Space) pns
BbINOJTHEHMUS 33484 MO YNPaBNeHWI0 BUPTyanbHbIM CEPBEPOM WUAM FPYNnNoW BupTyasbHbIX CEPBEPOB, a
TaKXe YyNpaBieHUsl YYeTHbIMW 3anncsiMn NoSb30BaTeNen;

e OTCYTCTBYET BO3MOXHOCTb CO3[aHMS, YyNpaBieHWs, U3MEHEeHUa NapaMeTpoB, YAAJEHUS BUPTYaNbHbIX
CepBepos.;

e OTCYTCTBYET BO3MOXHOCTb BblGpaTb HeOBXOAUMbIA pa3Mep BUPTYaNM3UPOBAHHbLIX BbIYUCANTENbHbIX
MOLLHOCTEN ANA CO34aHWMS BUPTYaSbHbIX CEPBEPOB, @ TAKXXe BbIAENIEHHOro BUMPTYalbHOMO AWUCKOBOTO
XPaHWIMLWA C Pa3fIMuHbIMW NapaMeTpamMn NPOU3BOAMTENIbHOCTU B paMKax COrNacoBaHHOro 3akasa;

e OTCYTCTBYET LOCTYN B C€Tb VIHTEPHET;

e BO3MOXHas DDoS-ataka Ha nybnukyembln WEB-cepBuC 3aka3umka, MOCTaB/IEHHbLIA Mo 3aWMTy C
ncnonb3oBaHueM ycnyru SberCloud AntiDDoS mnu SberCloud AntiDDoS+WAF (B cnyyae noakalyeHus
COOTBETCTBYOWMUX YCNyr);

e NO0A03pPeHNd Ha HeKOpPpeKTHble ,D,eVICTBVIFI COTpyAHUKA |/|CI'IOJ'IHl/ITeJ'IF|, BbINONHEHHbIE UM B XoAae
npepoctasneHmMs ycnyrm  SberCloud Managed Services W nosfiekwue 3a coBoW HapyweHue
KOHd)VI,EI,eHLI,VIaJ'IbHOCTVI VI/VIJ'IVI LeNnOCTHOCTU OaHHbIX 3aK83'-WIKa, a TaKXe AOCTYNHOCTU NpefocTaBideMblX
3aKa34yMKOM Ha Ha3e UHPpacTpykTypbl MUCNONHUTENS CEPBUCOB W/MAN YCIYT.

B cnyvyae BO3HUKHOBEHMWSA NOJO3PEHNIN HA HEKOPPEKTHbIE AENCTBMUA MICNONHUTENS, BBINOIHEHHbLIE UM B XO4E

npepocrasneHna ycnyru SbherCloud Managed Services cOTpyaHMKM 3akazuuka W WcnonHutens,

Ha3HauyeHHble OTBETCTBEHHbIMM 3a pas3bupaTtenbCcTBa NO GaKTy BO3HWKHOBEHWS COOTBETCTBYIOWETO

MHUMOEeHTa:

OCYLLECTBASIOT aHa/IN3 XYPHanoB cobbiTuil «QpraHn3aumnmny» (TeHaHTa) KJMEeHTa, OOCTYMNHbIe Yepes3 KOHCOMU

VMware vCloud Director, Veeam Backup&Replication nnu koHconb ynpaeneHus SherCloud.Advanced (B

cnydae nogknwyeHHoro cepeunca Cloud Trace Service) 3a BpemMs BO3HUKHOBEHWUS MHLUMOEHTa;

B C/lyyae, ecniv No pe3ynbTaTaM aHalu3a COOTBETCTBYIOWMX XKYPHaNnoB cobbiTuil 3a 0603HaUYeHHOe BpeMs B

HEM OTCYTCTBYHT 3aperucTpMpoBaHHble cobbiTua Bxoda B «OpraHuM3auuio» (TeHaHT) 3aka3uymka ¢

Ucnofb3oBaHMeM KoHconen VMware vCloud Director, Veeam Backup&Replication wunm KoHconu

ynpaeneHus ShberCloud.Advanced u3-nog Yy4yéTHbIX 3anucer COTPYOAHWMKOB WICNONHWUTENS, CTOPOHDI

NPU3HAKT, YTO UHLUMAEHT 6bi/1 BbI3BaH COBLITUAMU, HE CBA3AHHBIMU C NpeaocTas/eHmem ycnyru «SherCloud

Managed Services»;

B CyMae Hanu4uus B XXypHanax 3apernctpmMpoBaHHbix cobbiTMin BXxoha B «OpraHn3aunto» (TeHaHT) 3aKa3umka

M3-nog Y4YETHbIX 3anuceil coTpyaHuka McnonHuTens U/Mnm 3akasumMka NuuUO, Bbi3BaBLIEE WHUWUOEHT U

nepeyvyeHb OCYLWECTBASAEMbIX UMW AEWCTBUIA ONpenensieTcs ¢ WCNOAb30BaHUEM W/MNW NpefocTaBNeHUeEM

3anucen 13 XypHanos cobbiTuin «OpraHn3aunm» (TeHaHTa);

B CNy4Yae OTCYTCTBMSI B XXypHanax 3aperncTpuMpoBaHHbIX COBbITUIN, CBUAETENbCTBYIOWMX O HEKOPPEKTHbIX

OENCTBMAX COTPYAHMKOB  McnonHuTens u/mnu  3akKa3uuka, MOBAEKWWUX 3a Ccobol  HapyweHue

KOHd)VI,D,eHLI,VIaJ'IbHOCTVI VI/VIJ'IVI LeNOCTHOCTU AaHHbIX 3aK83'-WIKa, a TakKXXe AOCTYNHOCTHM NpepoCcTaBigeMblX

3aKa3umMKoM Ha 6asze WMHobPacTPyKTypbl VCNONHUTENS CEPBUCOB M/MAM YCAYr, CTOPOHbI MPWM3HAKT, 4TO

MHUMOEHT BHblf1 BbI3BAH COBLITUSIMKU, HE CBSA3aHHBIMKW C npepocTaBneHuveMm ycnyru SherCloud Managed

Services.

B cnyyae BO3HWMKHOBEHMA WHUMAEHTOB WCMNOMHWTENb HanpaBnsgeT no 3anpocy 3akaszuuka OTuéT,

comepXalui pakTuyecKne N3MepeHmns U paccunTaHHble 3HAaUEHUS rapaHTUPYeMbIX NapamMeTpoB YCIyriu.

OTYéTbl HaNpaBAAKTCA MO 3anpocy 3aKa3uMkKa B TeUYeHMe OfHON Hepenn nocne oKoHYyaHus QTYETHOro

nepuona no 3/IeKTPOHHON nouTe.

OTYéTbl COpEPIKAT faHHble O BbINOIHEHWMM NAapPaMeTPOB KaYyeCTBa OKazaHusa Ycnyru:

e HapyLWeHWs B BbINOJHEHWW YCTAHOB/IEHHbIX NapaMeTpOB KavyecTea YCiyr;

e CTATUCTMKA No 0HpaboTaHHbLIM 3anpocam.

7. PABOTA C UHUMOEHTAMU U 3ATTPOCAMW HA OBCNTYXXMBAHWE

Mpu o6HapyXeHMW 3aKa3zuMKOM HEeWCMPaBHOCTM WM YXYOLIEHUA KavyecTBa OKa3blBaeMOW YCayru,
npencTaBuTeNb 3axkasuuMka M3 uucia KL, YNOJHOMOUEHHbIX HacToSWMM PernamMeHToM, uHMuuupyet
nepegavy 3anpoca Ha ycTpaHeHMe HeMCnpaBHOCTM B agpec McnonHuTens.

MpKU BO3HUKHOBEHMM Y 3aKa3umMKa HEOBXOAMMOCTH B NPOBEAEHMM PAaBoT B MHPPACTPYKTYPE BUPTYanbHOro
cepeepa, COBCTBEHHOW MHDPACTPYKTYPE MM CMEXHbIX CUCTEMaX, NpencTasmTeb 3aKasumnka, M3 uncaa nud,
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YNONHOMOYEHHbIX HAcTOSWMM PernaMeHToOM, MHUUMUPYET nepepady 3anpoca Ha obcnykuBaHue B appec
cnonHutens.

3anpocbl MOTYT HbITb NepefaHbl 3aKa3zvynKoM VICNoMHUTEN NOCPeacTBOM obpalleHna B KOHTaKTHbIN LLeHTp
NcnofHMTeNs NOCPencTBOM nepenaym coobLeHnsa 3NeKTPOHHON NoYTLl, a TakxKe No TenedoHy.

MHuumnaTop 3anpoca coobluaet McnonHUTe N0 cnenynilluy nHbopMauuio:

NOeHTUPMKALUMOHHBIN HOMep 3aKa34nkKa.

msa n damunuio.

TenedOHHbI HOMEP U afpec 3/IeKTPOHHOW NOYTHI.

OnucaHue cuTyaumm, npobnemMbl, HEMCNPABHOCTU U/MAN HAaBNIOAAEMOTO YXYALLIEHNA KauecTBa OKa3blBaeMoWn
Ycnyru, Bol3BaBLIne HEOBXOAMMOCTb obpalleHunsa K UcnonHuTento.

[aHHble O 3aTparneaeMbix cuTyauumen, npobneMon, HEUCNPABHOCTLIO U/MAKN HabnooaeMblM yXyaLWeHNEM
KauecTBa OKa3biBaeMon Ycayrm 6BU3Hec-npoueccax uin CUCTEM.

DopMyNMpPoBKY 3apaun ¢ NogpPo6bHBIM onucaHneM TpebyeMblx K UCNONHEHUIO paboT, Copep)kaHMe BONpoCa
N/ KOHCYNbTaUWMOHHOro O6palleHuns co cnos MHuumnatopa 3anpoca.

OnucaHue OXnpaemMoro pesynbrara.

0na uenei KOHTPONS KayecTea NpPW BbINOAHEHUM paboT no 3anpocy, NCNonHUTEeNb perucTpupyeT 3anpoc
3aka3zuuka B cobcTBeHHONM CPO ¢ NpUMCcBOEHMEM 3anpocy YHUKANbHOMO MOEHTUPUKALMOHHOIO HOMEpPa.
Mocne peructpaumn 3anpoca 3akaszduka B CPO McnonHuTesnb, MCNONb3ys nepefaHHyl 3akKa3umkom
KOHTaKTHYO WHdopMauuio, MHbOPMUpPYeT 3aKasumka O TOM, 4To obpaleHne 6bl10 3aperncTpUpoBaHo,
coobwaeT 3akaszumnKy BpeMs perucTpaunm 3anpoca, YHUKanbHbli UAEHTUDUKALWMOHHbBIA HOMep 3anpoca K
NPUCBOEHHbLIN eMy MpuopuTer.

B TeueHMe MaKCUMManbHOro BPEMEHW peakuMW, COrnacoBaHHOro B HacTosweMm PernameHTte (n. 6.4, ecnu
WMHblE CPOKWM He OroBOpeHbl B onucaHuu VYcnyru), WcnonHutene obecneuynBaeT Hagnexalyto
MapwpyTM3auMio 3anpoca Ha COTPYAHMKOB McCnonHWUTeNsl, OTBETCTBEHHbIX 3a 06paboTKy 3anpocoB Ha
YCTPaHEHWE HEUCMPABHOCTEN.

3anpoc, peructpupyemblin B CPO McnonHutens, B 0693aTtenbHOM NOPSAAKE OO/KEH COAepXaTb ceayluyto
MHbOpPMaLMIO:

HanMeHoBaHMe KOMNaHMM 3aKa3yumka.

Mma n damunuio MHMumatopa 3anpoca.

TenedOHHbLIN HOMEP M afpPec 3NeKTPOHHON NoYThl MHMUKMaTOopa 3anpoca.

OnucaHue cuTyaumm, npobnemMbl, HEMCNPABHOCTU U/MAN HAaBNIORAEMOTO YXYALIEHMA KauecTBa OKa3blBaeMoWn
Yenyru [ @opMyIMpPoBKa 3a4aum ¢ NoApobHbIM onuncaHMeM TpebyeMbix K UCNOMHEHUIO paboT, cogepkaHue
BOMpPOCA U/MNK KOHCYNbTaUMOHHOTro OBpalleHns co cnos MHMumnaTopa 3anpoca.

Bpems peructpauum 3anpoca.

MNaeHTUPMKALUMOHHbIN HOMep 3anpoca.

MpuopuTteT 3anpoca.

Mpu HeoBXOAMMOCTU MHXKeHepbl NCNONHNTENS, HENOCPEACTBEHHO OTBEYaloWMe 3a MCNONHEeHMe 3anpoca,
CBA3bIBADTCA ¢ WMHMUMATOpOM 3anpoca Ona Uenen yTOuHeHus fOetanei no 3anpocy. B ciyudae, ecnu
MHpopMaumMsa, 3anpaWimpaemMasn UHxXeHepaMn VNCNonHUTens, He MoxXeT 6biTb NpenoctasieHa MHMUMATOPOM
3anpoca B MOMEHT HEenocCpencTBEHHON CBA3W, WCNonHMTEeNb BMNpaBe YBEIWUMTb MaKCMManbHOE BpeMms
peleHnsa 3anpoca NPonoOpPUMOHaNbHO NepMoay OXUAAHUS OOMNONHUTENBHONW UHpOPMauMKn oT MHMumMaTopa
3anpoca. B cnyuvae, ecnu WMHuumatop 3anpoca He npepoctaBnser WCNONHWUTEN OONOMHUTENBHOWN
MHpopMaUunmM Ona peleHns 3anpoca B TeveHue 5 (Matu) pabounx gHENn ¢ MOMEHTa YTOYHEHUS deTanein no
3anpocy, Takon 3anpoc CYUTAETCA OTMEHEHHBLIM U NOOJIEXUT 3aKPbITUIO.

Mocne npoBeneHus paboT no 3anpocy McnofHUTEeNb PErucTpUpyeT Npou3BedeHHbln o6bemM paboT u BClO
Heobxoaumyw MWHbopMauuil no 3anpocy B CPO wu ceaA3biBaeTca ¢ WMHuumMatopoMm 3anpoca o
NOATBEPXKOEHMS YCNELWHOCTU BbINOAHEHMUA 3anpoca. MNpu NoaAyyeHMM NOATBEpXKAeHMsa OT MHuumatopa
3anpoca, NcnonHuutens 3akpbiBaeTt 3anpoc B CPO. Ecnn MHnumaTop 3anpoca He NOATBEPXKOAET YCNewHOCTb
BbINONHEHMS 3anpoca, NcnonHMTenb OLEHMBAEeT NPOoM3BefeHHble No 3anpocy paboTbl, COrNacoBbLIBAET C
MHULMaTOPOM 3anpoca Npoao/KeHue paboT no 3anpocy M CNUCOK AOMNOMHUTENbHbIX HEOBXOAUMBIX K
MCNONHEHWUIO PaboT. B c/iyyae ecnm NOATBEPXKAEHME UK OTKIIOHEHME YCNELWHOCTM BbINOMHEHMSA 3anpoca He
66110 nonyyeHo McnonHutenem ot MHuumatopa 3anpoca B TeveHue 5 (MaTtn) pabouux OHEN ¢ MOMEHTa
nepegaum NcnonHuteneMm B agpec MHuumatopa 3anpoca ysenomjieHns 06 oKoHYaHMKM paboT no 3anpocy,
TaKoM 3anpoc CUMTAETCA YCNELWHO BbINOSIHEHHBIM U NOOJIEXUT 3aKPbITULD.

8. MOAKMOYEHUE YCNYTU

Mpu BO3HWMKHOBEHWMW Yy 3akazumka HeOobXOLMMOCTM B MOAK/OYEHWM HOBOW YCAyru, nNpenctaBuTenb
3aKa3umka, U3 Yncaa nuu, ynoaHOMOUEHHbIX HAacTosIWMM PernaMmeHToM, MHUUMUpYeT nepegaydy 3anpoca Ha
nogknuveHune Ycenyrm B agpec icnonHurtens.

3anpocbl Ha noakal4YeHWe Ycayr MoryT ObiTb nepefaHbl 3akazunmkoMm WCNOAHUTENIO NOCPEnCTBOM
obpaleHuna B KOHTaKTHbIN LleHTp McnofiHUTeNns NocpeacTBoM nepenaymn cooblieHns 3N1eKTPOHHON NovYThl, a
TaKXKe no tenedoHy.

0na uenei KOHTPONS KayecTea NpPW BbINOAHEHUM paboT no 3anpocy, NCNoNHUTENb perucTpupyeT 3anpoc
3aka3zuuka B cobcteeHHONM CPO ¢ NpUcBOEHMEM 3anpocy YHUKANbHOMO MAEHTUDUKALMOHHOIO HOMEpPa.
Mocne peructpaumn 3anpoca 3akaszduka B CPO WcnonHuTesNb, MUCNOAb3ys nepefaHHyl 3akKa3umkom
KOHTaKTHY0 WHdopMauuio, MHbOPMUpPYeT 3aKasumka O TOM, 4To obpalleHue 6bl10 3aperncTpUpoBaHo,
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cooblaeT 3aKa3umnKy BpeMs perucrtpaumm 3anpoca, YHUKanbHbIM MOAEHTUPUKALUMOHHBLIA HOMEp 3anpoca u
NPUCBOEHHbLIN eMy MpuopuTer.

B TeueHMe MaKCUMManbHOro BPEMEHW peakuMW, COrnacoBaHHOro B HacTosweM PernameHTte (n. 6.4, ecnu
MHble CPOKWM He OroBOpeHbl B onucaHuu VYcnyru), WcnonHutene obecneuymBaeT HaLnexalyto
MapwpyTM3auMio 3anpoca Ha COTPYAHMKOB McCMonHWUTeNsl, OTBETCTBEHHbIX 3a 06paboTKy 3anpocoB Ha
nogkaoveHmne Ycnyr.

3anpoc Ha NoaKAUYeHne Ycyru, peructpupyemoin B CPO UcnonHuTtens, B 06sa3aTteibHOM NOpsigKe OO/IKeH
copepXaTb cenylwylo MHbopMaumio:

HanMeHoBaHMe KOMNaHMM 3aKa3yumka.

Mma n damunuio MHMumatopa 3anpoca.

TenedOHHbI HOMEP U/MNW aapec 3NeKTPOHHOM NoYUThl MHMuMaTopa 3anpoca.

Bpemsa peructpauum 3anpoca.

NaeHTUPMKALMOHHBIN HOMep 3anpoca.

MpuopuTteT 3anpoca.

CKaH-KOMMK 3akas3a Ha noakueHue VYcayrm ¢ noMeTkon «llogknueHue», nNoanucaHHON
YAOJHOMOUYEHHbLIM IMLOM 3aKa3umka.

Mpu HeoBXOAMMOCTU MHXKeHepbl NCNONHNTENS, HENOCPEACTBEHHO OTBEYaloWMe 3a MCNONHEeHMe 3anpoca,
CBA3bIBATCA C MHMUMATOPOM 3anpoca Ona uefnen yTOMHeHus [etanei no 3anpocy. B cnyudae, ecnu
nHpopMaLmMa, 3anpalimpaemMasn UHxeHepaMmn VCNonHUTensa, He MoXeT 6biTb NpefoctaBieHa VHMUMATOPOM
3anpoca B MOMEHT HEenocCpencTBEHHON CBA3KW, WCNonHMTENb BNpaBe YBEWUMTb MaKCMManbHOE BpeMms
peweHnsa 3anpoca NPonoOpPUMOHaNbHO NepMoay OXUAAHUS OOMNONHUTEBHONW MHpOPMauMKn oT MHMumMaTopa
3anpoca. B cnyvae, ecnu MHuumatop 3anpoca He npepoctasnsieT MCnonHWUTENO OONOJHUTENbHOMN
nHpopMaumMmn ona pelleHus 3anpoca B TeveHue 5 (Matn) pabounx LHEN C MOMEHTa YTOUHEHUS AeTanein no
3anpocy, Takon 3anpoc CYUTAETCA OTMEHEHHbLIM U NOOJIEXUT 3aKPbITUIO.

Mocne npoeepeHMs paboT no 3anpocy Ha nNogknuveHue Ycnyru, WCnonHMTeNb perucTpupyet
npouseeneHHblin 06beM paboT M BCIO Heobxoaumy MHbopMauuto no 3anpocy B CPO m cBA3biBaeTCs C
MHunumaTtopoM 3anpoca A8 MOATBEPXOESHUST YCMNEWHOCTM BbINOMHEeHUs 3anpoca. [MMpu nonydeHun
nogrTeepxxpgeHnsa ot MHuumatopa 3anpoca, NcnonHutenb 3akpbieaet 3anpoc B CPO. Ecnn UHuuwmartop
3anpoca He noaTeepXaaeT YCNewHOCTb BbINOHEeHUa 3anpoca, VICnonHuUTeNb OUEHUBAET NPoU3BeaeHHble
no 3anpocy paboTbl, COrnacoBbiBaeT ¢ MHMUMATOPOM 3anpoca npoao/KeHne pabot no 3anpocy U CNUCOK
LOMOJIHUTENbHbLIX HEOBXOAUMbIX K UCMOMHEHUID paboT. B cnydyae ecnun NOATBEPXAEHUE UIN OTK/IOHEHMe
YCMNEeLWHOCTHN BbINOMHEHMSA 3anpoca He 66110 NoiydyeHo McnonHntenem ot MHuumMatopa 3anpoca B TeYeHue 5
(NaTtn) pabounx gHen ¢ MOMeHTa nepegaum VicnonHutenem B agpec MHMumaTtopa 3anpoca yseaomseHus ob
OKOHYaHUM paboT no 3anpocy, Takon 3anpoc CYMTAETCH YCMNELWHO BbIMOAHEHHbBIM U NOAMEXKUT 3aKPbITULD.
MopknoueHne Ycnyru, BaMsiowee Ha M3MEHEHWe KOHEYHOW CTOMMOCTM [loroeopa, TpebyeT nepecMmoTpa
NOSIOXEHNIA 06 YCAOBUAX M CTOMMOCTU HacTosawero [Lorosopa M LOMKHO BbiTb cornacosaHo CTOPOHaMM B
3akase unum JOonoJHUTENbHOM COornaweHnm K Hactosawemy Jorosopy.

9. PABOTA C 3ANPOCAMU HA UBMEHEHUE

MpyM BO3HWMKHOBEHWW y 3aKa3uMKa HEOBXOAMMOCTM B W3MEHEHUW KOHDUTypauuu OeWCTBYOWEN YCnyru,
npepcrapuTeb 3aka3uuka, M3 4Yucna fuu, YNOAHOMOUEHHbIX HacTosWWM PerfaMeHToM, WMHUUMKMpyeT
nepepavy 3anpoca Ha M3MeHeHue Ycnyru B agpec MicnonHurens.

3anpocbl Ha W3MeHeHWe KOHPUrypauuu pencTBylowmnx Ycayr ™MoryT 6biTb nepepaHbl 3aka3umKoMm
McnonHuTento nocpenctsoMm obpaweHns B KOHTakTHbIA LieHTp McnonHuTens noCpefncTBOM nepepayvu
cooblEeHNs 3NEKTPOHHOW NoYThl, a TakxXe no TenedoHy. Ona uene onepatMBHON 0BpaboOTKKM 3anpoc Ha
M3MeHeHWe KOHbUIypaunm aencteyrowen Ycnyrm nomkeH 6biTb nepenaH B dopmaTte 3akasza (popmbl 3akaza
Ycnyr npuseneHsl B MpUoXeHUsax K HacTosiweMy J1orosopy).

Ona uenei KOHTPONA KayecTea NpPW BbINOAHEHUM paboT no 3anpocy, NCNonHUTeNb perucTpupyeTt 3anpoc
3aka3uuka B cobcTeeHHOM CPO ¢ NpUCBOEHMEM 3anpocy YHUKANbHOMO UOEHTUPUKALNMOHHOTO HOMEPaA.
Mocne peructpaumn 3anpoca 3akasduka B CPO McnonHuTenb, MUCNOAb3ys MNepefaHHyl 3akKa3umkom
KOHTaKTHYO WHdopMauuio, MHbOpMUpPYeT 3akasumka O TOM, 4To obpalleHne 6bl10 3aperncTpupoBaHo,
coobwaeT 3akaszumnKy BpeMs perucTpaunm 3anpoca, YHUKanbHbli UAeHTUDUKALMOHHBIN HOMep 3anpoca K
NPUCBOEHHLINM eMy MpuopuTeT.

B TeueHMe MaKCUMMaNbHOTrO BPEMEHMW peakLMu, COrlacoBaHHOrO B HactosdweM PernameHTte (n.n.6.4, ecnu
MHble CPOKM He OroBOpeHbl B onucaHuu VYcnyru), WcnonHutene obecneymBaeT HaLnexalyto
MapwpyTM3auMio 3anpoca Ha COTPYAHMKOB McCMonHWUTeNsl, OTBETCTBEHHbIX 3a 06paboTKy 3anpocoB Ha
M3MeHeHWe KOHbUIypaunm GenNcTBYOWMX YCnyr.

3anpoc Ha M3MEHeHMe KOHGUrypauuu Oencteylllen Ycnyru, peructpupyemboln 8 CPO McnonHutens, B
06a3aTenbHOM NOPAAKE LOMKEH COAEPKATbL CNEAYIOWYI0 MHDOPMAUNID:

HanMeHoBaHMe KOMNaHMM 3aKa3yumka.

ma n damunuio MHMumatopa 3anpoca.

TenedOHHbIN HOMEP U/UNW agpPec INEKTPOHHONM NouThl MHMUMaTopa 3anpoca.

Bpems peructpauum 3anpoca.

NOoeHTUDUKALMOHHBIA HOMep 3anpoca.

MpuopuTteT 3anpoca.
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9.6.7.

9.7.

9.8.

9.9.

10.1.

10.2.

10.3.

10.4.

10.5.

10.6.

10.6.1.
10.6.2.
10.6.3.
10.6.4.
10.6.5.
10.6.6.
10.6.7.

10.7.

10.8.

CKaH-KOMMWIO 3aKasa Ha W3MeHeHWe KOHPUrypauuu AencTBylowein YCnyrm ¢ noMetkon «MameHeHue» K
yKazaHMeM HOMepa W [aTbl, paHee nepenaHHoro 3aka3umkoMm UCnofHMTeNto 3akasa Ha NoaK/toueHne unm
M3MeHeHWe KOHbUIypaunm oencTeyowen Yeayru, nognucaHHyo ynoJlHOMOUYEHHbBIM MLOM 3aKa3umka.

Mpn HeoBXOAMMOCTU MHXKeHepbl NCNONHNTENS, HENOCPEACTBEHHO OTBEYaloWMe 3a MCNONHEeHMe 3anpoca,
CBA3bIBADTCA ¢ MHMUMATOPOM 3anpoca Ona uenen yTouHeHus aeTtanei no 3anpocy. B cnydae, ecnu
nHdopMaumna, 3anpalimsaemMas MHXeHepaMn NcnonHuTens, He MoxXeT BblTb NnpegocTaBneHa MHULMaTopoMm
3anpoca B MOMEHT HEenocpencTBEHHON CBA3W, WCNonHWMTENb BMNpaBe YBENWUMTb MaKCMManbHOE BpeMms
pelweHuMa 3anpoca NponopUMOHaNbHO NEPUOLY OXMAAHUS LOMONHUTENBHON MHbOPMaUUK oT MHMuMaTopa
3anpoca. B cnyuvae, ecnu WMHuumatop 3anpoca He npepoctaBnser WCNoNHWTEN AOONOMHUTENBHOWN
nHpopMaLuMmM ona pelleHus 3anpoca B TeveHue 5 (Matn) pabounx OHEN C MOMEHTa YTOUHEHUS AeTanei no
3anpocy, Takon 3anpoc CYNTAETCA OTMEHEHHbIM U NOAJEXUT 3aKPbITULD.

Mocne npoeeneHns paboT No 3anpocy Ha U3MEeHEeHUe KOHPUIypauMmn gencTeyowen yeayru, McnonHurens
perucTpupyeTt npou3eeneHHbln 0b6bemM paboT M BCO Heobxoammytlo MHbopMauuio no 3anpocy B CPO M
CBSI3blBaETCA ¢ WMHMUMATOpOM 3anpoca A8 NOATBEPXKAEHWS YCMNELWHOCTM BbINOAHEHMA 3anpoca. lMpwu
noMyyYeHUU NOATBEPXKAEeHMA OT MHuumatopa 3anpoca, NcnonHutenb 3akpbieaetr 3anpoc B CPO. Ecnu
MHULMaTop 3anpoca He NOATBEPXKAAET YCNEWHOCTb BbIMOMHEHMa 3anpoca, WCnonHWTenb oueHWBaeT
npov3eeneHHble No 3anpocy paboTbl, COrnacoBbiBaeT ¢ MHMUKMATOPOM 3anpoca Npofo/iKeHue paboT no
3anpocy U CNUCOK AOMNOAHUTENBHBIX HEOBXOAMMbBIX K UCMONHEHUID paboT. B cnyyae ecnin NopTBepxaeHue
MW OTK/IOHEHMWE YCMELWHOCTM BbINOMAHEHMA 3anpoca He 6bl1o0 nofsyyeHo McnonHutenem ot MHuumatopa
3anpoca B TeyeHue 5 (MaTn) paboumx AHel ¢ MOMeHTa nepepadn UcnonHutenem B agpec MHuUMaTopa
3anpoca ysenoMmseHus 06 oKoHYaHMK paboT no 3anpocy, Takon 3anpoc CYMTAETCA YCMNELWHO BbIMOHEHHbIM
N NOANEXMUT 3aKPbITUIO.

M3MeHeHMe YCnyru, BAvaiOwWee Ha M3MEHeHWE KOHeYyHOW cToMMmocTu [orosopa, TpebyeT nepecMoTpa
NOSIOXEHNIA 06 YCAOBUSAX M CTOMMOCTU HacToswero [Lorosopa v LOMKHO BbiTb cornacosaHo CTopoHaMu B
LOononNHUTENBHOM COrNaweHnmn K HacTosawemy Lorosopy.

10. OTK/HKOYEHMUE YCNYTU

Mpy BO3HUKHOBEHWM Yy 3aKazumka HEOBXOAMMOCTM B OTK/OUEHWUWU OEWCTBYOWEN YCNyru, npeacraButenb
3aKa3zuuka, U3 Yncaa N1, YNoAHOMOUYEHHbIX HAcTOSAWMM PernaMeHToM, MHULKKUPYET nepeaadvy 3anpoca Ha
OTKJIIOUeHne Yciyruv B agpec icnonHutens.

3anpocbl Ha OTK/OYeHMEe OeNCcTBYWKNX Ycayr MoryT ObiTb nepepaHbl 3aka3umkoM WCNonHUTento
nocpeacteoM obpaweHns B KoOHTaKTHbIM LeHTp WcnonHuTens nocpencTsoM nepepavnm coobueHus
3M1EKTPOHHOM NOMTHI, a TakKe no TenedoHy. Ona uenen onepatMBHON 06paboTKM 3aNpPOC Ha OTKUYEHNE
JencTeylowen Ycnyru nosikeH 6biTb nepenaH B dopmarte 3akasa (popmbl 3akasza Ycnyr npuveBefeHbl B
MpUNoXeHNAX K HacToaweMy [oroegopy).

0na uenei KOHTPONS KayecTea NpPW BbINOAHEHUM paboT no 3anpocy, NCNonHUTEeNb perucTpupyeT 3anpoc
3aka3uuka B cobcTeeHHONM CPO ¢ NpUCBOEHMEM 3anpocy YHUKANbHOMO UOEHTUPUKALNMOHHOTO HOMEPa.
Mocne peructpaumn 3anpoca 3akaszuuka B CPO WMcnonHutenb, WCNONb3yd MNepefaHHY 3aKa3umkom
KOHTaKTHYO WHdopMauuio, MHbOPMUpPYeT 3aKasumka O TOM, 4To obpaleHue 6bl10 3aperncTpUpoBaHo,
coobwaeT 3akaszumnKy BpeMs perucTpaunm 3anpoca, YHUKanbHbli UAEHTUDUKALMOHHBIN HOMep 3anpoca K
NPUCBOEHHbLIN eMy MpuopuTer.

B TeueHMe MaKCUMManbHOroO BPEMEHW peakuMW, COrnacoBaHHOro B HacToswem PernameHTte (n. 6.4, ecnu
MHblE CPOKM He OroBOpeHbl B onucaHuu VYcnyru), WcnonHutene obecneynBaeT HaLnexalyto
MapwpyTM3auMio 3anpoca Ha COTPYAHMKOB MCNOMHWUTENs, OTBETCTBEHHbLIX 3a 06paboTKy 3anpocoB Ha
nogknveHne Ycnyr.

3anpoc Ha OTK/KUeHWe OencTeylen Yonyru, pernctpupyemoln B CPO UcnonHutens, B oHsa3aTe/lbHOM
nopsinke LO/HKEH COLEPXKATb CNEAYIOWYI0 MHOOPMAaLMIO:

HanMeHoBaHMe KOMNaHMM 3aKa3yumka.

Mma n damunuio MHMumatopa 3anpoca.

TenedOHHbLIN HOMEP U afpec 3NEeKTPOHHON NoYThl MHMUKMaTopa 3anpoca.

Bpems peructpauum 3anpoca.

MNaeHTUPMKALMOHHbIN HOMep 3anpoca.

MpuopuTteT 3anpoca.

CKaH-KOMNWIO 3aKa3a Ha OTK/oYEeHWe AeNCTBYIOWEN YCAYrK € NOMETKON « OTKAOUEHME» U YKA3aHUEM HOMEpPa
W JaTbl paHee nepepaHHoOro 3akasuukoM WcnoaHuTento 3akasa Ha NOAKIYEeHMe UM U3MEHeHUe
KOHbUIypaunm gencTeytowen Ycayru, nognucaHHyo ynoaHOMOYEHHbBIM IMLOM 3aKa3uunka.

Mpu HEOBXOAMMOCTU, MHXKEHEPDLI VCNONHUTENS, HENOCPEACTBEHHO OTBEYAlOWME 3a UCNONHEHWe 3anpoca,
CBA3bIBAIDTCA C MHMUMATOPOM 3anpoca Ona Uenen yTOYHeHus [etanei no 3anpocy. B cnyuvae, ecnu
nHdopMaumna, 3anpamBaemMas MHXeHepaMn NCnonHuTens, He MoXeT BbiTb NpegocTaBneHa MHMLMaTopom
3anpoca B MOMEHT HEenocCpencTBEHHON CBA3W, WCNonHWMTENb BNpaBe YBEWUMTb MaKCMManbHOE BpeMms
peweHuMa 3anpoca NponopUMOHaNbHO NEPUOLY OXMAAHUS AONOAHUTENBHON MHbOPMauUn oT MHuumaTopa
3anpoca. B cnyuvae, ecnu WMHuumatop 3anpoca He npepoctasnser WCNOMHUTENO OOMNONHUTETbHOMN
nHpopMaLumMmn ona pelleHus 3anpoca B TeveHue 5 (Matn) pabounx OHEN C MOMEHTa YTOUHEHUSA OeTanei no
3anpocy, Takon 3anpoc CYUTAETCA OTMEHEHHBLIM U NMOOJIEXUT 3aKPbITUIO.

Mocne nposefeHns paboT No 3anpocy Ha OTKAYEeHMe aencTByowen Yenyru, NCnonHUTeNb perncTpupyeT
npouseeneHHblin 06beM paboT M BCIO Heobxoaumy MHbopMauuto no 3anpocy B CPO m ceA3biBaeTCs C
MHnuvaTopoM 3anpoca A8 MOATBEPXKOEHUS YCMNEWHOCTM BbINOMHEeHUs 3anpoca. [Mpu nonydeHumn
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10.9.

11.1.

11.1.1.
11.1.2.
11.1.3.

11.2.

11.3.

12.1.

12.2.

12.2.1.

12.2.2.
12.3.

13.

13.1.

13.2.

13.3.

13.4.

14.1.

nogrTeepxxpgeHnsa ot MHuumatopa 3anpoca, NcnonHutenb 3akpbieaeT 3anpoc B CPO. Ecnn UHuuwmartop
3anpoca He noaTeepXaaeT YCNewHOCTb BbINOHEeHUS 3anpoca, VICNonHUTeNb OUEHUBAET NPOoU3BeaeHHble
no 3anpocy paboTbl, COrnacoBbiBaeT ¢ MHMUMATOPOM 3anpoca npoao/KeHne pabot no 3anpocy U CNUCOK
LOMOSAHUTENbHbBIX HEOBXOAUMBIX K UCNONHEHWUIO paboT. B cnydvyae ecnv NOATBEPXKLEHME UKW OTKIOHEHMEe
YCMNELWHOCTHN BbINOMHEHMSA 3anpoca He 66110 NoiydyeHo McnonHntenem ot MHuumatopa 3anpoca B TeYeHue 5
(NaTtn) pabounx gHen ¢ MOMeHTa nepegauun VicnonHutenem B agpec MHuumatopa 3anpoca yseaomsieHus ob
OKOHYaHUM paboT no 3anpocy, Takon 3anpoc CUMTAETCH YCMNELWHO BbIMOAHEHHbBIM U NOAMEXKUT 3aKPbITULD.
OTkNoYeHne YCayru, Bavsalowee Ha M3MeEHeHWe KOHEYHOW cToMMocTu [orosopa, TpebyeT nepecMmoTpa
NOSIOXEHNIA 06 YCAOBUSAX M CTOMMOCTU HacToswero [Lorosopa v LOMKHO 6biTb cornacosaHo CTopoHaMu B
JONOAHUTENbHOM COrflalleHMK K HacTos WweMy [loroeopy.

11. 3CKANALMA 3ANPOCOB

VcnonHutene obecneyunBaeT BbINOJIHEHME MPOUEenyp BHYTPEHHEeW 3acKanauuu npu obpaboTke 3anpocos
3aKa3uuKka B CefyoWmnx cnyyanx:

WcnonHuTento ana nposeneHns paboT no 3anpocy Tpebyetcs npueneveHne fONONHNTENbHbBIX PECYPCOB;

B MOMEHT Nnopaun 3anpoca TpeboBaHns 3akazumnKka BbIXOAAT 38 PaMKMW OKa3blBaeMblX 3aKazumnky YCayr;

LS COrnacoBaHWs C 3aKa3uMKOM BOMPOCOB, BO3HWMKILUMX B XOLE BbiNOAHeHWs paboT no 3anpocy M
HaXOL4ALWMXCS BHE 30Hbl KOMNETEHUMM UK OTBETCTBEHHOCTU NcnonHuTens.

Mpu onucaHHbixX B n. 11.1 HacToswero PernaMeHTa ciydaax ackanaumm 3anpoca CTOPOHbI AOrOBapuBaloTCs
0 BO3MOXHOM YBE/TIMYEHUN MAKCUMANbHOIO BpEMEHW pelleHunsa npu obpaboTtke 3anpoca. Takme yBenmueHums
cornacytotca CTOpoHaMuM B OTAENbHOM NOPSAKE B XO4e BbiNoAHeHMa paboT no 3anpocy.

B cnyuae, eciin ons peweHua 3anpoca TpebyeTcs BbiNnonHeHWe paboT BEHAO0POM/BHEWHUM NOAPSAYMKOM (N.
6.3. MpunoxxeHusa N2 2.0. k Joroeopy), NcnonHuTens HGOpPMMUpPYET 3aKasumKa O CPOKax, YCTAHOBJIEHHbIX
BEHOOPOM/BHEWHNM NOLAPALUMKOM 0715 peleHnst Takoro 3anpoca. B ykasaHHOM cny4vae MNCnonHuTenb
BMNpPaBe YyBeNIWUUTbD MaKCUMalbHOE BpeMs peweHus 3anpoca nponopuvoHanbHO Mepuopy Cpoka,
YCTaHOBJ/IEHHOIO BEHOOPOM/BHEIWHMM NOAPAAYNMKOM AN peleHns Takoro 3anpoca. McnonHuTenb He HeceTt
OTBETCTBEHHOCTb nNepen  3aka3yMKOM 33 MnpeBblleHMe BEeHOOPOM/BHEWHUM MOAPSAYMKOM CPOKOB
BbINONHEHMS PaboT, HanpaB/ieHHbIX Ha peweHne 3anpoca.

12.  ydJ10BUA NMPOBEAEHUA PETMTAMEHTHbBIX /UMW CPOYHbLIX PABOT

MCnofHWTENb MMEET NPaBo, YBELOMMUB NO 3EKTPOHHON NOYTE YNOJHOMOUYEHHOE (-ble) NMLo (-a) 3akazuunka,
yKa3aHHoro (-bix) B N. 3.3. HacTosIlWero PernaMeHTa, NpepbiBaTb NPenocTaBieHne goctyna K Ycayre B cnydae
npoBeaeHnsa PernaMmeHTHbIX U/unun CpoYHbix pabor.

ECM MHOE He YCTaHOB/IEHO B COOTBETCTBYHOLWEM pasaene SLA Ycnyr, UcnonHutens 0693yeTca yBeaoMnTb
3akasuuka:

O NpoBeaeHun PernaMeHTHbIX paboT B CPOK He MeHee, YeM 3a 2 (aBa) pabounx oHA 0,0 Havana npoeeneHus
Takux pabor;

0 npoeepeHnn CpouHbIX paboT - HENOCPEACTBEHHO Nepen HavyanoM NPoOBeAEHMa Takux paboT.

WHble YCOBUS M XapaKTEPUCTUKMU NPoBeaeHUs PernaMeHTHbIX u/unn CpoyHbliX paboT npepycMOTpEeHbl B
COOTBETCTBYIOWEM pa3gene SLA Ycnyr.

NOPAAOK B3AUMOOENCTBUSA CTOPOH B OTHOLLUEHMU BbINJIATbI KOMMEHCALMU UCMONHUTENS 3A
HAPYLUEHWE YCNTOBU AOCTYNHOCTU YCNYTU, BPEMEHU PEAKLIMU U BPEMEHU BOCCTAHOBJIEHUSA

B cnydyae o6Hapy)eHMs 3aKa3uMKOM OCHOBaHWMA ONs BbinjaaTtbl wTpada, ycTaHoBAeHHoro n. 7.1.
MpunoxeHus N2 2.0. K [Joroeopy, 3akaszuuMkK MOXeT B TeuyeHue 60 (WecTMaecssTn) KaleHAapHblX OHEW ¢
MOMEHTa OBOHapy)XeHUs HapylleHMs YCIOBMIA [OCTYNMHOCTM VYC/yrvM, BPEMeHW peakuuu, BPEeMEHMU
BOCCTAHOBMEHUA, HanpaBuUTb NCNONHUTENIO NPETEH3UID, PYKOBOLCTBYACH NpaBMiaMmn U yCI0BUSMU NOJaun
ObpauleHnin, ykasaHHbIMM B HactosweM PernameHte. lNpeTeH3us OoOMKHA 6blTb OBOCHOBAHHOW, K Hel
LOMIXKHbI BbITb NPUIOXEHbI OKYMEHThI, NOATBEPXKAAWMNe TpeboBaHMA 3aKa3uunKa.

McnonHuTenb 0693aH paccMOTPETb NOMYUEHHYIO NPETeH3M0 3aKasunka B TeueHune 5 (Matm) pabouunx gHen ¢
MOMeHTa ee nonydyeHusa. Ecnmn npeTteHaus npusHaetcsa McnonHuteneMm o6OCHOBAHHON, TO McnonHuTeNb
06s3yeTcs coobwmnTb 06 yKazaHHOM 3aKa3uuKy B MOpsaKe B3aMMOOeNCTBUSA CTOPOH, YCTAHOBAEHHOrO
HacToAWMM PernamMeHToM.

Mo wucTeyeHuMn OTYETHOro nepuomda BMecTe ¢ AKTOM 3a ouyepegHol OTYeTHbIM nepuopg McnonHutenb
HanpaBAsieT B agpec 3akasunmka AKT O B3anMmosauerTe.

Mpu HapylleHn 3aKa3umMKOM CPOKa, NPeaycMOTPeHHoro B n. 13.1 HacToswero PernamMmeHTa, Uiam yCnoBui
nogayvun npeteHsnun, NCnonHuTenb Bnpase OTKa3aTb B NPEAOCTAB/IEHMN KOMMNEHCAL UK.

14. ONOBELWEHWE 3AKA3YUKA OB MHUMOEHTAX UHOOPMALMOHHOW BE3OMNACHOCTU

B cnyyae o6GHapyxeHuss MVcnonHutTenem WHUMOEHTA WMHGOPMAUMOHHON 6e30MacHOCTU, CBA3AHHOTO C
DYHKLUMOHUPOBaAHMEM UHDPACTPYKTYPLl 061a4HON NnnatdopMbl UCMONHUTENSA, U KOTOPbIA MOXET NoB/eYb 3a
coboi (M1 NOBNEKIUEro) HapyleHMe KOHPUAEHUMANbHOCTU U LUEeNOCTHOCTU AaHHbIX 3aKa3uuKa, a TakKxe
LOCTYNMHOCTU MPenoCTaBaseMbIX 3aKa3uMKoM Ha 6asze MHGPACTPYKTYpPbl MCNONHUTENA CepBMCcOoB U YCyr,
McnonHuTens 064a3yeTcsd yBeAOMWUTb O BbIABIGHHOM MWHUMAEHTE YMNOJHOMOUYEHHOrO npeacrasuTens
3aKkasuMKa B TeueHue 24 (oBafuUaTM 4YeTbipex) YacoB MOC/E BbLISIBNEHUS U NoKanusauuu (YCTaHOBNEHUS

CTpaHuua 8 n3 10



14.2.

14.3.

14.4.

14.5.

14.6.

14.7.

14.8.

14.9.

14.10.

peTtanen) MHUMAEHTa C UCNOb30BAHMEM €ro KOHTAKTHbIX LaHHbIX, MPUBELEHHbIX B M. 3.3 HacToAwWero

Pernamenra.

K nepeyHio MHUMAEHTOB MHDOPMALMOHHONW 6e30nacHOCTM, O KOTOpbIX McnonHuTenb [omXKeH coobuwatb

3aKasunky, OTHOCATCS:

e 06x040 NepuMeTpoBbLIX CpeacTs 3awmtel U WEB Application Firewall (WAF) B cocTtaBe MHDPaCTPYKTYpbI
obnayHon nnatdopMmbl MicnonHUTena, NOBNEKWMX 3a COHBON BO3MOXHbBIN HECAHKLMOHMPOBAHHbIN [OCTYN
K «QpraHusaummn» (TeHaHTy) 3aKas3uuka C UCNONb30BaHMEM KoHconen VMware Cloud Director u Veeam
Backup&Replication;

e 06x0p4 cpeacTs 3aWmMThl MHPOPMALMKU B COCTaBe MHDPACTPYKTYpPbl 06navyHoi nnathopmbl UcnonHuTens m
cpencte eé€ ynpasfeHus, MOBJEKWUX 3a coBOM HeCaHKUMOHMPOBAHHbLIM AOCTYyn K «QOpraHusaummn»
(TeHaHTy) 3aKa3unkKa;

e nocnenoBaTeflbHOCTb COBBLITUI MHPOPMAULMOHHOW 6He30MacHOCTU, BbISIB/IEHHbLIX cpeacTeaMu SIEM
MCnonHUTEeNS U CBUOETE/IbCTBYOWMX O BO3SMOXHOM f0CTyne K «OpraHm3aunn» (TeHaHTy) 3aka3umka u3
«QpraHusaumnmn» (TeHaHTa) APYroro 3akasumka MHGPacTPYKTYpbl o6navyHoin nnatdpopmbl MCNonHUTeNa B
06x00 MexaHM3MOB 3aliuTbl 06/1a4HON naaThopMbl, oBecnevynBaInX M30aAUNKD «OpraHn3aumny
(TeHaHTOB) 3aKa3uMKOB OPYr OT Apyra;

e HECAHKUMOHWPOBAHHbLIN  [OCTYN K NepcoHanbHbIM  AaHHbIM  3aKa3uuka, PachnofIOKEHHbIM B
MHPOPMALMOHHBIX CUCTEMAX MEepPCOHaNbHbIX AaHHbIX McnonHuTens!, KoTopblid MOXEeT MNPUMBECTU WU
NpMBEN K NOTEPE, YTEYKE UIN U3MEHEHMWIO NepPCOHANbHbIX AaHHbIX 3aKa3zuynKka; HECAHKLMOHNPOBAHHbIN
duanuecknin  poctyn K obopynoBaHWio WHbpPAcTpyKTypbl o6navyHoi nnatdopmbl WcnonHuTtens,
pasMelanwemy MHOOPMaLNOHHbIE CUCTEMbI 3aKa3umMKa;

e B C/lyyae OKaszaHusa 3akasuuky McnonHuteneMm gononHutenbHon ycayru SherCloud Managed Services,
WHUMAOEHTbI, CBA3aHHble € HenpefHaMepeHHbIMU [ENCTBUAMW COTPYAHWMKOB WCNONHUTENS B XOA[e
agMUHUCTPMpPOoBaHMa BLLO 3aka3umka, NOBAEKWMMHM 3a COBOIM HapylweHne KOHDUAEHUNANbHOCTU U/Mnun
LefIOCTHOCTM [OaHHbIX 3aKa3uMka, a Takxke [LOCTYMHOCTM npefocTaBnseMblXx 3akaszuyMkoM Ha 6a3ze
MHDPaCcTPYKTYpbl MCNONHWUTENSA CEPBUCOB U/MNW YCIYT;

e Mpoune WHUMLEHTbl WMHDOPMALMOHHON 6e30NacHOCTU, CBSA3aHHbIE € GYHKLWMOHUPOBAHWMEM W/MAK
obcnyKmBaHneM UHGPACTPYKTYPbl obBnauHoi nnatgopmbl MicnonHUTeNns M Moryuwme nosneyb 3a coboi
(M1 noBneKkwue) HapyweHwe KOHOUAEHUMANbHOCTM M LENOCTHOCTM AaHHbIX 3aka3uuka, a Takxke
LOCTYNMHOCTM NpPefocTaBnsaeMblx 3aKa3umMkoM Ha 6a3e MHPpPacTPYKTYpbl MCNONHUTENA CEPBUCOB U YCAYT.

Oetann 06 nHumMpeHTe MHOOPMAUMOHHON 6e30MacHOCTU, HAaNpPaBASAKTCSA Ha afpec 3NMeKTPOHHON MNoYThl

YNONHOMOYEHHOIO NPEeACTaBUTENa 3aKa3umKa M COAEPKAT CNeayoWwyo nHdpopmaumio:

e KpaTKoe ONucaHue MHUMAEeHTa MHHOPMAaLUOHHON 6e30NacHOCTH;

e [aTa ¥ BPeMS BO3HWKHOBEHWUS MHUMAEHTA;

e MOCNencTBUSA MHLMAOEHTa A8 3akasuyuka, ero BM, 1M ero nepcoHanbHbIX AaHHbIX, o6pabaTbiBaeMblX B
MHGPOPMALMOHHBIX CUCTEMAX MepPCOHaNbHbIX AaHHbIX VCNOMHUTENS, aBTOMATU3NPYIOWMX AEATENbHOCTb
NcnonHutens;

e MpPeanpuHATbIE WarM no pa3peleHntd WHUMAEHTa (KpaTKoe OnucaHuMe TOro, Kakue [encTeva B
OTHOLWIEHUW UHLUMAEeHTa BbiMM NpeanpuHaTbl UCnonHutenem);

e MpPeanpuHATbIE WarM no yBeaoOMeHWUI0 Hap30pPHbLIX OPraHoB (B Cnyyae ec/in Takas HeobxogMMocCTb B
OTHOLWEHWM PaccMaTPUBAEMOrO UHLMAEHTA ONpeaeneHa 3aKOHOLATENbCTBOM Poccuiickon @epepaumm).

Ob6s3atenbcTBO0  McnonHutena no  yBeAoOMAEHMI0 3aka3umka 06 MHUMAeHTaxX WHOOPMaLMOHHOWN

6e30MacHOCTM  HEe pacnpocTpaHseTcs Ha WHUMAEHTbl, Bbl3BaHHble [EWCTBMAMM 3akasuuka, WK

npov3oWenWwmne B pamMKax KOMMOHEHTOB BUPTYaNbHOW WMHOPACTPYKTYPbl 3aKa3uuka, 3a KOTopble HeceT

OTBETCTBEHHOCTb 3aKa3uuk.

Co cTOpoHbl MCNOAHWMTENS B KauyecTBE NMUa, OCYWECTBAAOWEro B3aMMOLENCTBME € 3aKa3uMKoM no

Bonpocam 06paboTKM BbIABNEHHOIO MHUMAEHTE MHDOPMALWMOHHON 6e30nacHOCTH, BbicTynaeT KOHTaKTHbIN

LleHTp VicnonHuTens.

XypHanuposaHue co6blTU MHPOPMAUMOHHOM 6e30MacHOCTU OCYLIECTBASIETCS BCEMU KOMMOHEHTaMMU

MHDPACTPYKTYpbl 06navyHon nnaTdopMbl UCNOAHUTENS, BKAOYAsA, HO HE OrpaHM4YMBasiCb KOMMOHEHTaMM

caMmoil obnayHoi nnathopmbl, CPeAcTBaMKU 3alUnTbl MHPOPMALMKN B COCTaBe WMHGPACTPYKTYPbl 061avyHon

nnathopMbl, TENTEKOMMYHUKALMOHHBIM M NPOYMM 0BOPYAOBaHUEM MHPPACTPYKTYPLI.

BbisBneHMe WHUMAEHTOB MHGDOPMALMOHHON 6e30MacHOCTU OCYWECTBASETCS COMNacHO YTBEPXKAEHHOMY

BHYTPEHHEMY PernaMeHTy ynpasneHus cobbiTUSMU U UHLMAEHTAMWN MHDOPMALMOHHOW Be30NacHOCTH.

[  aBTOMaTM3auMW NPOLECCOB BbLISBAEHUS WM pPearnpoBaHUA Ha WHUWMAEHTb WMHOOPMaLMOHHOM

6e30nacHOCTM Ha CTOPOHe McnonHWTens MUCNoNb3ywTca cpeactsa cbopa M aHanu3a cobbiTuin

MHpOPMaUMOHHOW Be3onacHocTM Khnacca SIEM  (Security Information and Event Management) c

npueieYeHneM ycnyru BHelHero SOC (Security Operations Center).

B xofe OCywWweCcTBNeHUA pacc/ienoBaHna no GakTy BbIIBAEHWUS UHLMAEHTA MHDOPMALWMOHHON 6e30NacHOCTH

MCcnofHMTeNb BMpaBe OTKPbIBATb A8 CBOMX COTPYAHMKOB, OCYLIECTBAAKOWMX paccnenoBaHue, M|

OCYLIECTBASATb AOCTYN K XYpPHany cobbiTuin «QpraHmM3aunmn» (TeHaHTa) 3aKa3uukKa.

B xofe oCywecTBNeHUA paccienoBaHna no GakTy BbIIBAEHMS UHLMEAEHTA MHDOPMALWMOHHON 6e30NacHOCTH

3aKa3umnK OOJ/IKEH MMETb rapaHTUPOBAHHbLIN OOCTYN K XypHany cobbiTuil ceoeit «OpraHnsaummn» (TEHaHTa)

Ha Nepuop PaccaenoBaHNs C BO3MOXHOCTbLIO €0 BbITPY3KW BO BHEWHWIA dain. Mpu 3ToOM 3aKa3umK Bnpase

* 3a ucknwdeHveMm MOH 3axkaszuuka, obpabatbiBaeMbiXx B €ro MHOOPMALMOHHBIX CACTEMAX, Pa3MellaeMbix Ha 6ase MHOPACTPYKTYpbl o06AadvHom
nnatdopmbl UcnonHutens.
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3anpawmeatb y WCNOMHUTENS BbLITPY3KWM U3 XYPHanoB cobblTM CpencTe  3aluTbl  MHbOpMaLMu
MHPPACTPYKTYpbl  oBnayHon  nnatgopmbl, BKAYas  cpeactea  SIEM,  cogepawux  cobbiTus,
CBMOETENbCTBYIOWME O BO3HWMKHOBEHWW BbISBEHHOIO MHUMAEHTAa MHDOPMAUMOHHON 6e30nmacHOCTM 3a
COOTBETCTBYIOWMIA NEPUOL, BPEMEHM.
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