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e 6a30BOE NOAK/OYEHME CePBUCA K TOTOBON NPEANOAKIUEHHON NHDPACTPYKTYPE 3aKaszunKa;
e HacTpoMka private DNS;

e CO34aHME efMHUL, WH03a HAaTUPOBAHMSA U HAacTPOMKa Ha30BbIX NPaBU/T B HEM;

e co3naHue Benoro IP-agpeca;

e HaCTPoOMKa CBS3N HECKONMbKMUX TOKAJbHbBIX CeTEN BOEOUHO;

e CO34aHMe Tpynn Nofib30BaTenei co CneLMann3npoBaHHbIMU HACTPOMKaMMU;

e HaCTPOMKa NpaBua aBTOMATUYECKOro MacwTabupoBaHus;

e Co30aHMe TUNOBON 6a3bl AaHHbIX SQL (B TOM UuKc/e, C OTKA30YCTOMYUBOCTLIO);

e co30aHMe TMNOBON 6a3bl faHHbIX NOSQL (B TOM YuKcie, C OTKA30YCTOMYNBOCTLIO);

e CO34aHME CH3MWOTOB AUCKOB.

2. YCJTOBUA N NOPAAOK OKA3AHUA YCNVT

McnonHMTeNb OKa3bliBaeT YCAYrM Ha OCHOBaHMM 3anpoca 3aka3umka 1 MNnaHa pabot (panee - Mnaw). MnaH
COrnacyeTca 1 yTBEPXKAAETCA C 3aKa3uMKOM B MHLMBMAYA/bHOM NOPSALKE.

3anpoc Ha YCnyru HanpasisaeTcsa Ha 31eKTPOHHbIM aapec OTBETCTBEHHOrO Anua McnonHuTens.

NcnonHWTenb He no3gHee chegyiowero pabouero OHSA, CAeAyiloWero 3a AHeM MOJlyY4eHus 3anpoca,
NOATBEPXXOAET ee NpPUeM Mo 3IEKTPOHHOM NOYTe, a TaKXKe rOTOBHOCTb OKa3aTb YCYry No COOTBETCTBYOWEMY
3anpocy, NM6oO Hanpas/iseT CBOM 3aMeuyaHus, KOTOpPble PaccMaTpuBaloTcs 3akasuuMkoM. B cnyyae, ecnu
3aKa3uMK He CornaceH ¢ M3MeHeHMaAMM, NpoLeaypa CornacoBaHms 3aaBKMU NOBTOPSETCS.

CTOPOHbI yTBEPXKAAIOT MNaH nyTeM cornacoBaHusa no 37eKTPOHHOW noyTe.

B pamkax SberCloud Managed Services VcnonHUTeNnb OKa3blBaeT YCIYrM HAa OCHOBAHWMMW COMNacoBaHHOMO
MnaHa, roe NoOpaAoK OKa3aHMA — 3TO ABa LOCTYMHbLIX BAPWAHTa OKa3aHUSA YyCyru:

No pPacnMCaHMIO, TO eCTb C YKa3aHMEM XKenaeMblX CPOKOB AN KaXXAoro oTAenbHoro suaa ycnyr SberCloud
Managed Services;

no 3anpocy, To ecTb 6e3 pacnucaHusa, NnyTemM Hanpae/IeHUs 3aNPOCOB B paMkax MpuioxeHus N2 4 K [lorosopy
¢ ob6sa3atenbHol TeMol nucbMa «Managed Services» Ha agpec 3MeKTPOHHOM NouTbl TeXHUUYEeCKon
NOOAEPXKKN, HE NMPUBSI3AaHHbIX K KAKOMY-TO ONpeneeHHOMY BpeMeHu.

O6MeH opurmHanamm LOKYMEHTOB, HeOBXoauMbIX MCnonHUTENto AN oKasaHusa Yonyr, a paBHO nepefava
3aKa34yunKy NOMYYEHHbIX/CO3AaHHbIX B MPOLEcce OKa3aHusa YCNyr OpUrMHanoB LOKYMEHTOB, OCyLLEeCTBAAETCA
cunamMm M 3a  cuyeT 3akasuuka. OpurvHanbl MOAYYEHHbIX/CO30aHHbIX  WCnonHuTenemM [OKYMEHTOB
VcnonHWTenb nepepaeT Hagsexawum obpa3oM yno/HOMOYEHHOMY NMuy 3aka3uuka, B cnydae SberCloud
Professional Services - BMecTe ¢ AKTOM CAauYM-NpPUEMKM oKasaHHbIX Yenyr (MpunoxeHue N2 6 K Jlorosopy).

LJoCTaTouHbIM PaKTOM NOATBEPXKAEHUSA OKazaHus ycnyr aBaseTcs yCnewHbIN 3anycK
YCTAHOBJ/IEHHbIX/HACTPOEHHbLIX CEPBUCOB, MNPOrpaMMHOro obecneyeHus UM MNPOUMX COMYTCTBYIOLLMUX
KOMMOHEHTOB cornacHo MNnany.

3. LLENTEBbIE NOKA3ATEJTM MO NPEOOCTABJIEHUIO YCJTYTU

OpMeHTMPOBOUYHLINM CpoK okasaHua ycnyr SberCloud Professional Services cornacyetcs v ykasbiBaeTtcst
CtopoHamn B MnaHe (cM. pasgen 3 Hactoawero TFPUNOXKEHMA) WM UCUUCAAETCS CO [OHA NOMyYeHus
McnonHuTeneM oT 3akKa3uuka Hagnexawmm obpa3oM OdpOopPMIEHHOro NOSIHOrO KOMMEKTa AOKYMEHTOB,
HeobxoauMoOro pnns  okasaHua VYcnayr. [llocne nonaydeHus BCeW Heobxooumon uHdopMauum no
cornacoBaHHOMY lMiaHy oKasaHue ycnyr HauuHaeTcs He no3gHee 10 (oecatu) pabounx oHew.

Cpok BbINOSIHEHMS Kaxporo u3 empa ycnyr SberCloud Managed Services ucumcnaerca He paHee MOMEHTa
cornacoeaHua CTopoHaMu [lMnaHa v nNpu YCNOBWMWM NpenocTaBfieHuMs 3aKa3uuKoM BCel HeoBXoaumon
MHbOPMaLMK ONsa OKasaHus YCnyru.

B paMKax ycTaHOBMEHHbIX NoKasaTtenen ansa nnatdpopmbl SberCloud Enterprise 3aka3umMkK MOXKeT 3aKa3blBaTb
100 3 (Tpex) TUNOoB YCNyr OAHOBPEMEHHO: 2 (1Be) CO BPpeEMEHEM BbINOMHEHMSA A0 24 (OBafLaTh YeTbipex) Yacos,
n 1 (opgHON) — ¢ BPpeMeHeM BbINOSHEHUS L0 48 (COpOKa BOCbMMW) YacoB, UK 3 (TpKU) BUAA YCIYT CO BPEMEHEM
BbINOMHEHMA [0 24 (ABapUaTW 4YeTbipex) YacoB cornacHo Tabnuue 1. BpeMs BbINOSHEHMA TakoW oblei
3a8BKM ByOeT cuMTaThCs No CaMoMy ANIUTENbHOMY BPEMEHM BbINO/THEHMS B Habope yCnyr.

B pamMKax yCTaHOBJEHHbIX nokasaTtenen gnaa nnatdopmbl SberCloud Advanced 3akazumk MOXeT 3aKa3blBaTb
He 6o/1ee OLHOMO TUNA YCNYT B YKa3aHHbLIA Nepuog,.

B c/yyae, ecnu CocTaB U/MAM OBbEMbI YCIYr BbLIXOAAT 3a Mpepensl yKasaHHbiX B Tabnuuax 1, 2
XapaKTepuCTUK, B TOM YUCNe HacTpolka npouunx ycnyr ons nnatpopmbl SberCloud Advanced, koTtopbie B
ABHOM BMAEe He nepeyYncneHbl B Ta6nvu.|,e 2, TakKne ycnyru, CpokKm U BO3MOXHOCTb WX BbINONHEHUA
COr/1IacoOBbIBAKOTCS € 3aKa3YMKOM B MHAMBULAYA/IbHOM NOpsiaKe.
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Domain Name Service DNS HacTtpoika private DNS 0,25 0o 24 0o 10 30H
Co3pgaHuMe  eguHWL,  W3a
NAT Gateway N3 HaTMpoBaHma HaTUPOBAHMA U HACTPONKa 0,25 o 24 o 10 eguHuL,
63a30BbIX NPABUA B HEM
Cosnaue  nyBamuHoro  IP- 3aBUCUT OT KBOTbI, HACTPaUBaeTCA
Elastic IP Ny6nuuHbIn IP-agpec anpeca 0,25 o 24 COBMECTHO C O4HUM 13 CEPBUCOB
p Bbllle
. CBA3b HECKONbKUX NOKaJbHbIX | HacTpolk 31 HECKOJIbKMX .
VPC Endpoint . acTpovika ce 31 eckon 0,25 o 24 [o 5 coegMHEHNN
ceTen NIOKANbHbIX CETEN BOEAUHO
CosgaHue rpynn
. . nonb3oBartenemn
1AM HacTtponku nonb3oeaTtenen ene co 0,25 o 24 0o 10 rpynn
cneuMann3npoBaHHbIMK
HacTpoMKamu
HacTpolika npaeun
. ABTOMaTUYECKOE
Auto-Scaling aBTOMaTUYECKOro 0,25 o 24 o 10 npaeun
MacwTabupoBaHue
MacwTabupoBaHma
YnpaBneHue pensaunoHHbIMU Cosnarue THNOBON Gazp
Relational Database Service LaHHbIX SQL (B TOM uucne, ¢ 0,25 Oo 24 0o 10 wryk
6a3aMu gaHHbIX .
OTKa30yCTOMYUBOCTBIO)
YnpaeneHus LOKYMeHTHo- | Co3gaHue TUNOBOMN Ha3bl
Document Database Service | opuveHTUPOBaHHOM 6a3on | gaHHbiXx NoSQL (B ToM uncne, ¢ 0,25 Oo 24 0o 10 wtyk
LaHHbIX OTKa30yCTOMUMBOCTLIO)
R R MeHenyke npasneHus
Elastic Volume Service ,D,VICKaﬂMVI P ynpaene Co34aHue CH3MNWOTOB AUCKOB 0,25 0o 24 0o 50 wryk
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4. norPAOOK COAYU-NMPUEMKU YCNYTA

B pamkax SberCloud Professional Services coava-npreMKa oKasaHHbIX YCYr NPOU3BOAMTCA MO AKTY caaumn-
NPpUeMKMN OKa3aHHbIX Vcnyr, noanucbiBaeMoOMy yNOJHOMOYEHHbIMKW NpeactaBuUTendaMun CTOpOH B nopsagke,
npegycMoTpeHHoOM Jorosopom.

B pamkax SberCloud Managed Services cpava-npveMKa OKaz3aHHbIX YCAyr npou3BoauTCs no dakTy
YBEAOMEHNS 3aKa3umKa No 3EKTPOHHON NoYTe 06 OKOHYaHWMK OKa3aHua Ycayr.

3aKa3umnK B CPOK He no3fgHee 5 (NATM) pabouunx gHeW ¢ AaTbl NOAYYEHUS YBe[OMAeHUsa oT McnonHuTens,
0653aH:

(a) NpMHATL BCE BbLINOAHEHHbIE VCNONHUTENEM YCNYrM NOMHOCTbIO M NOATBEPAMWTL YKa3aHHOEe cornacmem
NocpencTBOM 3/IEKTPOHHOM NOoYThI;

(6) N"MB0 He MpPUHUMATb OKa3zaHHble YCAyrn U yBegoMutb MICNONHUTENS O NMPUYMHAX Hemnpuema C uesbio
KOPPeKTUPOBKKM paboT NcnonHuTeneMm corfiacHo tpeboBaHUAM 3aka3zuuka (B pamMKax COOTBETCTBYOLLEN
3as8BKM U MnaHa).

B cnyyae ecnm 3akasuuMK B CPOK, YCTAHOBMAEHHbIM N. 4.2.1. HacTosuwero [MpunoXeHusl, He HanpasuT
WNCNOAHMTENID MOTMBMPOBAHHLIA OTKa3z oOT npueMa Ycayr, Ycnyrn 6yayT cuYMTaTbCs BbINONHEHHBIMU
McnofHMTenem B NonHOM obbeMe.

5. NnoPAAOK PACHETOB N TAPUDUKALILA

CTOMMOCTb OKa3sbliBaeMblx YCyr no oroeopy cornacosbiBaetcs CTopoHaMu B 3akasax YCNyr, Ha OCHOBaHUU
TapudoBs, pazMep KOTOPLIX YCTaHOBNEH B MpunoxeHnn N2 7 kK [loroeopy. CTOMMOCTb YCYrvM yKa3blBaeTcs
3a OTUETHbBIN Nepuoa.

B cnyuae nokynku lMakeTtoe Yacoe SberCloud Managed Services cornacHo npunoxenuio N2 7 kK [lorosopy
3aKa34yMK NPOMHGOPMUPOBAH U COTNAceH, uYTo MaKeTbl YaCoOB CropatoT No UCTEUYEHMIO MecsiLa, B TOM YKche,
B TOM C/lyuae, ec/iv 3aKas3umMK HMYEro He 3aKasbiBaj B TeYeHMe 0aHHOro Mecsua.

OnnaTa ycnyr ocywecTsnasetcs 3aka3umMkoM B NOPsSIAKeE, YCTaHOBNEHHOM Paspenom 4 [lorosopa.
6. OBA3ATE/IbCTBA CTOPOH

3aKka3uunk ob6s3yeTcs:

NpPeaocTaBUTb BO3MOXHOCTb AN yOANeHHOro poctyna McnonHuTenss K oBbekTaM WHGPacTpyKTypsl
3aKa3umMka B npepenax, HeobXxopuMMbiX B LENax okKasaHus Ycnyru. B ciydvae HeobxoAMMOCTM Bble3na
cneumanucTa VCNONHUTENS Ha TEPPUTOPMIO 3akaszuuka NpefocTaBWUTb TaKOMy Cheuuanucty AOoCTyn Ha
TEPPUTOPUID U K WHPPACTPYKType 3aka3umka, obecneuntb paboToCnocoBHOCTL MHGPACTPYKTYPbl U
nogKntUeHne ee K cetn MHTEpHeT;

npenocTaBnaTb NCNONHUTENIO BCE HEOBX0AMMbIE A8 OKa3aHUsA YCNYrn [OKYMEHTBl U MHbOPMaUUIo B BUAE,
dopmMe n KonuvecTee, HeoBXOAMMOM WCNONHUTENIO ANA KAa4YeCTBEHHOro OKasaHusa YCnyru. 3axkasuuk
rapaHTupyetr Mx MOAMHHOCTb M OOCTOBEPHOCTb. NCNOMHUTENDb UCXOAUT U3 NPe3yMnumMmM LOCTOBEPHOCTH
npefocTaBNeHHON WHpoOpMauMM M He NPOBOAMT €€ [OMNOJHUTENbHOM NpPOBEpKM. 3aka3umK HeceT
OTBETCTBEHHOCTb 3a A,OCTOBEPHOCTb M CBOEBPEMEHHOCTL Nepefayum NCnonHUTeNto LOKYMEHTOB, MaTePUanoB
N MHbopMaLuMmn, HeobBXoaUMBbIX ANS BbINOMHEHUA YCnyrn. B ciyyae nepenayn 3aka3uMKOM HELOCTOBEPHOMN
nHdopMaumn, NCNoNHWTENb He HeCceT OTBETCTBEHHOCTM 3a HeHapfiexallee Ka4vyecTBO M CPOKM oKasaHus
YCnyru, a TakKe apyrue nocnencTens MCNoNb30BaHMa UM B NPOLECCEe oKasaHusa YCyr Takon MHpopMaumn.
no 3anpocy MCNoaHWTENs BbigaBaTb LOBEPEHHOCTM Ha COTPYAHMKOB WMcnonHuTens, Heobxopumble Ans
OKasaHua Ycnyru;

B clyyae okazaHua ycnyru SberCloud Managed Services gna nnatdopmel SberCloud Advanced obecneuntb
nopgknoueHune ycnyru Cloud Trace Service - cepsuca obnauHoit nnaTdopmbl SherCloud Advanced,
obecneunBaloen XypHanMpoeBaHMe OencTBMin nonb3oeaTtesiein 061avyHONn MHDPACTPYKTYPbI.

VcnonHuTtens obsasyetcs:

npenocTaBnaTb MO 3aNpocy 3aKa3uuKa nepeyeHb AOKYMEHTOB U MHbOPMaL MK, HEOBXOAMMbIX ANA OKa3aHua
yenyr;

OKa3blBaTb 3aKa3uymnKy MHOOPMALMOHHYIO M KOHCYbTaLMOHHYIO NOAAEPKKY No Ycnyre;

OKa3blBaTb YC/IYyrM KauyecTBEHHO M B Hag/fiexallue CPOKM M COBepllaTh BCE CBOWM LEWCTBUA B MHTEpecax
3aKa3uunka;

He3aMeanTeNlbHO M3BellaTb 3aKa3umMKa O HacTyn/ieHun oB6CToATeNbCTB, NPEnATCTBYIOWMX NCnonHuTeNo
BbIMOJIHATE CBOW 06a3aTeNbCTBA B PaMKax YCyru;

coobuwaTtb 3aKa3uMKy No ero NMCbMeHHOMY TPebBOBaHUIO CBEAEHMS O XOAe OKa3aHusa YCAyru;

YCTPaHATb OWNBKK, KOTOPbIE MOTYT BO3HUKHYTb MPU OKa3aHun YCiyr.

WcnonHuTenb Bnpage:
OKa3blBaTb YCAYIU TIMYHO NGO NOPYYNUTb UX UCMONTHEHUE TpeTbeMy NuLy 6e3 U3MEHEHUS CTOMMOCTU YCNyru;
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9.

TpeboeaTb OT 3aKas3uuka MNpPefocTaB/ieHUs eMy WHPOoOpMauuM W OOKYMEHTOB, HeobxoguMbix nons
CBOEBPEMEHHOro OKasaHusa YCnyru.

Y 3aKa3uunka uMeeTcs NoHMMaHue, YTo NICNOoMHUTE b OKa3bliBaeT YCAYrn B COOTBETCTBUMN C AENCTBYIOLWMNM Ha
MOMEHT OKazaHus Ycayr 3akoHopaTe/nbCTBOM Poccuiickon depepauuu, no3ToMy 3akasuuk He Oyaer
TpeboBaTb OKa3zaHWa YCIyru B HapylleHMe 3akoHogaTenbcTea Poccuinickon depgepaummn nnmM BHe npenenos
JEeNCTBUTENbHbIX BO3MOXHOCTEN McnonHuTens.

WCnofHWTENb He HeceT OTBETCTBEHHOCTM nepen 3aka3uumkoM 3a BCe NOCNeACTBMS, Bbl3BaHHbIE
HenpeacTaBNeHWEM/HECBOEBPEMEHHBIM  NPEAOoCTaBieHneM  3aKa3uMKOM  Hagnexawux  [OCTynos,
nHpopMaunm, cBeneHNN (IOKYMEHTOB), NPeaoCTaB/leHNEM HEKOMMJIEKTHON AOKYMEHTAUUW UKW eclin 3TH
nocnencTBus Bbi3BaHbl BUHOBHLIM AelcTBMEM (Be3pelcTBMeM) caMoro 3akasumka, NMbo TpeTbux NuL, co
CTOPOHbI 3aKa34yuka.

NCnoNHUTENb HU B KAKOM Clyuae He ByAeT HeCT! OTBETCTBEHHOCTb 3a:

noHeceHHble 3aKa34yMKOM B CBA3M C NOTepen faHHbIX NMB0 BOCCTAaHOBNEHUEM NPOrPaMMHOro obecneyeHus;
YyB6bITKM, NOHECEHHbIE B CBA3M C 3aMEHOIM 3aKa3umMKOM NPOAYKTOB UAWN YCAYT;

CNyyalHbIe/KOCBEHHbIE YObITKM, BK/IOYAA CTOMMOCTb NMPOCTOS UKW YNYLWEHHYIO BbIrO4Y.

OTBETCTBEHHOCTb. KOMMEHCALIMA 3A HAPYLLEHWE LENEBbLIX MOKA3ATENEN OKA3AHWNA YCNYTU

B pamkax SberCloud Professional Services oTeeTcTBEHHOCTb McnonHuTens nepepg 3aka3uyMKoOM B 11060M
cnyyae orpaHuyeHa peanbHbIM (MPSMbIM) ywepboMm, Ho:

He HBonee 20% pa3Mepa OT CTOMMOCTU YC/IYIM 3@ OTUETHbIN Nepuop, ecin CTOMMOCTb YCNyrn 3a OTYETHbIN
nepuop coctasnseTt He 6onee 100 000 (CTo ToicaY) pybnen;

He HBonee 10% pa3Mepa OT CTOMMOCTU YC/IYIM 3@ OTUYETHbLIN Nepuop, ec/in CTOMMOCTb YCNyrn 3a OTYETHbIN
nepuop coctaenset 6onee 100 000 (Cto Thicau) pybnei.

B pamkax SberCloud Managed Services CTOpOHbI COTrNaWanTCs, YTO B KAYECTBE KOMMNEHCaUUKM 3a HapyLlleHne
YCTAaHOBJMIEHHbIX LENeBblX MnokasaTenel okKasaHus VYcnyru, WCnoNHUTeNb NPefocTaBaser 3aKasumky
LOMOSIHUTENbHbLIA HecnnaTHbIM Yac 3a KakAbld MPOCPOYEHHBIA Yac B paMKax YCTAaHOBNEHHOIO BPEMEHM
BbIMOJTHEHMA U C YY4ETOM YC/TOBUW, YCTAHOBJIEHHbIX pPa3fefioM 4 HacToswero MpuioxKeHus.

8. UHbIE YCJ1OBUA, NPUMEHUMBIE K YCNYTAM

NcnofHMTeNb He ocyuecTeaseT M obasyeTca He ocyuwecTsnate 06paboTky, O3HaKOMNeHue,
pacnpocTpaHeHue, npefocTaBneHme, 61OKMPoBaHNE, YHUUTOXEHUE, 0Be3nnumMBaHme faHHbIX, B TOM YKcne
NnepcoHanbHbIX BaHHbIX, 06pabaTbiBaeMbIX B MHPOPMALMOHHBIX CUCTEMAX 3aKa3unKa, pa3MellaemMblix Ha Baze
MHPPACTPYKTYpbl 06nadHol nnatdopmel McnonHutensa. WHbBIMKM  cnoBaMu, AOCTyn WMcnonHuTenss K
MHpOpPMaLMM, pa3MellaeMon 3aKaszunKoM, ABISETCA UCKTIUYUTENBHO TEXHONOTMYECKMM (OCYLLEeCTBASEMbIM
6e3 BO3MOXHOCTM O3HAKOMNEHWI ¢ eé copepXMMbiM paboTHUKamMu WcnonHutena wnu paboTHUKaMK
CoucnonHutenem), HeoHXoOAMMbIM OS89 UCNOMHEHUS YCNOBMA [lOroBopa.

3aKa34yunK NPOUHGOPMUPOBAH W COMMTAaCeH C TeM, UTO B OTHOLWEHUM ONMMUCAHHbLIX B JAHHOM [OKYMeHTe Ycnyr
He npuMmeHsaTea ycnosua SLA Yeayr - Tpunoxedua 2.0 M T. O., KOTOPble OMNUCbIBAKT YPOBHMU
npepoctaeneHus Ycnyr no LOroBopy, KOMMNEHcauuu 3a HecobniogeHue LOCTYMHOCTM YCnyr, nopsinok
06paboTKKM 3anpoCcoB 3aKa3uunka, a TakKe MHble CBA3aHHbIE C OKa3zaHMeM YCyr BONPOChI.

PACMPEOENEHUE PONEN, OBA3AHHOCTEN U OTBETCTBEHHOCTU B OBJIACTU UB B PAMKAX OKA3AHUSA

YCNYI SBERCLOUD MANAGED SERVICES

PacnpepeneHve ponein, o06A3aHHOCTEN W OTBETCTBEHHOCTM B obnactu Wb Mexay WcnonHutenem u
3aKa3uMKOM Npu oKazaHuu UCnonHUTeNneM ycnyru npeacraBsieHo B Tabnuuax 3 1 4.
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YpoBeHb «OpraHmsaummn»
1 BUOZ 3akasumka

XypHanupoBaHue co6bITUI, CBA3aHHBIX C GYHKUMOHUMPOBAHWEM OBBLEKTOB
BLLOA 3aka3uuka (Hanpumep, ero BM) n gencTBUAMKU NoNb3oBaTeNen KOHCOMN
ynpaeneHus SberCloud.Advanced Takux Kak:

1. BXOL/BbIXOA NOJIb30BATENEN B/U3 KOHCOJIEN;
2. co3gaHue/yganeHue HOBbIX YYETHBIX 3anucel Nonb3oBaTeNien WU
NPUCBOEHNE UM NPUBUNETNIA AOCTYNA K KOHCONAM;
3. co3paHue/ypaneHue BM;
4. 3anyck/octaHos BM;
5. co3gaHue KNoHoB BM;
6. W3MEHEeHWEe XapaKTepUCTUK BM;
7. HacTpoWka NAT/DHCP/L2VPN/L3VPN, MapLlpyTtusaumu,
HanaHcMpoBLUMKaA Harpysku nimnu npaeun MEXCETEBOIO
3KPaHUpPOBaHUS;
8. co3paHMe/M3MeHeHWe 3a0aHUa PE3EPBHOMO KOMUPOBaHUS;
9. BOCCTaHOBJIEHMEe BM 13 pe3epBHON KoNuu;
10. BoccTaHoBneHue dhannos U3 Pe3ePBHON KOMUK;
11. u3MeHeHWe AUCKOBOM NOAUTUKM NO yMonyaHuio ansa VDC;
12. BKNIOYEHWUE/OTKNIOYEHUE AONONHUTENBHBIX YCNyr (noruposaHue, DFW,
VPN U1 npouyee);
13. Pa3BepTbiBaHWE NOKaNbHbLIX CETEW ANA BUPTYaNnbHOW MHGPACTPYKTYPLI; 3aKazunK
14. HacTtpolika Firewall, V|CI'IOJ'IHVITe;1b
XXypHanuposaHue 15. HacTpolika npaBua aBTO-CKENNMHIa;
cobbITUI 16. Co3pgaHue TunoBoh 6Gasbl pfdaHHbiXx SQL (B TOM uwuche, C (B pamKax npseg.ocCTLaBndeHml
OTKa30YyCTONYUBOCTDLIO); l};l(;?;rgmeg Seerrvic(()az»)
17. Co3pgaHue TunoBoW 6Gasbl pfdaHHbix NoSQL (B ToM uyucne, ¢
OTKa30YyCTONYUBOCTDLIO);
18. Co3gaHue CH3NWOTOB AUCKOB;
19. Co3pgaHue xpaHunuu (S3);
20. Pa3gepTbiBaHUE CEeTeBoro XpaHunuwa ans BUPTYanbHOM
MHbPACTPYKTYpPbl B obnake;
21. Pa3BepTbiBaHWE CEPBUCA KELWMPOBAHUS OaHHbIX;
22. Pa3BépTbiBaHMe 6pokepa cooblueHni Ha Kadke;
23. Pa3BepTbiBaHMe 6poKepa cooblueHunit Ha Rabbit MQ;
24, Pa3BepTbiBaHME NOKaNbHbIX CETEN AN BUPTYaNbHOW MHDPACTPYKTYPLI;
25. Co3sgaHue 6anaHCUPOBLUMKA HArpy3ku B 6a3oBON KOHGUrypauuu;
26. basoBoe MNOAKMNIOYEHME CEPBMCA K TFOTOBOM NpPeanofKnioYeHHOoM
WMHOPaCTPYKTYPE 3aKa3umKa;
27. Hactpoiika private DNS;
28. Co3gaHue egMHUL W33 HAaTUPOBAHUA U HAacTPoMKa 6a30BbIX NPaBun
B HEM;
29. HacTpoika CBA3WM HECKONbKUX NOKaNbHbIX CETEN BOEAMHO;
30. HacTtpoiika pawbopaos ANna MOHUTOPUHTa;
31. CosgaHue rpynn  nonb3coBatenel €O CReuManu3upoBaHHbIMU
HaCTPoMKaMu.
McnonHutenb
ALMWHUCTPUPOBaHNE ALMUHUCTPUPOBaHUE «OpraHn3aumnent» 3akasymka ¢ UCNofb30BaHUEM KOHCOMM 3aKazunK
«OpraHusaunen» u ynpaeneHus SberCloud.Advanced. (OTBETCTBEHHOCTb 3 JaKazumK
ynpaeneHne 4OCTYNOM K | AODMUHUCTPUPOBAHUE LOCTYNOM K «OpraHusauum» 3aKasuuka C
aAMUHUCTPUPOBAHUE

Hewn

MCNONb30BaHUEM KOHCOMW UM KOHCONM ynpaeneHusa SberCloud.Advanced.

«QOpraHusaumen» u
LOCTYNOM K HEN)
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Ycnyrn no adMUMHUCTPUPOBaHUIO «OpraHu3aunen» 3akasuyuka, BKAKYaoWme B
cebs:

co3paHne BM M3 cTaHZapTHbIX WabnoHOoB;

co3fgaHune BM cornacHo TpeboBaHMaM 3akasunka;

M3MeHEeHNe XapakTepucTnk BM (6e3 kactommaaumm rocreson OC);
COo3gaHune KNoHoB BM;

BbIrPy3ka MeTpUK cocTosaHusa no TpeboeaHuio (CPU, RAM, ceTeBbiX
UHTEPdENcoB);

M3MeHEHWE OUCKOBOMW NOMUTUKM MO yMoNYaHuio gna VDC;

7. BK/IOYEHUE[OTKNIOYEHUE AOMONHUTENDBHBIX YCAYr (KypHanupoBaHue,
DFW ,VPNuT. 4.);

HacTpPOMKa NPaBU aBTO-CKENTUHTA;

nAWNE

o

©

9. co3gaHMe TunoBoW BGasbl gaHHbix SQL (B TOM  uucne, c
OTKa30yCTOMUYMBOCTBIO);

10. co3pgaHue TuMnoBoW 6Gasbl paHHbix NoSQL (B ToM uucne, c
OTKa30yCTOMUYMBOCTLIO);

11. co3gaHue xpaHunuuw, (S3);

12. pas3eepTbiBaHWE CeTeBoro XpaHunuwa ans BUPTYanbHOM

MHDPaCTPYKTYpLl B obnake;
13. pa3BepTbiBaHUE CEPBUCA KEWNPOBAHMA OAHHbIX;
14. pa3eépTbiBaHne Hpokepa coobuweHnn Ha Kadke;
15. pa3BepTbiBaHUe Hpokepa coobweHnn Ha Rabbit MQ;
16. HacTpoWKa fawbophoB 4N MOHUTOPUHTa
17. HacTpoWnka private DNS

McnonHutenb
(B pamkax
NPeLoCcTaBNeHMsa YCIyru
«SberCloud Managed
Services»)

McnonHuteno

(B paMKax npegocTaBneHUs

ycnyru «SberCloud
Managed Services»)

McnonHutenb
(OTBETCTBEHHOCTL 3@
npefocTaBieHne
cepeuca)
Co3faHue/ynaneHme HOBbIX YYETHBIX 3anucen B «OpraHmM3aLmm» 1 NPUCBOEHUE 3aKazumK
UM NPUBUIErNI fOCTyNa K «OpraHnsaumn» 3akasuuka. 3aKasumk
YnpaeneHue (OTBETCTBEHHOCTL 33
AYTEHTUDUKALMOHHON ynpasneHue
MHdopMaLmnen AYTEHTUDUKALMOHHOMN
UHbopMaLnen)
. . . McnonHutenb
Co3faHue u yaaneHue y4éTHbIX 3anmcen nonb3osartenen B «OpraHu3aumm». (8 pamkax Wcnonuutens
HacTpovka npuBunernn ana  yd4éTHbIX  3anuMcer  nofb3oBateneh B (B pamMKax npefocTaBieHumn
NPeLoCcTaBNeHMsa YCyru
«OpraHusaunm». ycnyru «SberCloud
. . «SbherCloud Managed -
Co3gaHue rpynn nofib3oBaTenen co Cneunannu3mpoBaHHbIMU HACTPOMKAMMU, Services») Managed Services»)
Co3faHue, ypaneHve W aAMUHUCTPUPOBAHME C WCMOMb3OBAHMEM KOHCOMU
ynpasneHusa SberCloud.Advanced Heob6xoaMMbIX BHYTPEHHUX CETEW UAM rpynn VIChonHuTeND
6e30MacHOCTU B NPoLEcCce agMUHUCTPUpoBaHMa BLIO 3akasuumka.
Z (OTBETCTBEHHOCTL 3a
YnpaeneHue HacTporka napamMeTpoB MEXCETEBOro 3KpaHUpoBaHMA nepumetpa BLOA npenocTaBnenme
6e30NaCHOCTbIO U 3aka3uyuMKa C UCnonb3oBaHMEM KOHconu ynpasneHus SberCloud.Advanced. cepauca)
. HacTpoWka BHYTPEHHEro CerMeHTUPOBaHWMA W BHYTPEHHErO MEXCETEBOro 3aKasumk
NPOYUMU HACTPOMKAMM
_ | 2kpaHupoBaHus (c MCMNONb30BAHUEM KOHCOoNK ynpasneHus JaKazumK
Ansa BUPTYanbHbIX CETEN | sherCloud.Advanced) BLO/ 3aka3umka. (OTBETCTBEHHOCTS 3
Hactporika NAT/DHCP/L2VPN/L3VPN, MapwpyTnsaumMm unn 6anaHCUPOBKM
AAMUHUCTPUPOBAHMKE)

Harpyaku Bxogawero B BLLOM 3aka3uumka ceTeBoro TpadmKa C UCNOb30BAHMEM
KoHconu ynpasneHnsa SherCloud.Advanced.
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MogknoyeHne M HacTporka cepeuca MHTepHeT ¢ HacTpoikoh NAT B BLOA
3aka3uyuMKa C Ucnonb3oBaHMeM KoHconu ynpasneHus SberCloud.Advanced.
MogknoyeHne 1M HacTpolka Site to Site L3VPN (IPsec VPN) go BLOM 3akazuuka
C UCNONb30BAaHUEM BO3MOXKHOCTEN, NPELOCTABNAEMbIX KOHCOMbIO YNpaB/ieHua
SberCloud.Advanced.

HacTpoWka npaBui MEXCETEBOro 3KPAHUPOBAHUA C UCNONb30BAHNMEM KOHCOMM
ynpaeneHus SberCloud.Advanced B BLLOJ 3aka3uuka.

MpoBepKa NPaBUIBHOCTU CETEBLIX HAacTPoeK (Hanpumep, npasun DNAT, SNAT)
M NpaBuil MEXCETEBOFO 3KPAHWPOBAHWUSA, BbINOMAHEHHbIX KAWEHTOM B CBOEM
BUOA ¢ ncnonbaoBaHMeM KoHconu ynpasneHusa SberCloud.Advanced.
HacTtporika DHCP, mapwpyTtnszaunn n 6anaHCUPOBKU HArpy3kKu BXOLALWEro B
BLLOMO 3aka3umka ceTeBOro Tpaduka C UCNONb30BAaHUEM KOHCONW ynpaBleHuUs
SberCloud.Advanced.

PaszBepTbiBaHME JIOKaNbHbIX CeTel ONna  BUPTYaNbHOW  MHGPaACTPYKTYpPbI
3aka3uuka.

HacTpotika Firewall BHYyTpM TeHaHTa 3aka3uunka

Pa3zBepTbiBaHME JIOKaNbHbIX CeTel ONna  BUPTYaNbHOW  MHGPaACTPYKTYpPbI

3aka3suuka.

Co3gaHue HanaHCUMPOBLIMKA Harpyskn B 6a3oBOM KOHGUrypauuM B TeHaHTe
3aka3suuka.

baszoBoe  nopknilyeHue  cepBuUca K
MHbpacTpyKType 3akasuunka (VPN)
Co3faHue eQuHWL W33 HaTUPOBAHMA W HacTpoliKa 6a30BbIX NPABUM B HEM,
HacTpoika CBsA3M HECKONBbKMX NOKaNbHbIX CETEN BOELWHO.

Co3faHne 6aNaHCUPOBLUMKA Harpy3aku B 6a30B0M KOHbUrypauuu,

roToBOW NPeAnOAK/TIOUYEHHON

McnonHutenb
(B pamkax
NPeLoCcTaBNeHMsa YCIyru
«SberCloud Managed
Services»)

McnonHuteno
(B pamMKax npefocTaBieHumn
ycnyru «SberCloud
Managed Services»)

YnpasneHue
pe3epBUPOBAHUEM
MHdopMaunm

YnpaBneHwe pe3epBMpPOBaHUEM MHOpMauLuKU 3aka3umka C UCNONb3OBAHUEM

McnonHutenb
(OTBETCTBEHHOCTL 33
npefocTaBneHne
cepsuca, onsa obnayHomn
nnatdopmbl

KOHCONMW  CPEeAcTBa PE3EPBHONC  KOMMPOBA@HUA  KOHCOAW  yNpaBneHus SberCloud.Advanced
SberCloud.Advanced, Bknovaroluee B ceba: NpPeLoCcTaBnsaeTCs B
1. co3gaHue/MaMeHeHue 3agaHumn pe3epBHOro KONMpoBaHMA pamkax ycnyru Cloud 3aKasumk
MHpopMaLnKn 3aKa3uumka; Backup and Recovery)
2. BOCCTaHOBJIEHWE MHDOPMaLMKN 3aKa3unKa N3 Pe3ePBHbIX KOMUIA;
3. CO34aHMWE CH3MWOTOB AUCKOB. 3aKasumk
(OTBETCTBEHHOCTL 33
ynpasneHue
pe3epBUPOBAHUEM CBOEN
MHdopmaLunm)
McnonHutenob
OueHKka HeobxoauMoro obbema XpaHunuwa ANS Pe3epBHOrc KoNWPOBaHUA
MHdopMaunmn 3aKasuuka. (B pamKax
Co3faHue 3apaHns Pe3epBHOro KOMMPOBaHMUA. MPEAOCTABNEHMA yCnyTi
«SberCloud Managed McnonHuteno

M3MeHeHWe 3aaaHna Pe3epPBHOro KONMUPOoBaHMA.

CoctaBneHne cxembl PK, MOAUTUKKM, KON-BO 63KanoB B MNepPUOR BPEMEHMU,
nopsLoK 3anycka.

BoccraHosnenue Elastic Cloud Server (ECS)/ Elastic Volume Service (EVS) gnsa
obnayHol nnatdopmbl SherCloud.Advanced 13 pesepBHON KoMK,
MpoBefeHMe TECTOBbIX BOCCTaHOBNEHUI ECS/EVS.

Services», gna obnayHon
nnatdopmbl
SberCloud.Advanced
npPeaocTaBnaeTca B
pamkax ycnyrm Cloud
Backup and Recovery)

(B pamMKax npefocTaBieHun
ycnyru «SberCloud
Managed Services»)
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YCTaHOBKa U

YcTaHoBKa, aOMUHUCTPUPOBaHKE, CBOEBPEMEHHOE obHoBNEHME n
6e3oTnaratenbHas yCTaHOBKa KPUTUYECKUX OOHOBMEHWM ©6Ge30MacHOCTU Ha
ucnonb3dyembix B BLUOO 3aka3zuuka BUPTyanbHbIX CPEeACcTBaxX  3aluThbl
MHbopMaLumm B ucnonHeHuax Virtual appliance (MexceTeBble 3KpaHbl, CUCTEMBI

. o 3aKasumk 3aKasumk
ncnonb3osaHue C3U OBHapyXeHUN M/uNu NPeLoTBPALWEHUN KOMMNBIOTEPHbIX aTak U Npoyee).
HacTpoWka u agMUHUCTPUPOBAHWE NPOrpaMMHO-annapaTHbIX CPEACTB 3alUMTh
MHbOpPMaLMKU 3aKa3umKa, B TOM YUCNE CPEACTB KpUNTOrpaguyeckKom 3alumThbl
WHpopMaunu, pasmelaemoix B O NcnonHutens.
Ob6ecneyeHne 3aWmUTh
w Ob6ecneyeHne cooTtBeTcTBUA BLIOA B cocTaBe MHGOPMAUMOHHbLIX CUCTEM
NepCcoHanbHbIX AaHHbIX 3aKasumk 3aKasumk
nepcoHanbHbiX AaHHbix (MCMNOH) 3akasymka TpeboBaHmam 152-D3.
KNUEHTOB
MOHUTOPUHT MHbPACTPYKTYpPbl obnayHon nnatpopmel SberCloud, obecneyeHne
MOHUTOPUHT U eé [OCTYNHOCTU, MPOU3BOAMTENBHOCTU, HanMUUA HEOBXOAMMOro KOMMYecTBa
NOAAEPKKa obopynoBaHua, obecneyeHne Heobxogumon ana eé€ paboTbl MPOMNYCKHOM McnonHutenos McnonHutenes
CNOCOBHOCTU CETU, BbIYUCIUTENBHBIX MOLLHOCTEW MU €MKOCTU CUCTEM XPaHEHUs
LaHHbIX (CX[) MHGPACTPYKTYPbI.
JKypHanuposaHue KypHanupoBaHue cobbITU B KOMNOHEHTax ob6nayHol nnatdopMbl U CPeacTBax
. N McnonHutenb McnonHuteno
cobbiTUI 3aWMTbl MHQOPMaLMK MHPPACTPYKTYpLl obnadyHon nnatdopmel SberCloud.
YnpaBneHue [OCTYNOM K CErMeHTy ynpaBieHuns MHOPaCTPyKTypon obnadyHon
YnpasneHne 4OCTYNoM P pocty . Yy ynp bpacTpykTyp McnonHutenb McnonHuteno
nnatdopmbl SberCloud, eé VLAN-am 1 KOMNOHEHTaM.
YnpasneHue YnpaBneHue y4yéTHbIMKM 3anucamm AD NPUBMNETMPOBAHHbLIX MONb30OBaTENEN,
. UMEWMX [OCTYN K CErMeHTy YynpasneHusa WHOPaACTPyKTypor obnayHomn
AYTEHTUBUKALMOHHON Wcnonuuteno Wcnonuutens
uHdopMaLneit nnatgopmbl  SberCloud, u wux BTOpPbIM (GaKTOPOM  ayTeHTUDMKALUK
(ayreHTUdDUKaTOpaMu).
YnpasneHue KOHTpONb M aHanM3 3aluUWEHHOCTN cnyXKebHbix BM MGMT-cermeHnTa 1M ESXi-
. McnonHutenb McnonHuteno
WA PacTPYKTYpHbIN YA3BMMOCTAMU CepBepoB MHPPACTPYKTYPbl obnavHon nanatdpopmbl SberCloud.
YPOBEHb C6op ¢ ucnonb3aoBaHWeM cpedcTs SIEM ¢ KOMNOHEHTOB 06/1auHOM NAaTGOPMbI U
CPencTB  3aWwutbl  MHGoOpMauUKM  UHOPACTPYKTYPbl oBnayHol nnathopMmbl
YnpasneHue .
SberCloud cobbiTuit 6e3onacHoCTH. Wcnonuuteno Wcnonuutens
MHUMAeHTamu UBb .
AHanm3 cobpaHHbiX Ccob6bITUM  6Ee30MacHOCTM, a TakKXe MOHWUTOPUHT WU
pearnpoBaHue Ha MHUKMLEHTbl 6€30MacHOCTU C NpUBNEYEeHUEM BHewHero SOC.
YnpaeneHue KoHTponb 1 npaBneHne  nNpPoLeccaMmum  WM3MEHEHMA  KOHdUrypauuu
P " P ynp . pou burypau McnonHutens McnonHutens
KOHpUrypaumemn MHbpacTpyKTypbl obnayHon nnatdopmbl SberCloud
3awwmTta nepumetpos LLOL nHdpacTpyKTypbl o6nayHon nnatpopmel SberCloud ¢
MCNONb30BAHWEM KNACTEPOB BbICOKOMPOU3BOLAUTENbHBIX MEXCETEBLIX 3KPAHOB
YnpasneHue HoBoro nokoneHus (NGFW), obecnedymBatowMx MeXCeTeBoe 3KpPaHUPOBaHUeE U
3aWMUTY OT KOMMbIOTEPHLIX aTak UHDPACTPYKTYPbI.
6e30nacHOCTbIO Ans . .
3awmTa ceTeBon MHGPACTPYKTYypbl obnayHon nnatdopmel SberCloud (Bxona B Wcnonuuteno Wcnonuutens

BUPTYaNbHbIX U
duU3nUeckux ceTei

obnako) oT DDoS-atak, HanpaBAeHHbIX Ha NepPeno/IHEHUE KaHalbHON EMKOCTHU.
BHYTpeHHee cerMeHTUPOBaHWE CeTEBbIX MHDPACTPYKTYP obnadyHon nnatdopmbl
SberCloud ¢ ucnonb3osaHueMm NGFW u BbigeneHuemM B pamMkax LLOM Ha ceTeBoM
ypoBHe DMZ, PROD- n MGMT-cerMmeHTOB UHDPACTPYKTYpPbI.
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YCTaHOBKa U

YCTaHOBKA, HACTPOMKa U agMUHUCTPUPOBAHUE CPELCTB 3alunTbl MHGOPMaLnK B
cocTaBe MHGpPACTPYKTypbl obnadHon nnatdopmel SherCloud, B ToM uncne:
CPEeACTB aHTUBUPYCHOMW 3aLUNTbI;

CpeacTs KOHTpONsA LENCTBUN NPUBUNErMPOBAHHbIX nonb3oBartenemn
(agMuHKucTpaTopok SberCloud) knacca PIM&PAM;

SIEM;

agMUHUCTPUPOBaHMe WcnonHutenob WcnonHutenob
CDeACTB 3aWMTh CPEACTB KOHTPONIA U @HanW3a 3allMILEHHOCTH; §
WEB Application Firewall (WAF), ncnonb3yemMoro gns 3awuTsl Ny6AMKyeMomn
KoHconu ynpasneHus SberCloud.Advanced n MopTtana camoobCayXuBaHua
obnayHol nnathopMmbl;
NGFW;
Identity and access management (IAM).
YnpaeneHue Pe3epBHOE KOMWPOBAaHWE W BOCCTAHOBNEHWE U3 06pPa3oB  CcnyXebHbiX
pe3epBUPOBAHUEM BUPTYaNbHbIX MawuWH WMHGPacTpykTypel obnadHol nnatdopmbl SberCloud ¢ WcnonHutenob WcnonHutenob
MHpopMaLum MCNONb30BaHUEM MHPPACTPYKTYpPHbIX CPK.
Ob6ecneyeHne 3aWLMTh 3awmTa NAH COTPYAHMKOB 3aKa3uuKa, UMEIOLWMX GOCTYN K KOHCONU YyNpaBieHus
nepcoHanbHbIX AaHHbix | SberCloud.Advanced, o6pabaTtbiBaeMbix B UWHGPACTPYKTypax obaayvHbIX McnonHuteno McnonHuteno
KNNEHTOB nnatdopm SberCloud.
KoHTpone pgoctyna B UOA v nomeweHus UWHOPACTPYKTypbl obnayHon
KoHTponb goctyna nnatdopmbl SberCloud (oxpaHaemasa Tepputopusa LIOL, NPONyCcKHOW pexum, McnonHutenb McnonHuteno
CUCTEMBl KOHTPONA U YyNPaBAeHUSA [OCTYNOM, 3anMpaHue CTOEK).
BugeoHabnioneHue Hanuuue BHewHel (no nepumetpy UOM) 1 BHYTPeHHeN (B MalMHHbIX 3anax VicnonuuTens P
LOA) cucTtem BMUOeoHabnwoaeHua
dU3MYECKUIT YpOBEHD MpefocTaBNeHUe 3NMEKTPONUTaHWUA, A0CTyna K cetn MHTepHeT M cBobogHOro
mMecTa B cToikax LUO[.
PazmelleHne MpefocTaBNeHne, MOHTaX M KOMMyTauusa obopyaoBaHua (compute, network un
060pyROBaHUS storage) B ctoMkax LO/. McnonHutens McnonHutens

Pa3melweHne, NOAKNIOYEHNE K NUTaHUIO, ceTu WMHTepHeT n BLUOJ 3akaszuuka
CPeacTB  3aWmTbl  MHbOPMaLMM  3aKasuuka, B TOM  UYUCNEe  CPEAcCTB
Kpuntorpaduyeckon 3almTbl MHGOPMaLUK,
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