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HNPUJIOKEHMUE Ne 11
k JloroBopy

OIIMCAHHME U YCJIOBUSA NTPEJOCTABJIEHUSA YCJIYT
«SBERCLOUD PROFESSIONAL & MANAGED SERVICES»

1. HAMMEHOBAHMUE YCJIYI'H
Haumenosanue Ycnyru: «SherCloud Professional & Managed Servicesy.

Hacrosmuuit JOKYMCHT COJACPKHUT ONHCAHHUC COCTaBa ycnym, ee 0a3zoBoit (l)yHKIII/IOHaJ'II:HOCTI/I, BO3MOXHBIX
COMYTCTBYIOIIUX U AOMOJHUTCIBHBIX YCIYT, O6HICFO NnopsaKka NOAKIHOYCHUA, USMCHCHUSA U OTKITOUCHUSA YCJ'IyFI/I,

yCIOBUI NPEAOCTABICHUS U OTPaHUYCHUS.
2. NH®OPMAILIUSA OB YCIYTE
Kpartkoe onucanue Yciayr

SberCloud Professional Services Bxmouaror B cebsi okasaHWe 3aKa3uWKy KOMIUIEKCA WEKCHEPHBIX paboT H
UH(OPMAIMOHHO-TEXHOJIOTHIECKUX YCIIYT, B TOM YKCIIe YCTAHOBKY M HACTPOMKY obnauHoii miatdopmet SherCloud
U BXOIAIMX B HEE, & TAKKE COMYTCTBYIOIIMX KOMIOHEHTOB (HAMPHMEDP, IOMONHHUTEILHOTO MPOrPAMMHOIO

obecrieueHus).

2.1.1.1. Ha Bpems okazauust yciayru SberCloud Professional Services, npu Heo6X0uMOCTH, 3aKa34HK MPEAOCTABISICT

JIOCTYI K TEHAHTY U (WIN) BUPTYaJIbHBIM MalllMHaM. Y CIIyTH OKa3bIBatoTCs VICIIOTHUTENEM TOJIBKO B BUPTYaJIbHBIX
MalllMHaX, B KOTOPBIX He oOpadarbiBaeTcs 3amuinaemas uMHbopmaius 3akazduka. [locie mpueMKu pe3ysbTaToB
Yeryr mo AKTy coadu-TIpueMKH oKa3zaHHBIX Ycuyr (m. 5.1. Hacrosmero [lpmmoxeHwns) 3aka3yiK HE BIIPaBe
MPEIbABIATh NpeTeH3uH VcmomHuTenro. 3aka3duKk MPOMH(OOPMHUPOBAH M COTJACEH C TEM, YTO ITIOCIE MPHEMKHU
pe3yIBTaTOB OKa3aHUs YCIyTH OTBETCTBEHHOCTh 3a 3alIWTy BHUPTYAJIBHBIX MAaIlMH M 0OpabaThiBaeMON B HHX

3amumaeMoi nHpopMauy HeceT 3aKa3duK.

2.1.1.2. TIpoexTpoBaHWE, MOAECPHU3AINS, H3MEHEHNE (PyHKIMOHAIA HHPOPMAIIMOHHBIX CHCTEM 3aKa3dMKa HE SBISICTCS

2.1.2.

MIPEeIMETOM YCITyTH.

SberCloud Managed Services sienstercst yenyroit McnonmauTens o o6cmysxuanuio | T-uapacTpyKTypsl 3aka3zunka
B paMKaX NpHOOpeTeHHbIX 3akazurkoM ycyr miardopmer SberCloud Advanced u/umu SberCloud Enterprise?.

2.1.2.1. SberCloud Managed Services mis obmaunoii mardopmsel SberCloud Enterprise moryTt BKIOYaTh ClienyromIme

BU/IBI YCIIYT:

e TIOJAKIIOYEHHE U HacTpoiika cepBuca UuTtepHer — NAT;

® MOJKIIIOYEHHE U HACTPOIiKa cepBuca B obnake yepes Site to Site VPN — L3 VPN (IPsec VPN);
e Hactpoiika Firewall;

e TIpOBEpKa MPAaBUIBHOCTH HACTPOEK KIMEHTOM (aiipBoita (Hampumep, npasuit DNAT, SNAT);
e Hactpoiika DHCP;

e HacTpoiika Routing;

e Hactpoiika Load Balancer;

e CO3JaHWE BUPTYAIbHON MAIIWHBI U3 CTAHIAPTHOTO MIabJIoHa;

® CO3[aHWE BUPTYAILHOH MAIIMHbI COTJIACHO TPeOOBaHUSIM 3aKa3uHKa,

® U3MEHEHME XapaKTepPHUCTHK BUPTYaIbHOH MamuHbI (0e3 kacroMmuzanuu rocreBoit OC);

® CO3JaHUE KJIOHOB BHPTYaJbHbBIX MallInH;

® BBIIpYy3Ka MeTpHK cocTostHus 1o TpedoBanuio (CPU, RAM, ceteBbix nurepdeiicon);

® CO3JaHUE U yAaJeHHE T10JIb30BATEN B TCHAHTE,

e HacTpoiika MpUBUIIETHI MOJb30BATENS,

® U3MEHEHHE TUCKOBOU MOJUTHKH 10 yMonmdanuto s VDC;

e BKIIIOYEHHUE / OTKIIOYEHHE JOTOIHUTENBHBIX YCIYT, JOCTYHBIX ITAaTHEIMU cpeacTBamu VDC (moruposanue,
DFW, VPN u t. 1.);

! Tlon SberCloud Enterprise B Tekcte HacTosiuero [Ipunoxenus nonumaetcs obnaunas laaS-miardopma Ha ocHOBE poaykToB VMware.
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® OIIEHKa HEOOX0ANMOro 00beMa XpaHWINILA JUIs PE3EPBHOIO KOMMPOBAHMUS;
® CO3/aHUE 3aJlaHUsI PE3EPBHOTO KOIMMPOBAHUS;

® BOCCTAaHOBJICHHE BUPTYaJbHOIN MaIlMHBI U3 Pe3ePBHOM KONUY,

® BOCCTaHOBJICHHUE (aiJIOB U3 PE3EPBHBIX KOIHH;

® TECTOBOE BOCCTAHOBJIICHHE BUPTYaJIbHOM MAIIMHBI U3 PEe3ePBHOM KOIUH.

2.1.2.2. SberCloud Managed Services mst mmardpopmsr SberCloud Advanced mMoryT BKITFOUATh CIEAYIOIINAE BUIBI YCIYT:

3.1.

3.2.
3.3.

3.4.
3.5.

35.1

3.5.2.

3.6.

e Hactpoiika Firewall;

® DPa3BEPTHIBAHHE JIOKATBHBIX CETEH I BUPTYaIbHOW HH(PPACTPYKTYPHI,

® CO3JaHWE BUPTYaIbHON MAaIIMHbBI U3 CTAHIAPTHOTO MIa0JI0Ha,

e Co3znmanue BUPTyaJbHOH MAaIIMHBI COTJIACHO TPEOOBaHISM 3aKa34unKa;

® 3MEHEHHE XapaKTePUCTHK BUPTyaTbHOH MaIuHH (06e3 kacTomuzarmu rocteBoit OC);
® CO3JaHHUE KJIOHOB BHPTYaJbHbBIX MAIINH,

e co3maHue OaNaHCHPOBIINKA HATPY3KH B 0a30BOH KOH(HUTYpanuy,

® CO3JaHUE 3aJaHUsI PE3EPBHOTO KOITUPOBAHMUS;

® U3MEHEHHME 3aJIaHus PE3EPBHOTO KOMPOBAHUS;

® CO3JaHWE XPAHWINIL;

® pa3BepThIBaHHE CEPBHCA KEIINPOBAHUS JaHHbBIX

e pa3BépThiBaHUE Opokepa coodbmienuii Ha Kadxke;

e pasBepThiBaHUE Opokepa coodiienuit Ha Rabbit MQ;

e 0a30BOE MOJKITIOYECHUE CEPBHCA K TOTOBOH MPEINOAKIIOUCHHON HHYPACTPYKTYpe 3aKa3umKa;
e HacTpoiika private DNS;

® CO3[aHWE EAMHMII IIUTI03a HATHPOBAHMS M HACTPOWKa 0a30BbIX NPABWII B HEM,

e cosmanue Oemnoro IP-ampeca,

® HacTpPOWKa CBS3M HECKOJBKUX JIOKAIBHBIX CETCH BOCIHHO;

e  CO3JaHHUE IPYI M0Jb30BaTENeH CO CIeHUaTM3NPOBAaHHBIMU HACTPOMKaMHU;

® HacTpoiika NMpaBuUiI aBTOMAaTHYECKOTO MaclITAOUPOBaHUS;

e co3JaHue THIOBOH 0a3bl qaHHBIX SQL (B TOM ymcIe, ¢ 0TKa30yCTOWYUBOCTHIO);

e coznanue THIOBOH 0a3bl qanHbIX NOSQL (B TOM umcIIe, ¢ 0TKa30yCTOWYUBOCTHIO);
® CO3J]aHUE CHAIIIIOTOB JUCKOB.

3. YCJIOBHUSA U ITIOPAJJOK OKA3AHUA YCIIYT

HcnonuuTens oka3piBaeT YCIyrd Ha OCHOBaHMM 3ampoca 3akasuumka u [lmana paGot (manee — Ilman). Ilman

COTJIACYeTCsl M YTBEPXKIAETCs ¢ 3aKa3uMKOM B MHAUBHIYAJILHOM MOPSIKE.
3anpoc Ha YCIyra HanpaBisIeTCsl Ha AJIEKTPOHHBIHN aJpec OTBETCTBEHHOTO Juia MconHuTens.

HcnomHuTens He Mo3(Hee ClIeIyIolIero pabo4ero JHsl, CIeIyIOIIEro 3a JHEM MOIyUeHHUs 3apoca, OATBEPKIAET ee
IpUEM II0 3JCKTPOHHOW MOYTE, a TaKXKe TOTOBHOCTH OKa3aTh YCIYI'y IO COOTBETCTBYIOIIEMY 3aIlpocy, JIMOO
HaTpaBJIsIeT CBOM 3aMEUaHMs, KOTOPBIE PacCMaTPUBAIOTCS 3aka3dWmkoM. B ciydae, ecnu 3aka3dyWk HE COTJIACCH C

HU3MCHCHUAMMU, MPOLEAYpPa COIIIaCOBAHUSA 3asABKH IIOBTOPSCTCA.
CTOpOHLI YTBCpKAAOT ILman IIyTEM COTJIaCOBAHMS 11O 3H€KTpOHHOﬁ Io4Te.

B pamkax SberCloud Managed Services McrnomHuTesb 0Ka3siBaeT YCIYTH Ha OCHOBaHUH coriiacoBanHoro Ilnana,

TAC NOPAIO0K OKasaHH — 3TO JIBa JOCTYITHBIX BapHaHTa OKa3aHus yCIIyTH:

MO PacNMCAHUIO, TO €CTh C YKa3aHHEM JKEJIaeMbIX CPOKOB JIJISl K&KI0T0 OoTaenpHOTr0 BUaa yeayr SberCloud Managed
Services;

Mo 3ampocy, TO ecTh 0e3 pachHcaHUs, ITyTeM HallpaBlIeHHS 3arpocoB B pamkax [Ipumoxkenus Ne 4 x Jlorosopy ¢
obs3aTenbHOM TeMoli mucbMa «Managed Services» Ha afpec 371eKTPOHHON MouThl TexXHUUYECKOU MONAEPKKY, HE

MPUBA3aHHBIX K KAKOMY-TO OIIPCACICHHOMY BPpEMCHHU.

OOMeH OpurrnHaJaMu 10KyMEHTOB, HCO6XO,HI/IMLIX Hcnonaurento JJIA OKa3aHusA YCJ'Iyl", a paBHO Iiepeaada 3aKa3‘lI/IKy
HOJ'Iy‘lCHHLIX/COBI[aHHBIX B ITpOoLECCC OKa3aHus yCJ'Iyl" OpHUI'MHAJIOB JOKYMEHTOB, OCYIIECTBJIACTCA CUJIaMU U 3a CUCT

3aKa3umkKa. OpI/IFI/IHaJ'H)I HOJ'[y‘-IeHHBIX/CO3)IaHHLIX Hcnomaurenem JOKYMCHTOB WUcnonaurens nepeaacr
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HaJIeKAIUM 00pa3oM yIMoITHOMOYCHHOMY JHIy 3akaszdrka, B ciydae SberCloud Professional Services - Bmecte ¢

AKTOM cmauu-nipueMkn okazaHHbeIX YciyT (ITpunoxxenue Ne 6 k Jlorosopy).

JocTaTouHbIM (haKTOM TTOATBEPIKACHHUS OKa3aHUs Y CIIyT SIBJISICTCS yCIEIIHBIH 3aITyCK YCTaHOBJICHHBIX/HACTPOSHHBIX

CEpBHUCOB, IPOTPAMMHOT0 00ECTIEYEHHSI ¥ TPOYNX COIMYTCTBYIOIINX KOMIOHEHTOB coriacHo [lmany.
4, HEJEBBIE IIOKA3ATEJIN 11O TIPEJOCTABJIEHUIO YCJIYI'N

OpueHTHpOBOUHBIH cpok okazauus yciryr SberCloud Professional Services cornacyercs u ykassisaercst CTopoHaMu
B [lnane (cM. paszgen 3 Hacrosiuiero [IpuitoKeHNUs) ¥ UCUUCIETCS CO JHs monyverust McnonaureneM ot 3aka3quka
HajyIe)xamuM 00pa3oM O(QOPMIICHHOIO IOJHOTO KOMIUIEKTa JOKYMEHTOB, HEOOXOAMUMOro s OKa3aHusl Y CIIyr.
IMocne monydyeHus Bcell HEOOXOAUMON MH(OPMALMHU 10 CoracoBaHHOMY [LnaHy OKazaHWe yCIIyr HAYMHAETCS HE

no3aHee 10 (gecstu) pabounx THEH.

Cpok BeITIONMHEHH Kaxngoro u3 Buma ycayr SberCloud Managed Services ucuuncisiercss He paHee MOMEHTa
cormmacoanusi CtopoHamu [lnaHa u pH yCIOBHH NPEIOCTABICHUS 3aKa3dMKOM BCei HE0OX0omuMol HH(OpMaIin
JUIS OKa3aHus Y CIIyTH.
B pamkax ycTaHOBIICHHBIX TToKasaTeneit mst miatdopmer SberCloud Enterprise 3akasunk MOeT 3aKa3bBaTh JI0 3
(Tpex) THIIOB ycITyT OTHOBPEMEHHO: 2 (1Be) CO BpeMEHEM BBINOJIHEHUS 10 24 (IBaALATH YeTHIpeX ) 4acoB, U 1 (oaHO#)
— ¢ BpeMeHeM BBITIONHEHUs 10 48 (COpoKa BOCHMH) YacoB, Win 3 (TpH) BUA YCIyT CO BPEMEHEM BBIMIONHEHUsI 10 24
(mBamuaty yeTbipex) yacoB coriacHo Tabnuie 1. Bpemst BbINOSHEHUs! TakoW OOILeH 3asBKU OyAeT CYMTATHCS 110
caMOMy JUIUTEIbHOMY BPEMEHH BBIIIOJIHEHHUS B HAOOpe yCIyT.
B pamkax ycraHOBIeHHBIX mokasateneit amst miatdopmer SberCloud Advanced 3akaszduk MOKeT 3aKa3blBaTh HE
OoJiee OTHOTO THIIA YCIYT B YKa3aHHBIN MEPHON.
B ciryyae, ecin cocTaB W/miIM 00BEMBI YCIIYT BBIXOMAT 38 IIPEACIIB yKa3aHHBIX B Ta0IMIAX 1, 2 XapaKTepHCTUK, B TOM
YHCIie HACTPOiika nmpouux yciyr s mwiatdopmer SberCloud Advanced, koTopbie B SBHOM BUJIE HE IEPEYHCIICHBI B
tabiuue 2, Takue YCIYI'H, CPOKM W BO3MOXKHOCTb HX BBINOJHEHHS COIJIACOBBIBAIOTCA C 3aKa3dMKOM B
WHIHMBUIYALHOM MOPSIIKE.
Tabu. 1. LleneBbie moka3zarenu no o0paboTKe 3apocoB
no ycnyram SberCloud Managed Services s mardopmsr SberCloud Enterprise

HaumenoBaHue yciayru Bpems Bpems
SberCloud Managed peaknuu BBINOJTHEHHS MeTpuku CBII
Services (u.) (u.)

[ToxkmroueHne u HaCTpoOHKa o 3 IP-agpecos, 10 5
cepBuca MuTtepuetr — NAT 0,25 Jlo 24 IPaBUII
Tlonkmrouenre M HacCTpoOWKa
cepBuca B o0make depes Site .
to Site VPN — L3 VPN (Ipsec | 0+%° Jlo 48 Jlo 8 caiiros
VPN)
Hacrpoiika Firewall 0,25 Jo 24 o 10 npaBun
[lpoBepka  MpaBHIBHOCTH
HACTPOEK KIIMEHTOM
(bafipsosia (Hanpuvep, 0,25 Ho 24 o 5 cepBucos 24*7 KpYIIOCYTOUHO B
npasun DNAT, SNAT) paboune U BBIXOAHBIC
Hactpoiika DHCP 0,25 Jo 24 Ho 10 moxcereit (MpasAHIIHEIE) JHHA
Hacrpoiika Routing 0,25 Ho 24 Jo 20 mapurpyToB

Mo 5 ceprepoB
Hacrpoiika Load Balancer 0,25 Jlo 24 BUPTYaITBHBIX U JI0 5

cepBepoB B backend
Co3nanue BUPTYaJIbHON
MallMHbBl W3 CTaHJApTHOTO 0,25 Jo 24 ﬁ;)léjﬂBHpTyaanmx
11abJoHa
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HaumeHnoBaHue yciayru Bpemsi Bpemsi
SberCloud Managed peaKuun BBINIOJTHEHHS Metpukn CBII
Services (4.) (u.)
Cosznanue BHPTYaJIbHOU
0 10 BUpTyaIbHBIX
MAIITHHBI COTJIACHO 0,25 Jo 24 ﬁamm{ pTyY
TpeOOBaHUsAM 3aKa3uHKa
M3meHeHne XapaKTepUCTHK
BUPTyaJdbHOH MamuHBl (0e3 025 Jo 24 o 15 BUpTYaIbHBIX
KacTOMU3aIuH TOCTEeBOM ' MalTuH
00)
Cosznanue KJIOHOB 025 To 24 Mo 10 BupTyanpHbIX
BUPTYaJIbHBIX MAIIUH ' MaIiuH
Brirpyska METPUK
COCTI())};HI/IH 1o eGOBaHpmo Jlo 15 Bupryansibix
™ 0,25 Jo 24 MaIllMH (10 5 MEeTpuK
(CPU, RAM, ceTeBBIX wa 1 BM)
uHTepQeiicon)
Co3manme wu ajieHue .
A YA 0,25 Ho 24 Ho 15 nonk3oBateneii
0JIb30BATENS] B TEHAHTE
Hactpoiika MIPUBUIIET U .
P P 0,25 Jo 24 Mo 15 monb3oBarenei
0JIb30BATEIS
N3menenue JIUCKOBOM
MOJMTAKA IO YMOJYAHHUIO 0,25 Jo 24 Jo 15 monutuk
mist VDC
BxiroueHne / OTKIIOYCHHE
JION.  yCIyr, JOCTYIHBIX Ho 10
[ITATHBIMHA cpencTBaMu 0,25 Jo 24 JIOTIOJTHUTEIBHBIX
VDC (norupoBanme, DFW, yCIyT
VPNur. )
OrneHka HE00X0IUMOTO Jlo 20 o6rexron
. A 0,25 Jo 48 (BUpTYyaJbHBIC
o0pema xpanmmma s PK MaIIHHB 1 T. 1)
Cosnanne 3anaHus Ho 20 obbekTos 9*5 — ¢ 09:00 mo 18:00 (mo
PE3EepPBHOIO KOIUPOBAHUSA 0,25 Hlo 48 (BUpTyaILHbIE MOCKOBCKOMY ~BPEMCHH) C
MAIIHHBI U T. ]1.) HOHEJIeIbHUKA 110 MATHUILY,
B 3a MCKITFOUYEHUEM BBIXOJTHBIX
OCCTAHOBIICHHE W Tpa3gHUYHBIX  JTHEW,
BUPTYQJIbHOM MalIMHBI U3 0,25 Jo 48 Ho1Tb YCTAHOBIICHHBIX
Pe3epBHOii Konuu IIpaBuTenscTBOM
o Poccuiickoit denepanuu.
Boccranosnenne (aiiino u3
Ny 0,25 048 0 500 Gb
PE3epBHBIX KOMUH A A
TecToBOoe BOCCTaHOBJICHHE
BUPTYadbHOH MAIIMHBl W3 0,25 Jo 48 Hdo 1 Tb

pe3epBHOI KOHU

Crpanwura 4 u3 23




laaS_B Bepcust 210402

Tab. 2. LleneBble mokasatenu o 0o6paboTke 3ampocos mo yciryram SberCloud Managed Services st cepsucos SberCloud Advanced

HaumenoBanue
o Bpems Bpems
Yeayra Onucanue cepBuca OKA3BIBACMOM yCIyIH eaKI UM | BbINOJHEHHUS MeTtpuxku CBII
SberCloud.Advanced P SberCloud Managed P (1) (1) P
Services ) )
Virtual Private Cloud Jloxansuerit BIIO/] Hactpotika Firewall 0,25 Ho 24 Jo 50 mTyk, 10 25 mpaBui
Pa3BepThiBaHME  JIOKAJIBHBIX
Virtual Private Cloud Jlokanbhbrit BLIO]] ceteil I BUPTYaIbHOI 0,25 Ho 24 o 50 mrryk, no 25 mpaBuit
UHPPACTPYKTYPEI
Coznanue BUPTYaJIbHOU
Elastic Cloud Server BuptyansHbIe ManIiHBI MAaIlMHBl W3 CTaHJApTHOTO 0,25 Ho 24 Jo 50 BUpPTyaNnbHBIX MaIllMH
radiroHa
Coznanue BHUPTYaJIbHOU
Elastic Cloud Server BupTyainbHble MalIuHbI MalIUHbI COI'JIacHO 0,25 Ho 24 Jo 10 BupTyanbHbIX MaIlUH 9*5 — ¢ 09:00 10
TpeOOBaHHUSIM 3aKa3YHKa 18:00 (o
M3MeHeHHe  XapaKTEPUCTHK MOCKOBCKOMY
Elastic Cloud Server BuptyanbHble MallInHbI BUPTYaJIbHON MaiuHbel (0e3 0,25 Jo 24 Jlo 50 BUpTyanbHBIX MaIIUH BPEMEHH) c
kacromusanuu rocresoit OC) HOHeNeNbHUKA T10
Elastic Cloud Server BupTyasnbHbie MaInHbI Cosnanue [I0HOB 0,25 Hdo 24 o 10 BUpTyanbHBIX MAIIHH TIATHHLY, 3a
BUPTYQJIbHBIX MalIMH UCKITIOUEHHEM
banancupoBmmk Harpy3ku | Co3znanue  OallaHCHPOBIIUKA BBIXOTHBIX u
Elastic Load Balancer JUISL BUPTYaJIbHOM Harpys3Ku B 6a30BOi 0,25 Jlo 24 o 10 cymHocTei Hpa3IHAYHBIX
UHPPACTPYKTYPEI KOHpUrypanuu JTHEH,
Cloud BackUp and Co3nanue 3aJ1aHusl YCTAHOBJICHHBIX
Recovery PesepBHOE KOTTHpOBaHHE PE3EPBHOTO KONUPOBAHMS 0,25 Ho 24 Jo 10 mpaBun HpaBHVTeHBSTBOM
Poccuiickoii
Cloud BackUp and PesepBHOE KOTTHpOBaHHE Msvenenie SaNATHA 0,25 Ho 24 Jo 10 mpaBun Denepaun.
Recovery PEe3epPBHOTO KOMPOBAHHUSI
Object Storage Service S3 Co3znanue XpaHuIuIl 0,25 Jo 24 Jo 50 xpanunuin
PasBepThiBaHUE CETEBOTro
Scalable File Service NFS kak cepsrc XPaHWIHIIA [T BUPTYaIbHON 0,25 o 24 110 50 6Ga30BBIX CETEBBIX XPAHHUIIHIIL
HHPPACTPYKTYPHI B 00IaKe
Distributed Cache Service Cepsc kemmposars PasseprerBane ceppuca 0,25 o 24 o 10 cepBrcoB
JIAHHBIX KEIIMPOBAHUSI TaAHHBIX
Bpoxep coobmienwmii Ha .
Kafka Kadxe Passeproisanue Opoxepa 0,25 o 24 Jo 10 ceprucos

coobmennit Ha Kagke
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. Bpokep coolrienuii Ha PasBepTriBaHuE Opokepa
Rabbit M . . . 0,25 024 0 10 cepBucos
Q Rabbit MQ cooBmernii Ha Rabbit MQ A A P
Ba3oBoe HOIKIIOUEHUE
. . cepBHCa K TOTOBOH .
Virtual Private Network VPN p . 0,25 Tlo 24 Jlo 10 moaxmoueHpit
TIPSO AKITIOYCHHON
nHPpacTPyKType 3aKa3unKa
Domain Name Service DNS Hactpotika private DNS 0,25 Ho 24 o 10 30H
Co3gaHne enWHMAILl III03a
NAT Gateway [ITnr03 HaTHPOBAHUA HAaTHPOBaHUSA W HACTpOHKa 0,25 Ho 24 Jlo 10 equnuiy
0a30BBIX MPABUJ B HEM
Cosnanne  mvemmatoro  IP- 3aBHCHUT OT KBOTHI, HACTPaWBaCTCA
Elastic IP [Ty6mansrit [P-anpec A Y 0,25 Jo 24 COBMECTHO C OIHHM W3 CEPBHCOB
azapeca
BBIIIIE
. CBsI3b HECKOJIBLKHX Hactpoiika cBSI3M HECKOJIBKHX .
VPC Endpoint y p y 0,25 Tlo 24 Jlo 5 coenuHenuit
JIOKAJILHEIX CETEH JIOKAJILHEIX CETEH BOEIMHO
Coznanue rpynn
. . | momp3oBaTenei co
IAM Hactpotiku nonp3oBaTeneit 0,25 Ho 24 Jo 10 rpymm
CHeHATH3UPOBAHHBIMHU
HacTpoikamu
ABTOMAaTHYECKOE Hacrpoiika TpaBHiI
Auto-Scaling aBTOMATHYECKOTO 0,25 Ho 24 Jo 10 npaBun
MacImTabupoBaHHe
MacITaOupOBaHUS
VYnpasnenue Co3gaHnye  THIIOBOM  0asbl
Relational Database Service PENSAIMOHHBIME 0a3aMu nqaHHeix SQL (B TOM ymcIe, ¢ 0,25 Jlo 24 Jlo 10 mryk
JAHHBIX O0TKa30yCTOHMYNBOCTBHIO)
Ymupasnenus nokyMeHTHo- | Co3maHue  TUIOBOW — 0a3sbl
Document Database Service OPHEHTHPOBAHHOMN 6a30i nmaaueix NOSQL (B ToM ymcte, 0,25 Jlo 24 Jlo 10 mryk
JIAHHBIX C OTKa30yCTOWYHBOCTHIO)
. . MeHnemxep ynpaBlIeHUs
Elastic Volume Service A }mlz}z/al\fn Co3ganye CHAIIIOTOB JUCKOB 0,25 Jo 24 Ho 50 wryk
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5. MIOPSIAOK CAAYU-TIPUEMKHU YCJIYT'U

B pamkax SberCloud Professional Services cmaua-mprneMka Oka3aHHBIX YCIyT TPOM3BOOWTCS 10 AKTY CIadu-
NPUEMKH OKa3aHHBIX VYCIyr, MOANUCHIBAEMOMY YIIONIHOMOYEHHBIMU TpencraputensiMu CTOPOH B TODSAIKE,

IpeayCMOTPEHHOM J[0roBOpOM.

B pamkax SberCloud Managed Services caaga-npueMka OKa3aHHBIX Y CITyT MPOU3BOIAMUTCS 110 (HAaKTy YBEIOMIICHHS

3aka3uuKa 0 AJIEKTPOHHOI 1ouTe 00 OKOHYAHUU OKa3aHHs Y CIIYT.

5.2.1. 3aka3zuuk B Cpok He mo3anee 5 (msiTH) paboumx AHEHl ¢ AaThl MOJTydYeHUs yBeAomieHus oT McmonHuTens,
00s13aH:
(a) mpuHATH Bce BhINONHEHHBbIE McmonHnTeneM Yciayru MOJHOCTBIO M MOATBEPIUTH YKa3aHHOE COTJIaCHEM
MIOCPEACTBOM 3JIEKTPOHHOH MOYTHI;
(6) mnbo He MpUHUMATH OKa3aHHBIC YCIYTH M yYBEAOMUTH VICTIONHHTENS O MPUYMHAX HEIpHeMa C IENbI0
KOPPEKTHPOBKH paboT VcrmomHuTeneM coriacHO TpeOOBaHUSAM 3aka3zunmka (B paMKax COOTBETCTBYIOMIEH
3asBKH U [1naHa).

5.2.2. B ciaywyae ecim 3akazdMK B CpOK, YCTaHOBIEHHBIH 1. 5.2.1. mHacrosmero IIpuioxeHus, HEe HampaBUT
HcnonHuTenr0 MOTUBHPOBAHHBIA OTKa3 OT NpHeMa Yciyr, YCIyrn OyIyT CUUTAaThCs BBINOJTHCHHBIMU

HcnonuureneM B IOIHOM 00bEME.
6. MOPAAOK PACYHETOB U TAPUO®UKALIUA

CroumocTh OKasbiBaeMbix Yciuyr mo JloroBopy cornacoBsiBaeTcsi CTopoHamMu B 3akazax YCIIyr, Ha OCHOBaHHUH
Tapudos, pazmep koTopbix ycranosieH B [Ipunoxxennu Ne 7 x JloroBopy. CtoMMocTh Yciyrd ykasblBaeTcs 3a

OTtuéTHBII nepHo.

B ciyuae nokynku ITakeroB wacoB SberCloud Managed Services coriacxo npuioxenuto Ne 7 k JloroBopy
3aka34ynK MPOHH()OPMHUPOBAH U COTIACEH, 9TO [TaKeThl YaCOB CrOPAIOT MO MCTEUYCHUIO MECSIA, B TOM YHCIIE, B TOM

ClIydac, eClin 3aKa34rK HUYETO HE 3aKa3bIBaj B TCUCHHUC JaHHOI'O MECALla.

Omnata ycyr ocymiecTBIseTCsl 3aKa3uuKOM B MOPSIIKE, ycTaHOBICHHOM Pasznienom 4 JloroBopa.

7. OBSA3ATEJBCTBA CTOPOH
3aka3umk 00s3yeTcs:

MPE0CTaBUTh BO3MOXKHOCTB JUIsl yJaJieHHOTo jaoctymna McnoiHuTens k oObekTaM WHQpacTpyKTyphl 3aka3duka B
npezenax, HeoOXOIUMBIX B LIEJISIX OKa3aHUs Y clIyru. B ciaydae Heo6XoauMocTH Bble3a crenuanucta VcnonHurens
Ha TEPPUTOPHIO 3aKa3uuKa MNPEeNOCTABUTh TAKOMY CIICLHAJIHMCTY IOCTYNl Ha TEPPUTOPUIO M K HH(pacTpykType
3akazynka, 00ecreunTh padoTOCIIOCOOHOCTh HH(PACTPYKTYPHI M OAKIIIOUCHHE ee K ceTH MHTepHeT;

npenocTaBisATh McromHuTerno Bce He0OX0JUMBbIe JUTs OKa3aHHs Y CIIyTH IOKYMEHTHI X HH(OPMAIHIO B BUAE, HopMe
U KOJMYeCTBE, HEoOXoauMoM VcTIomHMTENIO JUIs KadeCTBEHHOTO OKa3aHWs YCIyrW. 3aKa3uMK rapaHTHPYeT HX
MOJUIMHHOCTh U JOCTOBEPHOCTh. VICHOMHMTEND HCXOOUT U3 MPE3YMIHUH JOCTOBEPHOCTU NPEAOCTABICHHOMN
nH(opManny 1 He TPOBOJUT €€ JOMOJTHUTEIbHON MPOBEPKHU. 3aKa3uMK HECET OTBETCTBEHHOCTD 32 IOCTOBEPHOCTD U
CBOEBPEMEHHOCTh Ilepefadd VICIONHUTENI0 JOKYMEHTOB, MAaTepHalioB W WHPOPMALUH, HEOOXOIMMBIX Ui
BBHIMONTHEHUS Yciayru. B cinydae mepenaunm 3aka3duMKoM HEIOCTOBEPHOH uHGpopmanuu, VICTONHHUTENs HE HECeT
OTBETCTBEHHOCTH 3a HEHAJUIeXkKAlllee KayeCTBO M CPOKM OKasaHMsA YCIyr'd, a TakXKe JApPYrHe IOCIENCTBHs

HCTIOJIB30BaHUs M B TIpOIIECCE OKa3aHMs Y CIIYT TaKoH HH(OpPMAIIHH.

7.1.3.10 3anpocy Hcnonaurens BblZIaBaTb JOBCPCHHOCTU Ha COTPYAHHUKOB I/ICHOHHI/ITCHH, HCO6XOHI/IMI)IC JJIA OKa3aHus

7.1.4.

7.2.
7.2.1.

VYeayru;
B ciydae okasanus yciyru SberCloud Managed Services manst mimardopmbr SberCloud Advanced o6ecrniednTb
noaxiiodenne ycayrm Cloud Trace Service — cepeuca o6xaunoit mmardopmbr  SberCloud Advanced,

obecrnieunBaromei KypHaJTUPOBaHNE IEHCTBHUI MOIb30BaTeNIeH 00I1auHOM HHPPACTPYKTYPHI.

HcnonHnTenb 00s13yeTcs:

MIPEIOCTABIIATH IO 3aMpocy 3aKa3zdyrka NepedeHb JOKYMEHTOB U HH(popMaIuu, He0OXOUMBIX JJIs OKa3aHUs Y CIyT;
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OKa3bIBaTh 3aKa3unuKy MHOOPMALMOHHYIO U KOHCYJIBTALMOHHYIO MOJJIEPKKY 10 Y CIyre;

OKa3bIBaTh Y CIYI' KAYeCTBEHHO M B HAJUIC)KAIME CPOKH M COBEPIIATh BCE CBOM JICHCTBUS B MHTEpEcax 3aKa3uuKa,
HE3aMEIUINTeNIbHO M3BEINATh 3aKa3yhka O HACTYIUICHHH OOCTOSTENBCTB, HPENATCTBYIOMMX McnonHuremno
BBITIOJIHATE CBOU 00513aTEIbCTBA B paMKax Y CIIyTH;

c000maTh 3aKa3unKy 10 €ro MICEMEHHOMY TPeOOBAaHHIO CBEJCHMUS O XO/€ OKa3aHus Y CIyTH,

YCTPaHATh OMIMOKH, KOTOPbIE MOTYT BO3HUKHYTH IIPU OKa3aHUHU Y CIIYT.

Hcnonaurtens BIIpaBe:
OKa3bIBaTh ycnyrn JIAYHO JTHOO NOPYYUTH UX UCIIOJTHCHUE TPECTHEMY JIUIY 0e3 U3MEHEHHS CTOUMOCTHU yCHyFH;
Tpe60BaTI) OoT 3aKka3uuka MNpeaoCTaBJICHUA EMY I/IH(l)OpMaHI/II/I n JOKYMCHTOB, HeO6XOI[I/IMI>IX AJI1 CBOCBPEMEHHOI'O

OKa3aHUs yCJ'Iyl"I/I.

VY 3aka3umka MMeEeTCsl MOHMMaHue, 4To McrnomHnTens OKa3blBaeT YCIYTH B COOTBETCTBHM C NEHCTBYIOIIMM Ha
MOMEHT OKa3aHUs YCIyT 3aKOHONATeNbCTBOM Poccuiickoit @eneparun, mosToMy 3aka3duk He OyaeT TpeboBaTh
OKa3aHus YCIYrd B HapylleHHE 3aKoHonaTenbcTBa Poccuiickoit denepanyiv Win BHE NMPEAETIOB AEUCTBUTENBHBIX

BO3MOKHOCTEH VcomHuTens.

HcnonHutens HE HECET OTBETCTBEHHOCTH Iepel  3aKa3dyMKOM 3a BCE IOCJIEACTBHSA, BBI3BAHHBIC
HeTpe/CTaBICHHEM/HECBOEBPEMEHHBIM TIPE/IOCTABICHUEM 3aKa3unKoOM H/UIeXKAlIMX JOCTYIOB, HH(OpMaluy,
CBeICHUH (IOKYMEHTOB), IPEIOCTABICHUEM HEKOMILIEKTHOMN JOKyMEHTAI[MH WK €CIIH 3TH TOCJIECTBUS BBI3BAHBI

BUHOBHBIM JielicTBueM (Oe3aeiicTBueM) caMoro 3aka3urka, TM00 TPEThUX JIUIL CO CTOPOHBI 3aKa3uuKa.

HcnonHuTeNs HU B KAKOM ciIy4ae He OyJeT HECTH OTBETCTBCHHOCTh 34!

7.6.1. yOBITKH, TIOHECCHHBIC 3aKa3YMKOM B CBSI3U C MOTEPEH JAHHBIX JIMOO BOCCTAHOBJICHHEM MPOTPaMMHOTO
obecIieueHus;

7.6.2. YOBITKH, TOHECEHHBIE B CBS3U C 3aMEHOM 3aKa34UKOM TPOYKTOB HITH YCIIYT;

7.6.3. CITyJaiiHbIe/KOCBECHHBIE YOBITKH, BKIIFOUasi CTOMMOCTB TIPOCTOSI WIIM YIIYIICHHYIO BBITOTY.

8. OTBETCBEHHOCTb. KOMIIEHCAIIUS 3A HAPYIIEHUE IEJIEBbIX IOKA3ATEJIEN

OKA3AHUSA YCIYT'H

B pamkax SberCloud Professional Services otserctBennocts Mcnonuutess mepes 3aka3aukoM B JFOOOM CIiydae
OTpaHMUYEHA peaIbHBIM (MIPSIMBIM) yIIepOoM, HO:

He 6onee 20% pa3Mepa OT CTOMMOCTH YCIIYTH 33 OTUYETHBIH MEPHOJ, €CII CTOMMOCTh Y ciyTu 3a OTUETHBIH Neproa
cocraBisieT He 6oiee 100 000 (Cro ThIcsY) pyOIICeii;

He 6ozee 10% pa3mepa OT CTOMMOCTH YCIYTH 32 OTYETHBIM MEPHO, €CIT CTOMMOCTh Yciyru 3a OT4eTHbIH nepuos

cocrasisget 6onee 100 000 (Cro Thicsd) pyOmIei.

B pamkax SberCloud Managed Services CTopoHbI COramarTcs, YTO B KaueCTBE KOMIICHCAIIMHU 3a HapyIleHHUE
YCTQHOBJICHHBIX  I[ICJICBBIX  [OKa3aTened okaszaHus Ycuyrd, VICHONHMTENs HPEOCTaBISIET — 3aKa3uHKy
JIOTIOTHUTENBHBIH OECTUIATHBIN Yac 3a KaX/IbIi IPOCPOUEHHBIN Yac B pAMKaX yCTAHOBJICHHOTO BPEMEHH BBITOTHEHUSI

U C YYETOM YCIIOBHUH, YCTAaHOBIEHHBIX pasnienoM 4 Hactosimiero [Ipunosxenust.
9. HUHBIE YCJOBUS, IPUMEHUMBIE K YCIIYTAM

VcrionHuTens HE OCYIIECTBISIET W 00s3yeTcss He OCYIIECTBIATh 00pabOTKy, O3HAKOMIICHHWE, PAcIpOCTpPaHCHHE,
IIPEI0CTaBIICHNE, OJIOKHPOBAaHUE, YHUUTOXKCHHE, 00E3IMUMBAHNE JaHHBIX, B TOM YHCIIE€ TEPCOHAIBHBIX JAHHBIX,
o0OpabaTbiBaeMbIX B MHPOPMAIIMOHHBIX CHCTEMaxX 3aKa3unKa, pa3MellaeMbIX Ha 0a3e MHQpacTpyKTyphl 00JIauHOMH
wiatdopmsl Viconaurens. MHpIMU croBamu, foctyn Mcnonnurens Kk MHGOpMALUH, pa3MeIlaeMoi 3aka3dyuKoM,
SIBIISIETCSL  MICKJIFOUMTEIBHO TEXHOJOTHYECKHM (OCYHIECTBIISIEMbIM 0O€3 BO3MOXKHOCTH O3HaKOMIJICHHH ¢ e&
collepKUMBIM paboTHukamu Mcnomaurenst win padotHHKamu COHMCIIONHUTENEH), HEOOXOANMBIM JJISI HCIIOTHEHUS

ycnoBuit JloroBopa.

3aKa3umK HpOI/IHCI)OpMI/IpOBaH " COTJIaCC€H C TEM, YTO B OTHOIICHWU ONHCAHHBIX B JaHHOM HJOKYMCHTEC YCJ'IyF HC

npuMmensitoTcst yenoBus SLA Yenyr — [punoskenus 2.0 1 T. 1., KOTOPbIE OMMCHIBAIOT YPOBHU MPEAOCTaBICHUS Y CIIyT
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no JloroBopy, KOMIEHCAllMK 32 HECOONIOJCHUE JTOCTYITHOCTH Y CIIyT, MOPsIIOK 00paboTKH 3anpocoB 3akazyuka, a

TAKXC MHBIC CBA3AaHHBIC C OKa3aHUEM YCJ'IyF BOIIPOCHI.

10. PACHPEJEJEHHUE POJIEH, OBSI3AHHOCTEM 1 OTBETCTBEHHOCTH B OBJIACTH UB B
PAMKAX OKA3AHHUSA YCJIYI'H SBERCLOUD MANAGED SERVICES

10.1. Pacmpenenenue poneit, 00s13aHHOCTEH W OTBETCTBEHHOCTH B 00nactu b mexny McnonanTenem u 3aka3unkoM Ipu

okazannu McronauTeneM yciryru npenctasieHo B Tabmure 3.
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Tabu. 3. Pacmipesienienue 30H OTBETCTBEHHOCTH TpH okazanuu yciayr SberCloud Managed Services na mardopme SberCloud Enterprise

OTBeTCTBEHHOCTH 32 Komy npenocrasiien
HaumenoBanue
TeXHONOIHIECKOro IIpumennmeie K NpefocTaBjIeHne/ JOCTYI K CPeACTBAM
(T YPOBHIO PO ECChI/ Onncanne npomecca/cepBuca/yciryru aIMHHUCTPUPOBaHHE NpeAoCTABICHUS
T yeayru/cepsucel Ub yeJayru/cepsuca/ yeJayru/cepsuca/
NPOoLeCcCOB npouecca
KypHanupoBanue cOOBITHH B TPHKIATHOM HPOTPaMMHOM obOecrieueHHH (B TOM
KypranupoBanue o
oGl gucne CYBJl, cepepax mnpmnoxkenuii, WEB-cepBepax, ...) m omepannoHHBIX 3aKaz4mK 3aka3unk
CHCTEeMaX, YCTAHOBIICHHBIX B BUPTyaldbHBIX MamuHax (BM) 3akazumka.
YpapiaeHue TOCTYIIOM K IPUKIJIAHOMY ITPOrPaMMHOMY 00€CIIEYEeHHIO (B TOM YHCIie
VYnpasaenue noctynom | CYBJI, cepsepam mpunoxenuii, WEB-cepsepawm, ...) 1 onepaiioHHBIM CHCTEMaM, 3aKa3uuk 3axa3uuk
ycTaHoBIeHHbIM B BM 3akazuuka.
VYpasnenue VYnpasnenue ayTeHTU(PUKAMOHHONW HHpOPMAIKEH, HCIONb3YEeMOH MPH TOCTyIE K
ayTeHTH()UKAIIMOHHON | MPUKIagHOMY mporpamMmHoMy obecnedernuro (ITI10) m omepanioHHEIM cHcTEMaM 3aKa34uK 3aKazumuK
uHpOopManueit (OC), ycranoBineHHpIM B BM 3aka3zunka.
KonTtpomns u ananu3 3ammmiearoctd OC u [0, pyrkunonupytromero 8 BM BIIO/]
v 3akazyWka, B TOM YHCIE YCTAaHOBKAa KPHUTHYECKHX OOHOBIEHHH Oe30macHoCTH,
HIpaBIIeHHe npaBka koHurypauuii [1I10, a Takke U3MEHEHUE JIETKO-NoAOKPaeMBbIX MapoJiel u 3aKa3uuk 3axa3uuk
YASBUMOCTAMH nmaposieif JocTyma Mo yMON4aHUIO K cepBucam u kommnoHeHTam OC u IIIIO,
00Hapy>KEHHBIX B X0/1¢ KOHTPOJIS ¥ aHAJIN3a 3alIUIICHHOCTH.
Co6op (B TOoM uucie ¢ wucnonb3oBaHueM cpencte SIEM) u ananusz coObiTHiA
[MpuknanHol ypoBeHb U | VipapieHue 6esomacroctu co Bcero IIIIO, OC u cpenctB 3ammurtel mHopMarmm (Cp3N), EY— ET—
YPOBEHb ONEPALMOHHBIX | uHuuaeHtamu Ub ¢yaxunorupyronmx B «Opranmsanun» (BLIO/) 3aka3unka, a Takke MOHUTOPHHT
CHCTEM, YCTaHOBJIEHHBIX Y pearnpoBaHne Ha HHIMACHTH! 0€30MaCHOCTH.
B BM BIO/I 3akaszuunka VYcranoBka, HacTpodika W ammuHucTpupoBanne B BI[OJ] 3akazuuka cpencts
kpunrorpaduueckoir 3amutel uHpopMmanun (CK3U) B wucmonuennn Virtual
YrpasieHue . Appliance. 3aKkazyuk 3aKazyuk
Kpunrorpapue
Hactpoiika wu agmuHucTpupoBanue pasmenieHHbix B IO/l HWcnomnurens
nporpaMmMHo-annapaTHbix CK3U 1 MexceTeBbIX 3KpaHOB 3aKa3yuKa.
YcraHoBKa 1 YcranoBka, HacTpoiika u agmuHuctpupoBanue B BM BIIO/ 3akazuuka Cp3U ot
aJMUHUCTPUPOBAHUE HecaHKuuoHupoBanHoro paocryna (HCJI), aHTUBUpPYCHBIX CpPEACTB U IPOUUX 3aKa34yuk 3akazumk
CPEICTB 3alUThI CpeACTB 3amuThl HHpOopMaluy, ycranaBnuBaeMbix B BM BI[O/] 3aka3uuka.
YcraHoBKa 1 HacTpoiika B BM 3aka3unka cpencts pesepBHoro konmposanus (CPK)
6a3 maHHBIX U MpoYel nHpopManuH 3aka3zunka, XpaauMoi BHyTpu BM ero BIIO/,
Ynpasienue a TaKxKe aIMUHUCTPUPOBAHHE YKa3aHHBIX CPEICTB.
pe3epBHUpOBaHNEM Co3naHne pe3epBHBIX Komuii mHGpOpManuu 3aka3dunka M €€ BOCCTAHOBIICHHE W3 3aKasyuk 3axaz4mnk
uHpopmManun PE3EePBHBIX KOIHH.
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OTBEeTCTBEHHOCTD 32

Komy npenocrasiien

HaumenoBanue
TeXHONOFHYECKOro IIpumennmeble K npenocTaBiieHue/ JOCTYM K CPeACTBAM
T — YPOBHIO MpoLecchl/ Onucanue npounecca/cepBucal/yciyru aIMHHHCTPHPOBaHHNE NpeI0CTABICHHS
o yeayru/cepsucel Ub yeJayru/cepsuca/ yeJayru/cepsuca/
NponeccoB nponecca
3ammra cormacHo  152-®3  mepconamsHBIX  gaHHBIX  (II[H)  KIHMeHTOB,
OOecrieueHre 3aIinuThI
obpabareBaemMbix B BM BLIOJ] 3akazumka, B TOM 9Hcie, HO HE OTpaHHYUBASICH
MEePCOHAIBHBIX JIAHHBIX . 3akazymuk 3akazumk
samuroit [1/1H, oOpabaThIBaeMBIX CpeacTBaMu ycTaHOBIeHHBIX B BM BIIO/
[UTHEHTOR 3akazuuka CYB/I.
XKypHanupoBaHnue coObITHIi, CBSI3aHHBIX C (YHKIHOHHpOBaHUEM 00bekToB BILIO/]
3aka3uuka (HanpuMep, ero BM) u neiicTBusiMu nonb3oBaTesneil B koHcomax VMware
vCloud Director, Veeam Backup&Replication takux kak:
1. BXOI/BBIXOJ IOJIB30BATENEN B/U3 KOHCOJIEH;
2. co3naHue/yAaneHHe HOBBIX yUETHBIX 3aIllUCEH MOIb30BaTEINICH 1 TPHCBOCHIE UM
MPUBHMIIETHH TOCTyIa K KOHCOJISIM;
3. cosmanue/ynanenne BM; 3aKas4uK,
4. 3amycx/octaHoB BM; Hcnonuurens
)KypHanunpOBaHHe 5. co3ganue koo BM; VI CTIONHITOL (B pamkax
coObITHI 6. un3MeHeHHE XapakTepucTHK BM; MPEI0CTaBIICHUS YCIYTH
7. mactpoiika NAT/DHCP/L2VPN/L3VPN, mapuipytuzannu, 6anaHCHpOBIIHKA «SberCloud Managed
Harpy3KH W/UIM NPaBUII MEXKCETEBOI0 SKPAHUPOBAHMS; Servicesy)
8. co3naHne/M3MeHEHHUE 3aaHHs PE3EPBHOTO KOITMPOBAHMS;
9. BoccraHoBieHUe BM U3 pesepBHOI KOTHH;
YpoBeHb 10. BoccraHOBiEHME (haiiI0B U3 Pe3EPBHON KOMHUH;
«Opranmzanum» u 11. w3MeHeHWe AMCKOBOW MOIUTUKHU O yMomdaHuro st VDC;
BIIO/ 3axa3unka 12. BKIFOYEHME/OTKIIIOUEHHE TOTIOIHUTENBHBIX ycuyT (lorupoBanue, DFW, VPN
U TIpoyee).
Hcnonnutens
(OTBETCTBEHHOCTH 3a
HpEIOCTaBICHUE
cepeuca VCD)
AnmunuctpupoBanne «OpraHuzainueny 3aka3duMka C HCIOJIb30BaHHEM KOHCOIU
AJIMUHHCTPHD (iBaHHe VMware Cloud Director AQMHHHCTpUpOBaHHME HOCTYHNOM K «OpraHu3amum» 3aka34nk
«Opranusauucib " | 3akasunka ¢ ncnons3oBarmnem koucomt VMware Cloud Director. SaKazamK
yIpaBJeHUE ITOCTYIOM (OTBETCTBEHHOCTH 3a
K He aJIMUHHCTPHPOBAHHE
«Opranuzanuein» u
JIOCTYTIOM K Heil)
VYeayru mo agMuHUCTpUpoBaHuio «OpraHuzanueil» 3aka3zunka, BKIIOYAIONIAE B HcnomauTens HcnomauTens
cebs: (B pamkax (B pamkax
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HaumenoBaHme
TEXHOJIOTHYECKOr0
(apXUTEKTYPHOI0)

YPOBHS

IIpumennmeie Kk
YPOBHIO po1ecchbl/
yeayru/cepsucel Ub

Omnucanue npouecca/cepBuca/yciryru

OTBeTCTBEHHOCTH 32
NpefocTaBjieHne/
aAMHHHCTPHPOBAHUE
ycayru/cepsuca/
NponeccoB

Komy npenocrasiien
JOCTYII K CPeICTBAM
NpeAoCTABICHUS
yeJayru/cepsuca/
npoiecca

co3nanrie BM u3 craHmapTHBIX mabJIOHOB;

coznmanne BM cormacHo TpeboBaHMAM 3aKazdnKa,

n3MeHeHne xapakrepuctiuk BM (6e3 kactommzarun roctesoit OC);
co3aaHue KIoHOB BM;

BBITPY3Ka METpHK cocTossHus mo TpeboBanuio (CPU, RAM, cereBbix

AN

unTepdeiicon);

HU3MEHEHHe TUCKOBOH MOJIIMTHKY 10 yMomdaHuio 1 VDC;

7. BKJIIOYEHHE/OTKIIOYEHHE JOTOJHHUTENBHBIX YCIyr (KypHaJIHUpPOBaHHE,
DFW ,VPNur. n.).

o

NpEeNOCTaBJICHUS YCIYyTH
«SberCloud Managed
Services»)

NPEeAOCTAaBICHUS YCIYyTH
«SberCloud Managed
Services»)

HUcnomauTens
(OTBETCTBEHHOCTH 32

TIPEOCTaBICHHE
cepBuca)
Co3nanue/ynajaeHue HOBBIX YUETHBIX 3anucell B «OpraHu3alum» 1 NPUCBOCHUE UM aKa3 K
MpUBUIIETHH gocTyna kK «OpraHu3anumy 3aka3yuka. 3aka34uk
YnpasieHue (OTBETCTBEHHOCTH 3a
ayTeHTH()UKAIIMOHHON yIpaBJIeHHEe
nHpopmanmen ayTeHTH()UKAITMOHHON
nHpOpManueit)
Ucnonuurens Ucnonuurens
. . . (B pamkax (B pamkax
Co3naHue u ynaneHue yu€THbBIX 3amuce nonb3oBaTeneil B « Opranu3arumy.
. ¢ N N . HPEOCTABICHUS YCIyT U NPE/IOCTaBIICHUS YCIYTH
Hacrpoiixa npusuieruii s y4ETHBIX 3amuced osib3oBatenei B « OpraHuszamum.
«SberCloud Managed «SberCloud Managed
Servicesy) Servicesy)
Cosnanme, yaaneHne ¥ aAMHHHCTPUPOBAHHNE C HCTIONb30BaHIHEM KoHco VMware Ycnonuurens
VipaBienie Cloud Director Heo6XOAMMBIX BHYTPEHHHX CeTeil WM Trpymmn 0e30MacHOCTH B (OTBETCTBEHHOCTD 32
MpaBJICHH
6631()) ACHOCTBIO nporecce agmuHucTpupoBanus BIIO/I 3aka3uuka. NpEAOCTaBICHNE
MacHOCTb u .
. HacTpoiika mapaMeTpoB MeXCeTeBOro OJKpaHupoBanus mnepumerpa BIIO cepBuca)
MPOYMMHU HACTPOMKAMU . 3aka34nk
3aka3umka ¢ ucnons3oBanueM koHcoan VMware Cloud Director .
TS BUPTYaJIbHBIX .
cereil Hacrtpoiika BHYTpEeHHEro CErMEHTHPOBAaHHMS UM BHYTPEHHETO MEXCETEBOrO 3aKazumuK
Tei

sKpaHupoBaHuA (¢ ucmoss3oBaHumeM KoHcomu VMware Cloud Director) BIIO/]
3aka3udnka.

(OTBETCTBEHHOCTH 3a
aIMUHUCTPUPOBAHNE)
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OTBEeTCTBEHHOCTD 32

Komy npenocrasiien

HaumeHnoBanue
I[IpumennMbIe K NpenocTaBIeHne/ JOCTYM K CPeACTBAM
TeXHOJIOTHYeCKOro
YPOBHIO MpoLecchl/ Onucanue npounecca/cepBucal/yciyru AIMUHHCTPUPOBAHNIE NpeI0CTABICHUS
(apXUTEKTYPHOI0)
OBHSE ycayru/cepucel Ub ycayru/cepsuca/ ycayru/cepsuca/
yp MPOLECCOB npoiecca
Hactpoiika NAT/DHCP/L2VPN/L3VPN, wmapmpyTm3anun wWid OanaHCHPOBKH
Harpy3ku Bxomsamiero B BIIO/] 3aka3unka cereBoro Tpaduka ¢ HCHOIB30BaHHEM
koHcomn VMware Cloud Director.
ITonkmrouenue u Hactpoiika cepBuca MutepHer ¢ HacTpoiikoit NAT B BIIOJ
3aka3unka ¢ ucnojibp3oBanueM koHconmu VMware Cloud Director.
[Monxrouenue u Hactpoiika Site to Site L3VPN (IPsec VPN) mo BIIO/] 3aka3unka
C WCIOJIb30BAaHUEM BO3MOXHOCTEM, MPEIOCTaBIsIEMBIX KOHCOIBI0 VMware Cloud
Director.
Moaxmouenue u Hactpoiika Site to Site L2 VPN (SSL VPN) no BIIO/] 3aka3unka
C HCIIOJIL30BAHMEM BO3MOXKHOCTEHM, MpenocTasiseMbix koncoabio VMware Cloud Hcnonuutens Hcnonuutens
Director. (B pamkax (B pamkax

Hactpoiika mpaBuil MEXCETEBOrO SKPaHHPOBAHMS C HCIOJIB30BAaHUEM KOHCOJH
VMware Cloud Director B BLIO/] 3aka3uuka.

IIpoBepka NpaBUIBHOCTH CETEBBIX HACTpoek (Hanmpumep, mpaBun DNAT, SNAT) u
MIPaBUJI MEKCETEBOTO IKPAHUPOBAHMS, BBINOJIHEHHBIX KIHEHTOM B cBoéM BI[O/] ¢
ucrnons3oBaHueM koHcoan VMware Cloud Director.

Hactpoiika DHCP, mapmpyTi3anuy i 0aJaHCHPOBKH HArpy3KH BXOJSIIETO B
BIIO/ 3aka3umka ceTeBoro Tpaduka ¢ ucrois3oBanneM koHcomn VMware Cloud
Director.

MPEIOCTaBIICHUS YCIyTH
«SberCloud Managed
Servicesy)

MPEIOCTaBIEHHUSA YCIYTH
«SberCloud Managed
Servicesy)

VYnpasnenue
pe3epBUPOBAHNEM
nHpOpPMALTIT

Hcnonnutens
VYupasnenue pesepBUpoBaHHEeM HHGOpManuu 3aka3zuMka C HCIOJIb30BaHHEM
KOHCOJI CpEACTBa pe3epBHOro komupoBanus Veeam Backup&Replication (st
obnauno# miatpopmer SberCloud Enterprise), Bkitogatoriiee B cebs: 3aKa3z4uK ET—
1. coznaHue/M3MeHeHHE 3a/laHWi PE3epPBHOTO KONUPOBAHHUS HH(MOPMAILUH (OTBETCTBEHHOCTH 3a
3aKaS‘II/IKa; yIIpaBJICHUE
2. BoccTaHOBJIEHHE MHPOpManny 3aKa3yrKa U3 pe3epBHBIX KOIHH. pe3epBUPOBAHIEM CBOCH
nHdopmanmm)
Onenka HeoOxoanMoro o0BeMa XpaHWIHINA A PE3EPBHOTO KOMHMPOBAHUS HcnonanTens
nHpOpManNH 3aKa3zduKa. (B pamKkax Hcnonuutens
Co3nanue 3a1aHusi pe3epBHOTO KOIMPOBAHUSL. IIPEOCTABICHNUS YCIyTH (B pamMKax

V3ameHeHue 3a1aHust PEe3ePBHOTO KOIMPOBAHUSI.
Boccranopnenne BM (anst o6iaunoit miatdopmer  SherCloud Enterprise) u3
pe3epBHOIl KOIHH.

«SberCloud Managed
Services», mig o0aauHOM

iaTgopmbl
SberCloud.Advanced

MIPEIOCTABIIEHUSA YCIYTH
«SberCloud Managed
Services»)
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OTBEeTCTBEHHOCTD 32

Komy npenocrasiien

HaumenoBanue
IIpumennmeble K NpefocTaBjieHne/ JOCTYII K CPeICTBAM
TEXHOJIOTHYeCKOro
(O DT YPOBHIO pouecchbl/ Onucanue npounecca/cepBucal/yciyru aIMHHUCTPUPOBaHHE NpeAoCTABICHUS
P OB:;I; yeayru/cepsucel Ub yeJayru/cepsuca/ yeJayru/cepsuca/
P NponeccoB nponecca
Boccranosnenne (aitmoB w3 pe3epBHOM Kommu (it 00IayHON TIATPOPMEI MIPEOCTABIISACTCS B
SberCloud Enterprise). pamkax ycayru Cloud
[poBenenne TecToBBIX BoccTaHoBienunit BM/ECS/EVS. Backup and Recovery)
YcraHoBKa, aJIMUHUCTPUPOBAHHE, CBOEBPEMEHHOE 0OHOBIICHHE u
OezoTiararesibHas YCTaHOBKAa KPHTHYECKMX OOHOBIICHMH 0€30IacHOCTH Ha
ucnonb3yembix B BLIO/] 3aka3urka BUPTyalbHBIX CPEACTBAX 3aLIUTHl HHPOPMAIUU
YcTaHoBKa u | B ucnoiHeHusx Virtual appliance (MexceTeBble 3KpaHbI, CUCTEMBbl OOHApYKEHUI ET— T
ucnons3oBanue C3U W/ IPEOTBPAIIEHIH KOMIIBIOTEPHBIX aTak M mpoyee).
Hactpoiika ¥ agMHHHCTPUPOBAaHHE MPOrPAMMHO-ANIApaTHBIX CPEACTB 3aIIUTHI
nHpopManmy 3akazdWka, B TOM 4YHCIE CPEICTB KPHUOTOTPadUUEcKOil 3aIinThl
uHpopmanuy, pasmenaeMbix B [{O] VcnonanTens.
Ooecnieuenne 3amuthl | Obecnieuenne cootBercTBus BIIOJ] B cocraBe HH(OPMALMOHHBIX CHUCTEM
MEePCOHAIBHBIX JAaHHBIX | nepcoHaidbHbIX qaHHbIX (MCI1/IH) 3aka3zunka TpedoBanusm 152-D3. 3aKa3uuk 3axa3uuk
KJIMEHTOB
MonuTopuHT HHDPACTPYKTYpHI 001a4H0i mardopmel SberCloud, oGecrieuenne
MoHuTo e€ IOCTYIHOCTH, IPOU3BOANTENHHOCTH, HATMYHS HEOOX0AMMOT0 KOJIMUECTBA
HUTOPHHT U N N .
oLt nzca obopynoBanust, obecriedeHne HeoOX0ANMOH IS €€ paboThI POITYCKHON Hcnomaurens Hcnonaurens
oA .
P CIIOCOOHOCTH CETH, BBIYHCIUTEIBHBIX MOITHOCTEH M EeMKOCTH CHCTEM XPaHCHHUS
nmaHHbIX (CX/1) nHppacTpyKTypHI.
KyprnanupoBanue XKypnanupoBanue coObITHII B KOMIIOHEHTaX 00Ja4HOM MIIaT(GOPMBbI M CpelICTBaX
. . Hcnonuurens Hcnonuurens
coOBITHI 3aIUThl HHPOpPMAIHK HHPPACTPYKTYpHI 001auHO# iatdopmsr SherCloud.
Yupasnenue YnpaBieHne 10CTyIOM K CerMEHTY yNpaBlIeHUs HHPPaCTPYKTypoil obaauHOMH
P P y N Y yrp (bpactpyxTyp Hcnonuurens Hcnonuurens
JIOCTYTIOM wiatdopmbr SherCloud, e€ VLAN-aM 1 KOMITIOHEHTaM.
. Ynpasnenne yu€rHeiMu 3anucaMu AD npHUBHIIErHpOBaHHBIX TT0JIB30BATENEH,
NubpacTpyKTypHBIi Ympasnenue . N
. | mMerommx HOCTyI K cerMeHTy ynpasieHust nHPpacTpyKTypoi 00IaqHOM
YPOBEHb ayTeHTH(UKAIIMOHHON HcnoxanTens Hcnonaurens
. wiatdopmsr SherCloud, u ux Bropsim hakTopom ayTeHTHGUKAIMN
nHpOpMaue
(ayTeHTH)UKATOPAMN).
Ympasnenue KoHTpoJib 1 aHaN3 3aUIeHHOCTH cliy)e0Hpix BM MGMT-cermenra u ESXi-
. Hcnonnurens Hcnonnurens
YSI3BUMOCTSIMH cepBepoB HHPaACcTPYKTyphl 001auHO# uarhopmsr SherCloud.
Co6op c ncrionpzoBanueM cpeacts SIEM ¢ komrnoneHToB 006mauHoi mIaThopMel 1
VipaBieHHe CPE/CTB 3alIUTH HHPOPMAIMU HHPPACTPYKTYPHI 00JIa4HOH IIIaTPOPMBI
MpaBJICHH .
P SberCloud coGbiTuii 6e30macHOCTH. Hcnonuurens Hcnonaurens
nHuaentamu b .
AHanu3 coOpaHHBIX COOBITHI 0€30MAaCHOCTH, a TAK’KE MOHUTOPHUHT U
pearnpoBaHue Ha HHIMAEHTHI Oe301acHOCTH ¢ npuBiieueHreM BHemmHero SOC.
YupasneHnue KoHTposas u ynpapieHue nporeccaMy U3MEHEHUsT KOHPUTYpaIun Hcnonuurens Hcnonuurens
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OTBEeTCTBEHHOCTD 32

Komy npenocrasiien

HaumeHnoBanue
IIpumennmeble K npenocTaBiieHue/ JOCTYM K CPeACTBAM
TeXHOJIOTHYeCKOro
YPOBHIO MpoLecchl/ Onucanue npounecca/cepBucal/yciyru aIMHHHCTPHPOBaHHNE NpeI0CTABICHHS
(apXUTEKTYPHOI0)
OBHSE ycayru/cepucel Ub ycayru/cepsuca/ ycayru/cepsuca/
yp MPOLECCOB npoiecca
KOH(pUTypanuei uHppacTpyKTyphl o6maunoi miatdopmer SherCloud
3amura nepumerpos 1IO/] uadpacTpykTypsr obaunoit miatdopmsr SherCloud ¢
UCIIOJIb30BaHHEM KJIACTEPOB BBICOKOIPOM3BOANUTEIBHBIX MEKCETEBBIX IKPAHOB
HoBoro nokojienust (NGFW), obecrieunBaronmx MexceTeBoe SKpaHUPOBaHHUE U
Ypasnenue
3aIIUTY OT KOMITBIOTEPHBIX aTaK HHPPACTPYKTYPBL.
0€30IMaCHOCTRIO IS N N
D TVALHLIX 7 3ammuTa ceTeBoi MHGPACTPYKTYphI 06maunoi miardopmer SherCloud (Bxona B Hcnonaurens Hcnoaaurens
pTY . 001ako) ot DD0S-aTak, HampaBICHHBIX HA MEPEIOIHEHHE KaHAILHOW EMKOCTH.
(usnyeckux cereit .
BryTpeHHEE CETMEHTHPOBaHHUE CETEBBIX HHYPACTPYKTYP OOJAYHON TIaT(HOPMBI
SberCloud ¢ ucnonszoBannem NGFW u Beinenennem B pamkax 1{O/] Ha ceTeBoM
yposHe DMZ, PROD- 1 MGMT -cermeHTOB HHQPACTPYKTYPHI.
YcraHoBKa, HACTPOWKA M aIMUHUCTPUPOBAHKE CPEICTB 3aIUTHl HH(pOpMauK B
cocTaBe HHPPACTPYKTyphl 06auHoi miatdopmer SberCloud, B Tom uncre:
1. cpencTB aHTUBHPYCHOM 3aILUTHI;
2. cpencTB KOHTPOJIA JeHCTBUIT MPUBUIIETUPOBAHHBIX TOJIb30BaTeNeH
(ammunuctpaTopos SherCloud) kimacca PIM&PAM;
YcraHoBka u 3 SIEM:
aJIMUHUCTPUPOBAHUE ' ’ HcnonaauTens Hcnonaaurens
4. cpencTB KOHTPOJIS M aHAJIN3a 3aIlUIICHHOCTH;
CpPE/ICTB 3aIIUThI L .
5. WEB Application Firewall (WAF), ucrionbs3yemMoro Juist 3aiuThl MyOIHKyEeMbIX
koncozeir VMware vCloud Director, Veeam Backup&Replication, IToprana
camMo00CITy)KuBaHHs 007a4HOHN IaT(opMEI;
6. NGFW,;
7. ldentity and access management (IAM).
VYpasnenue Pe3epBHOE KOMTUPOBaHNE M BOCCTAHOBJICHHUE M3 00pPa30B CIIyKEOHBIX BUPTYyalIbHBIX
pe3epBUPOBAHUEM MaIuH HHGPACTPYKTYpbl 00naunoi miathopmser SberCloud ¢ ucnonab3oBannem Hcnonuurens Hcnonuurens
HHPOpPMATUH nHppacTpykTypHbIX CPK.
Obecnieuenue 3ammtel | 3amuta [1[1H coTpyaHUKOB 3aka3ymKa, MMEIOIIUX JOCTYI K KOHCOsIM Veeam,
HNEePCOHANBHBIX vCloud, o6pabarsiBacMbIx B HH(MpAcTpyKTypax obmaaunbix miatdopm SberCloud. Hcnonnurens Hcnonnurens
JIAHHBIX KIINEHTOB
KonTtpons mocryna B LIO/] n nomemmenust HHGPAaCcTpyKTYPHI 00Ia9HON
Kontpons nocryna miatdopmsl SberCloud (oxpansiemas Tepputopust 1{O/I, mpormyCKHON pexuM, Hcnonuurens Hcnonuurens
CHCTeMbI KOHTPOJISI U YIIPABJICHUSI IOCTYIIOM, 3a[IMPAHUE CTOEK).
. Hanuuue BHemHel (o nepume OJl) u BHyTpeHHEM (B MAIIMHHBIX 3ajlaX
®duznueckuil ypoBeHb Buneonabimonenne ( P Tpy HOJ) yIp ( Hcnonaurenb Hcnonaurenb
HOJ) cucrem BuaeOHAOTIOACHUS
[IpemocraBieHue AMEKTPOMUTAHUS, JOCTYIIA K ceTH VIHTepHET U CBOOOIHOTO
Pa3memenue N
Mecta B croiikax [IO/I. Hcnonuurens Hcnonuurens
00opynoBaHUs

IIpenocraBnenue, MOHTaX ¥ KOMMYyTaIust 06opynoBanus (compute, network u
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OTBEeTCTBEHHOCTD 32

Komy npenocrasiien

HaumenoBanue
IIpumennmeie Kk NpefocTaBjieHne/ JAOCTYII K CpeIcTBAM
TEXHOJIOTHYeCKOro
(O DT YPOBHIO pouecchbl/ Onucanue npounecca/cepBucal/yciyru aIMHHUCTPUPOBaHHE NpeAoCTABICHUS
P OB:;I; yeayru/cepsucel Ub yeJayru/cepsuca/ yeJayru/cepsuca/
P NponeccoB nponecca
storage) B croiikax [JO/I.
Pasmemmenne, monkiroueHne k mutanuio, cetd Muartepuer u BIIO/] 3akazumka
CPEACTB 3aIUTH HHpOpPMay 3aKa3unKa, B TOM YHCIIE CPEICTB
KpHUNTOTpahuuecKoi 3auThl HHPOPMAIHH.
Tab. 4. Pacnipesiesienne 30H OTBETCTBEHHOCTH NpH okazanuu yciayr SberCloud Managed Services ais miatrdopmser SberCloud Advanced
OTBeTCTBEHHOCTh Komy npeaocrapien
HaumenoBanue
IIpumeHuMEbIe K 3a mpeaocTaBJieHne/ JOCTYII K CpeicTBaM
TEXHOJIOTHYeCKOoro
D s D) YPOBHIO pouecchbl/ OnucaHue npouecca/cepsucal/yciyru aIMHUHUCTPUPOBAHU NpeAoCTABICHUS
P 0:{[2 yeayru/cepsucesl Ub e ycJryru/cepBuca/ yeJayru/cepBuca/
P NpoLeccoB nponecca
XKypranupoBanue coOBITHH B NMPUKIATHOM IIPOTPAMMHOM OOecTiedeHnH (B TOM UHCIE
KypranupoBanue o
oLt CYB/, ceprepax mnpunoxenuit, WEB-cepepax, ...) W ONepanmoHHBIX CHCTEMaX, 3aKa3duk 3aka3uuk
BITHIT
YCTaHOBJICHHBIX B BUPTyanbHbIX MamnHax (BM) 3aka3unka.
VipaBieHie VYnpapineHue JOCTYNOM K NMPHKIaJHOMY IPOrpaMMHOMY OOECHEYEeHHUIO (B TOM 4YHCie
P CYB/, cepsepam mnpmnoxennid, WEB-cepsepam, ...) W omepamMoOHHBIM CHCTEMaM, 3aKa3umuk 3axa3uuk
JOCTYTIOM
Y yCTaHOBJIEHHBIM B BM 3aka3uuka.
Ynpasnenne VYnpasnenne ayTeHTH(UKAIMOHHONH HWH(OpMaluen, HCIONb3yeMOil NpH JOCTyIle K
ayTeHTHU(UKAIIMOHHO | TpHKIagHOMYy IporpamMmmHoMy obecrieuenuio (I1T10) u onepannonusM cucremam (OC), 3aKa3uuk 3aka3duk
it mHQOopMarHent ycraHoBiieHHbIM B BM 3akazuuka.
TIpUKIaHOMH YPOBEHD i Kontpons n ananmms 3ammummenHoctd OC u III1O, ¢pyaxkumonupytomero 8 BM BLIO/]
P P 3aka3unka, B TOM YHCIIE YCTAaHOBKA KPUTUYECKUX OOHOBJIICHHU 0€30MacHOCTH, MpaBKa
YPOBEHb ONEPALMOHHBIX | YIIpaBIIeHHE . . .
koH(purypauuii II10, a Taxke M3MEHEHHE JIErKO-IIOAOMPAaEMbIX Mapojield W maposneit 3aKa3umuk 3axa3uuk
CUCTEM, YCTAHOBIIEHHBIX | YS3BHMOCTSIMHU
JIOCTYyTIa [0 YMOJTYaHHUIo K cepucam 1 komrnoHneHTaMm OC u I1I1O, o6HapyKeHHBIX B X0/1€
B BM BIIO/] 3akazuuka
KOHTPOJISI M aHAJIN3a 3aIUIIIEHHOCTH.
Coop (B TOM "ncie ¢ ucronb3oBanueM cpeacts SIEM) n ananms coObrtuit 6e3omacHOCTH
VYnpasnenue co Bcero [II1O, OC u cpencts 3aumutel uHbopMmarun (Cp3U), QyHKIMOHUPYIOIUX B 3aKasiK 3aKasiK
nHnuaeHTamu b «Opranmzannn» (BIIOJ]) 3aka3umka, a Takke MOHHTOPHHI W peardpoBaHHE Ha
WHIUAEHTHI 0€3011aCHOCTH.
VYcraHoBka, HacTpoiika u amMuHucTpupoBanme B BIIOJl 3akazumka cpeacts
kpunrorpaduueckoii 3amutsl uapopmanun (CK3W) B ucnonuennu Virtual Appliance.
VYnpasnenue
. 3aka34nk 3aka34nk
Kpunrorpadueit N
Hactpoiika u ammMuaucTpupoBanue pasMenieHHbIX B [[OJ] WMcnoaHutens mporpaMMHO-
annapatHelx CK3U u MexceTeBbIX 3KpaHOB 3aKa3uuKa.
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OTBETCTBEHHOCTH Komy npenocrasiien
HaumenoBanue
TeXHONOIHIECKOro IIpumennmbIe K 3a MpefocTaBJIeHne/ JOCTYII K CpeicTBAM
(T YPOBHIO ponecchbl/ Onucanue npounecca/cepBucal/yciyru aIMHUHUCTPUPOBAHU NpeAoCTABICHUS
o yeayru/cepsucel Ub e ycJryru/cepBuca/ yeJayru/cepsuca/
NpoIeccoB nponecca
YcTaHoBKa 1 VYcranoBka, HacTpoiika m agmuaucTpupoBanne B BM BIIOJl 3akazumka Cp3U ot
aIMUHUCTPHPOBaHNE | HecaHKIHOHUpoBaHHOTO aoctyna (HCJl), aHTHBHPYCHBIX CPEICTB M MPOYNX CPEICTB 3aKaz4ymK 3aka3unk
CPEICTB 3aIHUTHI 3amuThl nHpOpManuy, ycranaBnmueaeMbix B BM BIIO/] 3akazumka.
VYcranoBka u HacTpoiika B BM 3akazumka cpencts pezepsHoro konuposanus (CPK) 6a3
VYnpasinenue JIaHHBIX U TIpovell nHpopMay 3akazuuka, XpaHuMoi BHyTpu BM ero BILIO/], a Takxe
pe3epBHpPOBaHUEM aJIMUHUCTPHPOBAHUE yKa3aHHbIX CPE/CTB. 3aKa3umk 3axa3uuk
nHdopmanuu Co3nanue pe3epBHbIX Komuil uHpOpManuu 3aka3unka W €€ BOCCTaHOBJICHHE U3
PE3epBHBIX KOIHH.
ObecnieueHue 3ammura cornacHo 152-@3 nepconansHbX qaHHbIX ([1/1H) KIMeHTOB, 00pabaThHIBaEMBIX B
3aIIUTE BM BIIOJA 3aka3uMka, B TOM 4YHUCIE, HO HE OrpaHuuuBasch 3amurod II/IH, ET— ET—
[EPCOHAIBHBIX oOpabaTsiBaeMBbIX cpeacTBaMu ycraHoBieHHbIX B BM BIO/] 3akazunka CYB/I.
JTAaHHBIX KIHEHTOB
XKypranupoBanue coOBITHH, CBSI3aHHBIX C (QYHKIHOHMUpoBaHHEeM o00bekToB BIIO/]
3akazuuka (Hampumep, ero BM) u neHcTBUSIMU TOJB30BaTENIe KOHCOJU YIPaBICHUS
SberCloud.Advanced takux kak:
1. BX0H/BBIXOJ IOJI30BATENEN B/U3 KOHCOJIEH;
2. cozjgaHue/ynaneHue HOBBIX YUETHBIX 3aIMCeH MOIb30BaTeIICH U IPUCBOCHUE UM
TIPUBWIETHH JOCTYIIa K KOHCOJISIM;
3. cosnanuelynanenue BM;
4. 3amyck/octanos BM;
5. co3nanue ki10HOB BM; 3aka3uuK,
6. wu3MeHeHHe XapakTepucTuk BM; Ucnonuurens
YpoBeHb KypHaaupoBatue 7. wmacrpoiika NAT/DHCP/L2VPN/L3VPN, mMapiipytusaiiu, 6aiaHCHpOBIIHKA (B paMKax
«Opranusanim» K COOBITHIA Harpy3KH W/WIU MPaBUIl MEKCETEBOT0 SKPAaHUPOBAHUS; IIPEI0CTABIICHHS YCIyTH
BIO/J 3axasuuxa 8. coznmaHme/M3MEHEHHE 3a/1aHKs PE3EPBHOTO KONMPOBAHMUS; «SherCloud Managed
9. BoccraHoBieHre BM 13 pe3epBHOI KON, Services»)

10. BoccraHOBiIEHHE (halIOB U3 PE3EPBHON KOIHH;

11. u3MeHeHHe AUCKOBOW MONMHTUKHU 0 yMomdanuto st VDC;

12. BxirOYeHUE/OTKIIOUEHHE JIOMIOJIHUTEIBHBIX yeiyT (JlorupoBanue, DFW, VPN u
mpoyee).

13. Pa3BepTbIBaHUE JIOKAJIBHBIX CETEH Ul BUPTYyaIbHOH HH(pacTpyKTyphI

14. Hactpoiika Firewall

15. Hactpotiika mpaBuiI aBTO-CKeIIMHTa

16. Cosznanwue TumoBoi 60a3er qaHHEIX SQL (B TOM YHCIIe, C 0TKa30yCTONYUBOCTHIO)
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HanmeHoBanHe OTBeTCTBEHHOCTh Komy npeaocrapien
TeXHONOFHYECKOro [Ipumennmblie K 3a mpeaocTaBJieHne/ JOCTYII K CpeicTBAM
(T YPOBHIO ponecchbl/ Onucanue npounecca/cepBucal/yciyru aIMHHHCTPHPOBAHHU NpeI0CTABIEHHS

o yeayru/cepsucel Ub e ycJryru/cepBuca/ yeJayru/cepsuca/
NpoIeccoB nponecca
17. Cosganwue TumoBoii 6a3el qaHHBIX NoSQL (B TOM umce, ¢
OTKa30yCTOHYHUBOCTHIO)
18. Co3sgaHue CHAIIIOTOB IUCKOB
19. Cosznanue xpanwmuni (S3)
20. Pa3BepThIBaHME CETEBOTO XPAaHMIIHIIA JJISl BUPTYaIbHONH HHPPACTPYKTYPHI B
oOnake
21. Pa3BepThIBaHME CEPBUCA KEIIUPOBAHMS JaHHBIX
22. PazBéprriBanue Opokepa coobinenuii Ha Kadke
23. PasBeptriBaHme Opokepa cooOrmieHuii Ha Rabbit MQ
24. Pa3BepThIBaHHME JOKAJIBHBIX CETEH U BUPTYaIbHOH HH(PaCTPyKTypHI
25. Coznmanue 6amaHCHPOBIIHKA HATPY3KH B 0a30BOM KOHPHUTYpaIuu
26. bazoBoe MOAKIIIOUYEHHUE CEpPBHCA K TOTOBOM MPEATIONKITIOYCHHON
nH}ppacTpyKType 3aKa3unKa
27. Hacrpoiika private DNS
28. Co3pmaHue eJUHUIL IITI03a HATUPOBAHUS U HACTPOIiKa 6a30BBIX NPABHJI B HEM
29. Hacrpoiika CBSI3M HECKOJIbKHX JIOKAIbHBIX CETEH BOCIMHO
30. Hacrtpoiika qan6op1oB 1jiss MOHUTOPHUHTA
31. Co3pmaHue rpymi mojib3oBaTesel co CrielnalTu3upOBaHHBIMU HACTPOHKAMHK
Hcnonuurens
AnvunuctpupoBanue «OpraHuzanuei» 3aka3uMka C HCIOJNB30BAaHHEM KOHCOIHU
ynpasnenus SberCloud.Advanced. 3akazuuk ET—
AIMHUHUCTPUpPOBaHHE JOCTymoM K «OpraHm3anum» 3aka3yuka C HCIOJIB30BaHHEM | (OTBETCTBEHHOCTH 3a
KOHCOJIM WK KoHcouu yrpasienus SberCloud.Advanced. AJIMUHHACTPUPOBAHUE
AJMUHUCTPHPOBAHNE .
«Opranuzanueity u «OpraHI/I?,auHem: "
yIpaRIeHEe JIOCTYTIOM K Hel)
JOCTYTIOM K Heit Yenyru o anMuHHCTpUpoBaHuio «Opranusanuein» 3akazunka, BKIIOYAIONINe B ceds:
1. co3manue BM u3 craHAapTHBIX MIA0JIOHOB, Hcnonuurens Ucnonuurens
2. cosnanue BM cornacHo TpeboBaHMsIM 3aKa3yHKa; (B pamkax (B pamkax
3. wm3MmeHeHue xapaktepuctuk BM (6e3 kacromusanuu rocteBoit OC); HPeI0CTABICHHS IPEIOCTABIECHHUS YCIYTH
4. cospnaHue K10HOB BM; yenyru «SherCloud «SberCloud Managed
S. BBITpy3Ka MeTpuK coctosaus 1o Tpebosanuio (CPU, RAM, cereBnx | Managed Services») Services»)
nHTEpQEIcoB);
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OTBETCTBEHHOCTH Komy npenocrasiien
HaumeHnoBanue
[Ipumennmblie K 3a MpefocTaBJIeHne/ JOCTYII K CpeicTBAM
TeXHOJIOTHYeCKOro
(O DT YPOBHIO ponecchbl/ Onucanue npounecca/cepBucal/yciyru aIMHUHUCTPUPOBAHU NpeAoCTABICHUS
P OB:;I; yeayru/cepsucel Ub e ycJryru/cepBuca/ yeJayru/cepsuca/
yp MPOILECCOB npoiecca
6. W3MeHeHHe AUCKOBOW MOJIUTUKU N0 yMomdaHuto 11t VDC;
7. BKIIOYCHHE/OTKIIOYCHHE IOMOMHHUTENBHBIX yCciyr (KypHamupoBanue, DFW
VPN ur. 1.);
8. HacTpoiika MpaBHJI aBTO-CKEHINHTA;
9. cozmanune TumoBoi 0a3el JaHHEIX SQL (B TOM 9mCIiIe, C 0TKa30yCTOHYNBOCTHIO);
10. co3pmanue TUNOBOI 0a3bl naHHBIX NoSQL (B ToM ymcie, ¢
0TKa30yCTOMYHBOCTBIO);
11. cozpanue xpanunung (S3);
12. pasBepThIBaHHE CETEBOTO XPaHUIIHUILA JJIsl BUPTYaJIbHOU HHPACTPYKTYPHI B
obnaxe;
13. pasBepThIBaHKE CEpBUCA KEIIUPOBAHUS JaHHBIX;
14. passépreiBanue Opokepa coodmieHuii Ha Kadxe;
15. pasBepteiBanue Opokepa cooOdrieHuii Ha Rabbit MQ);
16. HacTpotika ganiOOpa0B I MOHUTOPUHTA
17. nacrpoiika private DNS
Hcnonuurens
(OTBETCTBEHHOCTH 32
MIPEOCTaBIICHIE
cepBHca)
Co3nanue/ynanseHne HOBBIX Y4YETHBIX 3amuceid B «OpraHu3alum» U NPUCBOCHHE MM aKasamK
MIPUBMIIETHH JocTyma K «Opranu3zanumy 3aKa3yuka.
3axa3uuk
VYnpasnenue
(OTBETCTBEHHOCTH 3a
ayTeHTH()UKAITUOHHO
. N yIpaBJIeHUE
it maOopMarIent
ayTeHTU(UKAIIMOHHO
it maopMarmeit)
Hcnonuurens Ucnonuurens
Coznanue u ynaneHue y4€THBIX 3anucel mojab3oBaTeneil B « Opranuszaium. (B pamKkax (B pamMKax
Hactpolika npuBuneruii ans y4€THbIX 3amnuceil nomap3opareneil B « Opranusanumy. IIPENOCTaBJICHUS IIPEIOCTABIICHUS YCIYTH
Co3znianue rpymnm 1noJjb3oBaTesell co crennaaTi3upoBaHHBIMU HACTPOHKaMHU yeayru «SberCloud «SberCloud Managed
Managed Services») Services»)
Vrpapienue Co3pmanue, ynajgeHue W aJMHUHUCTPHUPOBAHHME C HMCIOJIH30BAHHEM KOHCOJH YTIPABICHHS WcnoxanTens
6€30IIaCHOCTbIO u | SberCloud.Advanced HeoOXOMMMBIX BHYTPEHHHMX CETeH WIM TpyNn OE30NacHOCTH B | (OTBETCTBEHHOCTH 32 3aKa3umK
IPOYUMH nponecce anmuanuctpuposanus BIIO/] 3akazuunka. IIpe0CTABIICHNE
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OTBETCTBEHHOCTH Komy npenocrasiien
HaumenoBanue
[Ipumennmblie K 3a mpeaocTaBJieHne/ JAOCTYI K CpeACTBaM
TEXHOJIOTHYeCKOro
YPOBHIO Ipouecchl/ Onucanue npounecca/cepBucal/yciyru aIMHHHCTPHPOBAHHU NpeI0CTABIEHHS
(apXMTEeKTYpPHOI0)
OBHSE ycayru/cepucel Ub e ycayru/cepsuca/ ycayru/cepsuca/
P NpoIeccoB nponecca

HacTpoiKaMu s | Hactpolika mapameTpoB MexceTeBoro 3kpanupoBanus nepumerpa BIIO/] 3akazumka c cepBHuca)

BUPTYaIbHBIX CETEH | MCroJb30BaHMeM KoHcomu yrpasnenus SberCloud.Advanced.
Hactpoiika  BHYTpEHHETO  CETMEHTHPOBAHMS W  BHYTPEHHETO  MEKCETCBOTO 3aKa3ImK
9KpaHUpoBaHusl (¢ Ucmonb30BaHueM kKoHcomu ynpaenenus SberCloud.Advanced) BLIO/] (OTBETCTBEHHOCTD 32
3a1<a3q1/1u1<a. aJIMUHUCTPHPOBAHNE
Hacrpoiika NAT/DHCP/L2VPN/L3VPN, mapuipyTuzanuu uin 0anaHCHPOBKH Harpy3KH )
Bxomsamero B BI[OJl 3aka3zumka ceTeBOro Tpaduka ¢ HCIOJIH30BAaHHEM KOHCOIHU
ynpasnenus: SherCloud.Advanced.
[HoaxnroueHue u HacTpoiika cepBuca MurepHet ¢ HacTpoiikoid NAT B BLIO/] 3akazuuka
¢ ucnonb30BanueM konconu ynpasnenus SherCloud.Advanced.
IMoaxmouenue u Hactpoiika Site to Site L3VPN (IPsec VPN) no BIIO/I 3aka3umnka c
UCIIONIb30BAaHUEM  BO3MOXKHOCTEH, IPEAOCTaBISEMbIX KOHCOJIBIO  YIIPaBJICHUS
SberCloud.Advanced.
Hacrpoiika mnpaBHJI MEXCETEBOTO OSKPaHHPOBAHMS C HCIOJIB30BAHUEM KOHCOIH
ynpasnenus SberCloud.Advanced 8 BIIO/] 3aka3uuka.
IIpoBepka NpaBUIBHOCTH CETEBBIX HacTpoek (Hampumep, npaBun DNAT, SNAT) u
MIPaBMJI MEKCETEBOT'O 3KPaHMPOBAHMS, BBHINMOJHEHHBIX KiIMeHTOM B cBoéM BIIO/] c
HCTIONB30BaHreM KoHcomu ynpasienus SherCloud.Advanced. Wcnonnurens Wcnonuurens
Hacrpoiika DHCP, mapmipytusannu n GanaHCHpOBKM Harpys3ku Bxoxsmero B BIIOJ (B pamkax (B pamKax
3akazynka ceTeBoro Tpaduka C  HCIOJIB30BAaHMEM  KOHCOJM  YNpPaBJICHUS IIPEIOCTABJICHUA HPEAOCTABJICHNA yCITyTH

SberCloud.Advanced.

Pa3BepThIBaHME JOKAIBHBIX CETEH JJIsl BUPTYIbHON HHPPACTPYKTYphl 3aKa3unKa
Hacrpoiika Firewall BHyTpH TeHaHTa 3aKa3zunka

Pa3BepThIBaHKE JOKAIBHBIX CETEH AJIsl BUPTYaIbHONH HHPPACTPYKTYPhI 3aKa3uuKa
Co3nanne OanaHCHPOBIIMKA HArPy3KH B 0a30BOI KOH(GUTYpAIMH B TEHAHTE 3aKa3zuuKa
BasoBoe moxkiIroueHHE cepBHCAa K TOTOBOHM MPEINOIKIIOUEHHONH HH(pacTpyKType
3akazuuka (VPN)

Co3niaHne eMHUII IUTI032 HATUPOBAHMS M HACTPOWKa 0a30BBIX MPABUII B HEM
Hactpolika cBSI3U HECKOJIBKHX JIOKAJIBHBIX CETEN BOECJUHO

Co3nanne GanaHCUPOBIIMKA HArPY3KH B 0a30BOH KOH(PUTYpaLuu

yenyru «SbherCloud
Managed Servicesy)

«SberCloud Managed
Servicesy)

Yupasnenue
pe3epBUPOBaHIEM
nHpOpPMALTIT

VYnpapnenue pesepBHpoBaHHEM HHGpOpPMaIMK 3aKka3uWKa C HCIOJIb30BAHUEM KOHCOIH
CpeCTBA PE3EPBHOrO KomupoBaHus KkoHconw ympasiaenus SherCloud.Advanced,
BKJTIOYafoIIee B ceOs:

1. co3panue/n3aMeHeHHe 3alaHUI PE3ePBHOTO KOMMPOBaHUs HHpOpMaINK 3aKa3unKa;
2. BoccTaHOBJIeHHe HH(DOpMaIK 3aKa3urKa U3 Pe3ePBHBIX KOTUH;

Hcnonaurens
(OTBETCTBEHHOCTH 3a
Mpe10CTaBIECHUE
cepBuca, s

3aka3unk
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HaumenoBaHme
TEXHOJIOTHYECKOr0
(apXUTEKTYPHOI0)

YPOBHS

IIpumennmbIe K
YPOBHIO mpo1ecchbl/
yeayru/cepsucel Ub

Onucanue npoiecca/ceppuca/yciayru

OTBETCTBEHHOCTH
3a npeaocTaBjieHmne/
aAMHHHCTPUPOBAHU

e ycJryru/cepBuca/

MPOILECCOB

Komy npenocrasiien
JOCTYII K CpeicTBAM
NpeAoCTABICHUS
yeJayru/cepsuca/
npoiecca

3. cO3IaHMe CHAIIIIOTOB JUCKOB.

o0aqHOM
1aTHOPMBI
SberCloud.Advanced
NPE/IOCTaBIISIETCS B
pamkax ycayru Cloud
Backup and
Recovery)

3aKazyuk
(OTBETCTBEHHOCTH 3a
yIpaBIeHUE
pe3epBUPOBAHHEM
cBoeli mHpopMarIm)

OueHka He0OXO0JMMOT0 00beMa XPaHIIIHILA JJIsl PE3EPBHOIO KONMMPOBAHHUS HH(POPMALIUH
3aka3zuuka.

CoznaHue 3a7aHus pE3ePBHOTO KOITMPOBAHUS.

V3meHeHue 3a/1aHnsi pe3epBHOTO KOIMPOBAHUSL.

CocraBnenne cxembl PK, mojuTHKH, KOJ-BO ODKamoB B MEPHOJA BPEMEHH, MOPSIOK
3amycka.

Boccranoenenune  Elastic Cloud Server (ECS)/  Elastic Volume Service (EVS)  mis
obnaunoii mardopmer SberCloud.Advanced u3 pesepBHO# KOTIHH.

IMpoBenenue TectoBbix BoccTanosnenuit ECS/EVS.

Hcnonuurens
(B pamkax
npe0CTaBICHUS
yenyru «SbherCloud
Managed Services»,
IUTS 00JTaYHOM
m1aTHOPMBI
SberCloud.Advanced
MIPEOCTABIIICTCS B
pamkax yciayru Cloud

HcnomauTens
(B pamxkax
MPEIOCTABIEHUS YCIYTU
«SberCloud Managed
Servicesy)

Backup and
Recovery)
YcTaHOBKa, aAMHUHUCTPHPOBAHME, CBOEBPEMEHHOE OOHOBJIEHHME M Oe3oTiaraTesbHast
YCTaHOBKa KPHUTHYECKHX OOHOBIICHMH Oe30macHOCTH Ha wucnoib3yeMmblix B BIIOJ
3aka3yrka BHPTYaJIbHBIX CpEICTBaxX 3allUThl MHGOPMAIMM B HWCHIOJHEHWsX Virtual
YcTaHoBka u | appliance (MeXceTeBble SKpaHbl, CHUCTEMbl OOHApYXEHHUH W/WIM NpeNoTBpaIleHUN T Y

ucnoas3oBanne C3U

KOMITBIOTEPHBIX aTaK U Ipoyee).

Hactpolika ¥ agMHHUCTPUPOBaHHE MPOrPaMMHO-ANMAPATHBIX CPEICTB  3aIIUTHI
nHpopManuu 3aka3dymka, B TOM YHCJIE CPEICTB KPHUITOIpadUIecCKOr 3amluThI
nHpopmanuu, pasmentaeMbix B [{O/] McnoaanTesns.
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OTBETCTBEHHOCTH Komy npenocrasiien
HaumenoBanue
[Ipumennmblie K 3a mpeaocTaBJieHne/ JOCTYI K CpeCTBaM
TEXHOJIOTHYeCKOro
T YPOBHIO Mpomecchl/ Onucanue npounecca/cepBucal/yciyru aIMHHHCTPHPOBAHHU NpeI0CTABIEHHS
P OB:;I; yeayru/cepsucel Ub e ycJryru/cepBuca/ yeJayru/cepsuca/
P NpoIeccoB nponecca
Obecnieuenne
3aIUTHI Obecneuenne coorBercTBus BLIO/] B cocTaBe HH(OPMATMOHHBIX CHCTEM TIEPCOHAIBHBIX ET— ET—
MIePCOHATBHBIX naaseix (MCIIAH) 3akazunka TpeboBanusm 152-D3.
JIAHHBIX KIIMEHTOB
MoHuTOpHHT HMHQPAcTPYKTypbl obOnayHoi rmiatgopmel SberCloud, obecrneuenue eé
MOHITOPHHE 1 JOCTYIHOCTH,  TNPOU3BOAMTENILHOCTH,  HAJIM4YUs ~ HEOOXOAMMOIo  KOJIMUECTBA
o nf)Ka 00opynoBaHus, obecreueHue HeoOXOAUMOM it e€ paboThI MPOMYCKHON CITOCOOHOCTH Hcnonautens Hcnonaaurenns
noan .
P CeTH, BBIYMCIHUTENBHBIX MOIIHOCTEH M €MKOCTH cHucTeM xpaHeHus maHHbIX (CX]I)
nH(PaACTPYKTYPHI.
Kypranuposanue XKypranuposanue coObITHI B KOMIOHEHTaX 00Ia9HON IIIAT(GOPMBI M CPEICTBAX 3ALIUTHI
N . Hcnonuurens Hcnonnurens
coOBITHI urbopmanuu nHbpacTpyKTyphl 006aauHo# miathopmsr SherCloud.
VYnpasnenue VYnpaBineHue JOCTYNOM K CETMEHT npaBJieHusT UHQPACTPYKTYpol 00JIavyHOiM
P P Y n y ymp (pacTpyxTyp Ucnonuurens Ucnonnurens
JIOCTYTIOM miatdopmer SherCloud, eé VLAN-am u KoMIoHEHTaM.
Ynpasnenue VYnpasneHue y4€THeIMU 3anucsiMU AD IpuUBUIIErMPOBaHHBIX MOJIB30BaTEICH, HMEIOIINX
AyTEHTU()UKALMOHHO | OOCTYI K CETMEHTY YIpaBJIeHHs HHPPacTpyKTypoit oonaynoit miatdopmer SberCloud, u HcnonauTens Hcnonaurens
it maOopMaret HX BTOPBIM (haKTOPOM ayTCHTHU(PHUKAINH (ayTCHTH(PHUKATOPAMH).
Yupasienue KoHTponb ¥ aHaiu3 3aliMIIEHHOCTH ciyxebusix BM MGMT-cermenta u ESXi-
N Hcnonnurens Hcnonnurens
YSI3BUMOCTSIMH cepBepoB HH(MpACTPyKTYphl 00mauno# miatdopmsr SberCloud.
. Coop c wucnonszoBanueM cpeacts SIEM ¢ kommoneHTOB 00ia4yHO# ruaTdopmbl U
WudpacrpykrypHbIit .
ypOBeHb ViIpaBieHe CpeICTB 3ammThl MHpOpMAIMKH HHPpACTPYKTYpsl obmaunoi miratdopmer SherCloud
P cOOBITHIT 6€30TTaCHOCTH. HcnonauTens Hcnonaurens
nHnuaenramu Ub .
Ananu3 coOpaHHBIX COOBITHI 0€30MacCHOCTH, a TaKXKe MOHMTOPHMHT M pearupoBaHHe Ha
HHIAICHTHI 0€30MaCHOCTH ¢ npuBiedeHrneM BHenrHero SOC.
Ynpasnenne KoHTpons m ympaBieHue mpoleccaMd H3MEHEHHS KOH(QUTYparuu HHQPACTPYKTYPHI
p . P o yip b Puryp (pacTpyxTyp Hcnonnurens Hcnonnurens
KOH(pUrypanuei obnaunoii ardopmsr SbherCloud
Bammra nepumerpo 110]] uHbpactpykrypsl obmaunoi miardopmber SherCloud ¢
HCIIOJIb30BAaHHEM KJIACTEPOB BBHICOKOIIPOM3BOAUTEIBHBIX MEXKCETEBBIX 3KPAHOB HOBOT'O
VIpaBiCHIe mokosieanst (NGFW), obecnieunBaromux MEKCETEBOC KPaHHPOBAHHWE W 3alIUTy OT
P KOMITBIOTEPHBIX aTak HH(PaACTPYKTYPBI.
0€30IaCHOCTBIO IS . N
a 3amumta ceteBoit nHppacTpyKTypbl 00mauHoi wardopmer SberCloud (Bxoaa B 061ako) Ucnonuutens Hcnonuurens
BUPTYJIbHBIX U N
Ty . ot DD0S-arak, HanpaB/ieHHBIX Ha MEPEIOJIHEHNE KaHAJIbHOM €MKOCTH.
(u3nveckux ceTen N
BHyTpeHHee CerMEHTHpPOBAaHHE CETEBBIX MHQPACTPYKTYp o0OOJauHON 1uaTdopMbl
SberCloud ¢ ucnonp3oBanrem NGFW u Beinenenuem B pamkax L{O/] Ha ceTeBoM ypoBHE
DMZ, PROD- 1 MGMT-cermenToB HHQPACTPYKTYPHI.
YcraHoBka u YcTaHOBKa, HACTPOHKA U aIMUHUCTPUPOBAHHUE CPEJICTB 3aIIUTHI MHHOPMALIUU B Ucnonnurens Hcnonuurens
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OTBETCTBEHHOCTH Komy npenocrasiien
HaumenoBanue
[Ipumennmblie K 3a MpefocTaBJIeHne/ JOCTYII K CpeicTBAM
TEXHOJIOTHYeCKOro
YPOBHIO ponecchbl/ Onucanue npounecca/cepBucal/yciyru aIMHUHUCTPUPOBAHU NpeAoCTABICHUS
(apXMTEeKTYpPHOI0)
OBHSE ycayru/cepucel Ub e ycayru/cepsuca/ ycayru/cepsuca/
P NpoIeccoB nponecca
aIMUHUCTPUPOBAHKUE | cocTaBe HHAPACTPyKTyphl obmaunoii mwiatdgopmer SberCloud, B Tom gwmcre:
CPEZCTB 3aLUThI 1. cpencTB aHTUBUPYCHOM 3aILUTHI;
2. cpeAcTB KOHTPOJISI IEUCTBUM PUBUIIETUPOBAHHBIX M10JIb30BATENEH
(anmunuctparopos SberCloud) knacca PIM&PAM;
3. SIEM;
4. cpeaCcTB KOHTPOJIS U aHAJIN3a 3alUIIEHHOCTH;
5. WEB Application Firewall (WAF), ncrionb3yeMoro st 3aIiThl Ty GIHKYeMOi
konconu ynpasienus SberCloud.Advanced u [Toprana camoo0ciyKuBaHust 00Ia4HON
1aTHOPMBI;
6. NGFW;
7. Identity and access management (IAM).
VYpasnenue Pe3epBHOE KONMMpOBaHME W BOCCTAHOBJIEHHE M3 OOPa30B CIY)KEOHBIX BHPTYaJbHBIX
pe3epBUpPOBaHUEM MamH UHPpacTpykTyphl obOmaunoi miaargopmer SberCloud ¢ wucmonb3oBaHHEM Hcnonuutens Hcnonuurens
nHdopmanuu nHppacrpykrypasix CPK.
ObecnieueHue 3amura II/IH coTpynHuKOB 3aka3unka, MMEIOMIMX JOCTYN K KOHCOJM YIpPaBICHUS
3AIUTEI SberCloud.Advanced, o0pabaTeiBacMbIX B HH(MpacTpyKTypax oOOJaYHBIX ILIAT(GOPM
H p (pactpyxTyp bop Ucnonnurens Hcnonuurens
MEePCOHATBHBIX SberCloud.
JTAHHBIX KIINEHTOB
Kontpons mocryma B L[OJ] u momemieHnuss mHOPACTPYKTYpHl OONaYHOM TUIaTHOPMBI
KonTpons moctyna SberCloud (oxpansiemast Tepputopus 11O/], mpOMyCKHONW PEXUM, CHCTEMbI KOHTPOJIS U Hcnonuutens HcnonHuTensb
yIpaBJICHHUs TOCTYIIOM, 3alIHPAaHHE CTOCK).
Hannuue BHewmHel (1o nepume OJl) u BHyTpeHHel (B MamuHHBIX 3amax L[O
Buneonabnronenne ( p py HOM) yIp ( Ho/ Ucnonnurens HWcnonaurens
CHCTEM BHUICOHAOIIOICHUS
. [MpenocraBnenne 3MEKTPONUTAHMSA, AOCTyNa K ceTH MHTepHET M CBOOOIHOTO MecTa B
®usnueckuil ypoBeHb N
croikax [{O/I.
[MpenocraBnenne, MOHTaX 1 KOMMyTanusi o0opynoBanus (compute, network u storage) B
Pasmemenune M
croiikax [{O/I. Hcnonuurens Hcnonuurens
00opyoBaHUs
Pa3memenue, nogkiouenne k nutanuto, cetu MatepHeT m BIIO/] 3aka3unka cpeacTts
3amuThl HHGOpMAIK 3aKa3drKa, B TOM YHCJIE CPEICTB KPHUNTOrpaduvecKoil 3amnuThl
nHbOpPMAaLNH.
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