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MNPUJIOKEHUE Ne 1.6.
k JloroBopy

OIIMCAHHME U YCJIOBHUSA NIPEJOCTABJIEHUA YCIYI'H
YCIOYTA «IIOJAKJIIOYEHUE K CEPBUCAM SBERCLOUD»

1. HAUMEHOBAHME YCJIYI'
Haumenosanue Ycnyru: «Iloakmtouenue k cepsucam SberCloudy.

Hacrosmuit JOKYMCHT COICPKUT ONHCAHHUC COCTaBa yCJ'Iyl"I/I, ee 0OasoBoil (byHKIII/IOHaJ'ILHOCTI/I BO3MOXHBIX
COMYTCTBYIOIIUX U AOIMOJHUTCIBHBIX YCIYT, 06L[I€FO nopsaKka NOAKIOYCHUSA, U3MCHCHUSA U OTKIIOYCHUA yCJ'Iyl"I/I,

YCJ'IOBI/Iﬁ MMpeaOoCTaBJICHUA U OFpaHquHHﬁ.

2. ”H®OPMALIUsI OB YCJIYTE
Onucanue Yciayru
st momyuenust mocryna Kk Ycayram SberCloud 3akasunk, B 3aBHCMMOCTH OT TEKYIIMX TPeOOBaHHN W UMEIOIIUXCS

BOSMO)I(HOCTCﬁ, MOXKET BLI6paTL OIWH HUJIKM HECKOJIBKO THIIOB CETCBOTO IMOAKIIOYCHHMA.

HntepHer
IMpu noaxmoueHnu Kk Ycmyram SberCloud 3aka3unk MoxeT BRIOpATh MOKIFOYCHHIE B 00IIEM KaHale WITH MOAKIIOYCHHE

4yepe3 BbIICIICHHBIM FApaHTUPOBAaHHBIN KaHa MIHTepHeT.

e BrijlesIeHHBIN rapaHTHPOBaHHBIH KaHan MHTepHeT?.

o OO6mmii kanan Uurepuer (Shared).

Jlornueckoe moxkiIrOYeHHE K 0OIIeMy JUIl BCeX 3aKa3yMKOB YCIYr KaHaly Iepeladd JaHHBIX (CKOPOCTh CETEBOTO
COCAMHEHUS IS KaXIO0ro 3aKa3yhKa He SIBISIETCS] TApaHTHPOBAHHOW M 3aBHCHT OT 3arpy’KEHHOCTH OOILNETo KaHaia
riepeiauy JaHHBIX ).

ITpu nogxmouennn k ceprucam SberCloud uepes MuTepHeT 3aKka3zumk, M0 yMOIYaHHMIO, ITOIy4daeT oauH Oemnblit IP-ampec,
BBIJIEISIEMBIIl B BHJIE TOJICETH ¢ Mackod mojcet /32. JonomHurensHble |P-agpeca BbIIENsAOTCSA MO aHAIOTHYHOMY
MPUHLUITY, HO 0)OPMIISIOTCS OTIENIBHO 3a JOTIOJIHUTENILHYIO IIIATY.

[Tpu monkiroyeHnu yepe3 kaHan MHTepHeT 3aka3uuky npepocTaBiisieTcsi 0a3oBasi 3aluTa HHPOPMAIMOHHBIX CHUCTEM,
pasMmeinaemMbix B HHGpacTpykType obmaunoi miardopmer SberCloud, or DDoS-aTak, HanmpaBiICHHBIX Ha HCYCpPIAHUC
KaHaJIbHOM €MKOCTH ceTeBO# nHppacTpykTypsl obmaka SberCloud.

Taroke, Mo 3ampocy, MOXET OBbITh INPEAOCTaBJIEHAa paCIIMpEeHHasl 3alluTa MHPOPMAIIMOHHBIX CHCTEM 3aKa3uuka,
pa3MemaemMbIx B HHOpacTpykType oOmauHoit mmardopmber SberCloud, or DDoS-arak Ha Bcex ypoBHsX o L7

BKJIFOUUTENBHO B BUJIE OTAEIBHON TapuUINPyEeMON YCITyTH.

[psamoii kaHan cBsizu
[NonxkarodyeHue yepes MPSIMOM KaHaJ CBS3H MMO3BOJSIET 00ECIICUYUTh B3aMMOICHCTBHE ceTell 3aKa3unKa C CeThI0 B O0JIake

C MOMOIIBIO BBIJEIEHHBIX KAHAIOB CBA3M CTOPOHHETO IpoBaiigepa. ONIMOHAILHO C MOMOIIBIO JAHHOIO CIEHAPHUs K
Venyre 3akazuuka MOXKET OBITh IOIKIIOYEH AIbTEPHATUBHBIN KaHAl B ceTh MHTepHET. [ JaHHOTO MOIKIHOYEHUS
MOTYT ObITh 33]I€HICTBOBAHBI BbIIEIECHHbIE KAaHAIbI 3aKa3UMKa, OPraHM30BAHHbIE C UCIIOJIL30BAHUEM «TEMHOMN OITHKWY,
6o KaHaiel, mpegocTasisembie SherCloud. Bo3moskHbie BApHaHThI MOAKIIOUCHHS Yepe3 IpsIMOi KaHa:

e PesepBupyeMoe: NOAKIIOYEHUE JABYX KAHAJIOB B JIBa (PU3UUECKHX IIOPTA Ha OTIENBHBIX CETEBBIX MApIIPyTH3aTOPaX;
e He pesepBupyeMoe: MOJKIOUEHHE TONBKO OJHOTO KaHala B OJWH (PU3MUECKHH MOPTAa HA OIHOM M3 CETEBBIX
MapILIpyTU3aTOPOB.

[NoaxoyeHre BO3MOKHO € MCIIOIb30BaHUEM (PU3NYECKHUX ITOPTOB C MPOITyCKHOH criocodHocThio 1 I'6/c u 10 I'6/c.

CoctaB YcJIyru ¥ OCHOBHbIE KOMIIOHEHTHI

VYeryra noctpoeHa Ha 6a3e CeTeBOro M CepBEPHOTO 060pymoBanus VcmoaHUTENS.

JlocTynHbBIE MOAKIIOYEHHS uepe3 KaHal MHTeEpHET

2.2.1.1. TlonkmroueHue K cepBHCy B obnake uepes cetb MuTepuer — NAT

! Banannas CKOPOCTb I'apaHTUPYETCsl BHYTPU CeTH McnosHuTeNns HayMHasg OT MOPTa MOrPaHMYHOTO MAaplIpyTU3aTopa y3/1a CBS3U
SbherCloud.
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[onp3oBarenn MOAKIIOYAIOTCS K BHUPTyalbHOW MamiMHe B o0Osake, omyOiaukoBaHHOW wepe3 Oexnbiid IP ampec,
MapupyTusupyemsiid B cet IuTepHeT. JlaHHBIN cClieHapuil peKOMEHAYETCS UCTIOIb30BATh AJI IPEAOCTABICHUS TOCTYIIa
K MyOJIMYHOMY CEepBHCY uepe3 ceTb MHTepHeT.

OrpaHu4eHUs:

o Opun Gemnsii IP agpec Ha IpHITOXKEHHE - TS Ty OTUKAIIH HECKOJIBKHAX TPHIIOKEHIH ¢ OIMHAKOBBIMHU MTOPTAMU
TCP (80, 443 u T. 11.) TpeOyeTcs BeIACICHIE JONOTHATENBHBIX Oenbix |P agpecos;

o Jns npuitokeHuit ¢ auHaMuvecku BoiaeasieMbiMu nopramu (FTP, SIP, H.323 u 1. 1.) MOr'yT BO3HUKHYTH
po0JIeMBI C HEOCTYITHOCTBIO CEpBHCA - HEOOXOAMMO (PMKCHPOBATh AMANAa30H JUHAMHYECKU BBIICISIEMBIX OPTOB B
HaCTPOWKaxX NPUIOKEHUs U NpoNUChiBaTh ux B npaBmiax DNAT. AnpTepHaTHBHBIN BapuaHT - BBLIEIATH OJUH Oenblit |P
anmpec Ha cepBHUC U HacTpauBath npasmio Static DNAT.

2.2.1.2. TlomkmoueHune K cepBUCy B obake uepe3 Remote Access VPN - RA VPN (SSL VPN)
Ha paGoueii mammHe monb3oBaTens ycranapmuBaercsa SSL VPN ximenT, ¢ moMomsio kotoporo ycranasiusaercss VPN
TOHHEJb B 007aKo 3akazdynka. [lomp30BaTesp MoTydaeT TOCTYI K BUPTYAIbHBIM MaIlliHaM B o0Jyiake depe3 ux cepsie |IP
azpeca, MapHIpyTU3UPyEeMbIe B paMKax OOJIAYHOM ceTw 3akazumka. J[aHHBIA CIICHapHid PEeKOMEHIIyeTCs MCIIONB30BATh
IUTS TIPEZIOCTABIICHHA AOCTyTa aJMUHICTpaToOpaM 3aKa3uuka K HHQPacTpyKType B oOaxe.

OrpaHuyeHus:
o Tpebyercs ycTaHOBKa KiIMeHTa Ha pabodeit Mamune [loap3oBaTens.

2.2.2 JlocTylnHble MOAKIIOYEHHS Yepes NpsIMOil KaHajl CBSI3U

2.2.2.1. L2 noaxmioueHue
JlaHHBIA ClieHapUi MO3BOJSET CBA3ATh CETh KIIMEHTA B 00JaKe ¢ on-premise ceTsIMH KIMEHTa BHe obnaka mo L2. [pu
TaKOM MOJKITIOYSHIH CYIIECTBYIOIIIE BUPTYaTbHBIC MALTIHEI B HHpacTpyKkType 3aka3zunka OyIyT HAXOIUTHCS B OJHON
L2 cetn ¢ mammHaMu B o0aKe, YTO JaeT BOZMOXKHOCTB JJIS peall3alliil TAaKOTO CEepBHCa KaK MUTpaIHs MaIidH 0e3
cMensl [P agpeca.
JIaHHBII THIT TOJKITIOYCHHS MPEIIIOIaraeT CIeAyIOMINe OIIIIH:
o  ®dusnueckuii mopt Ha MMTC-9;
o Brigenennoe cereBoe coenunenue (L2): Touka 1 — noaxmouenue K puznaeckomy nmopty Ha MMTC-9; Touka 2 — mopT
JIOCTYyTIa, TOYKA MOAKIIOUEHHUs 3aKa3uuKa K JIMHHUH.
OrpaHuyeHus:

o MaxcumanbsHast BO3MOKHASI TPON3BOIUTEIFHOCTD MoKIroueHus — 10 I'6/c.

Jis MakCHMaNbHOW YTHIIM3alMU MONKIoUYeHus 3HadeHne MTU Ha Bcem myTu ciepoBaHus TpaduKa TOHKHO OBITh
ycTtaHoBIeHO He MeHee 9000 Oaiir.

VYcioBus npenocTaBiacHUS:

Jnst mpepocTaBiieHHsT IAHHOTO THIIA TMOJKIIOYEHHsI 3aKa3dMKy HampaBisieTcsi AKT Hadana okasanust Ycuyr. I[lpum
COOTBETCTBUM XapaKTEPUCTHK 3aKa34yMK IOAINUCHIBAET JBa SK3EeMIUIsipa AKTa Hayajna okaszaHus yciyr (1mo ¢opme
[Mpunoxenus 1.6.A k JloroBopy) nubo otnpanisieT VICTIONHUTENO YBEAOMIICHUE O HECOOTBETCTBUU B T€UEHHUE 5 (IISTH)
pabouux JHEMH.
B ciyyae, ecnu 1o McTedeHHH BBIILIEYKAa3aHHOTO CPOKa OT 3aKka3uMKa He MOCTYIWIM 3aMEYaHUsl [0 COOTBETCTBHIO
XapaKTEePUCTUK JAHHOTO THUIIA MOAKIIIOUYEHHS, TO CTOPOHBI CYATAIOT, YTO XaPAKTEPUCTHKH COOTBETCTBYIOT, YKa3aHHBIM
B Onanke 3aka3a, a AKT CUNTAIOT ITOIMMCAHHBIM CO CTOPOHBI 3aKa3unka 0e3 3aMedaHuil.
IMoammcannble sk3eMIUIAPEl AKTa 3aKa3uuK 003yeTcs IepeaaTh YIOJIHOMOYEHHOMY IpecTaBuTento Mcnomnurens (1.
10.13 JoroBopa). B Teuenue 5 (mstr) pabovnx JHEH C MOMEHTA ITOTyYSHUS K3eMILTApOB AKTa, McrmomHuTeNb 00s13yeTcs
MOJINUACATh MX CO CBOEH CTOPOHBI, @ TAKIKE HANPABUTH OJIUH IK3EMIUISP MONUCAHHOTO aKTa 3aKa3uuKy.
2.2.2.2. BzaumojeiicTBHe ¢ pecypcamu obJiaka ¢ CIoNb30BaHueM KineHTckol AS n IP-anpecos

KnuenTckuii cepBrc aHOHCHPYETCS U3 00J1aka ¢ TIOMOIIBIO €r0 MapIIpyTHU3UPYEMbIX B HHTEpHETE aapecos (Pl 6510k).
OrpaHn4eHus:

o Jis ucnionp30BaHus clieHapus TpedyeTcs 4ToOs! kineHT numen Provider Independent IP anpeca, co6cTBeHHYIO
ABTOHOMHYIO CHCTEMY.

o Kiuent ucnosnesyer cets SherCloud kak TpaH3UTHYIO U1l aHOHCHPOBAHUSI CBOMX NPE(HUKCOB.

o JlononHUTENBHO I0JDKHA OBITh popadoTana cxema 3aumTbl AntiDDOS mi1s npeuKcoB KIMeHTa.
B 3aBucuMocTH OT 0COOCHHOCTEH pean3aliii CXeMBbI MTOJKIIOYEHHUST MOXKET OTpeO0BaThCsl JOMOJIHUTEIbHAS 3aKyITKa

CETEBOT0 00OPYIOBaHMSI IO COTIIACOBAHUIO C 3aKa3UMKOM.
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3. METPUKHU YCJIYI'

3.1. basoBas GpyHKIHMOHAILHOCTh U MeTpHKH Y ciryru «IToakmrouenue k cepsucam SherCloud» npeacrasnenst B Tabmuie 1.

Tabm. 1. ITapaMeTpsl IpeaoCcTaBIIEMBIX Y CITyT

XapakTepuCTUKH U METPUKH

JonmycTumble 3HAYEHHS

CKOpPOCTB Iepeadu TaHHBIX

Or 10 M6/c no 10 T'6/c B 3aBHCHMOCTH OT BBIOPaHHOI
MIPOITYCKHOM CITOCOOHOCTH

Cpennsisi cereBast 3aaepkka B npenenax CITJI SberCloud

He 6oitee 10 mcex

[IpoueHT notepstHHBIX MakeToB B npenenax CITJ SberCloud

He 6oiee 0,5 %

OrpaHudueHNs BXOAAIIET0 CyMMapHOTO Tpaduka 3a OTYETHBII
IEpHOJ

He orpanmdeHo, ecnu WHOE HE yKa3aHO B OMHCAHUHU
Yenyru

OrpaHu4ueHNS NCXOSIIETO CyMMapHOTO TpaduKa 32 OTYETHBII
epUos

He orpanmdeno, ecnu MHOE HE yKa3aHO B ONMCAHUH
Yceayru

3.2.  Merpuku ycnyru «BoimenenHoe ceteBoe coenunenue (L2)» npexcrasnens! B Tabmuie 2.

Tabm. 2. Metpuku Ycnyru «BoimenenHoe ceteBoe coenunenue (L2)»

XapaKTepUCTHKH U METPUKH

JonmycTuMble 3HAYEHUS ™

CKOpOCTh nepeayn TaHHBIX

Or 100 M6/c no 10 I'6/c B 3aBUCHMOCTH OT BBIOPaHHOI
MPOMYCKHOM CITOCOOHOCTH

Cpennsisi cereBas 3aaepkka B npeaenax CITJ] SberCloud

He 6onee 50 mcex

[pouent notepsiuHbix nakeroB B npeaenax CI1/1 SberCloud

He 6omee 0,5 %

Bapuanus 3agepxku (JUKUTOP)

He 6onee 20 mcek

OrpaHuueHus: BXOAAIIEro CyMMapHoro Tpaduka 3a OTYETHBIH
IIEPUOL

He orpanudeno, ecnu MHOE HE YKa3aHO B OMHMCAaHUU
Yenyru

OrpaHu4YeHNs NCXOSIIETO CyMMapHOTO TpadyKa 3a OTYETHBII
Ieproa

He orpanmdeHo, ecnu WHOE HE yKa3aHO B OMHCAaHUU
Yenyru

Ipumeuanue: * - Ycnosue: 3azpyska nonocwvl nponyckanus ne oonee 80%.

bazoBble METPUKH MOTYT OBITH CKOPPEKTHPOBAHBI ITPH 3aKa3e Y CIyTH.

4. TAPUOUKAIUA YCIYT'H

4.1. JIns maaHO# Ycnyru ucnonsidyercs CraTmdeckas TapuuKamus.

4.2. BenuunHa eXEMECSYHOTO IUIaTeXa 3a MOJIb30BaHUE YCIYTrOd ONpeNessieTcsl B COOTBETCTBUH C 3aKa3aHHBIM 00beMOM

NIEPEUNCIICHHBIX HUXKE PECYPCOB U OIILIUM:

o Ilupuna xanana MHTepHeT;

. benwrii IP-anpec;

. [IpomyckHas cmocoOHOCTh (PU3NIECKOTO MOPTa;

. IporyckHast cHOCOOHOCTH BBIJICICHHOTO CETEBOTO COCMHEHHSI.

4.3. EauHOBpEeMEHHBIH IIaTeXK 3a MOJKII0UeHHE Y Cryrd (€Cii 3TO IPUMEHUMO 1O TapuQy).

5. UHBIE YCJOBUS, NPUMEHUMBIE K YCJIYT'E

5.1. Bo3MOXxHbBIE BUABI NOAKIIOUYEHHs / H3MEHEeHUs / OTKIIFOUeHUs Y CITyT:

5.1.1. TlocpencTBom moxamucaHus 3akasa.

5.2.  BO03MOXHBI MOPSAOK PACUETOB MO Y Ciyre:

5.2.1. TlpenBapuTenbHas oOIUaTa;

5.2.2. Tlocromnara (Ha OCHOBAaHHHU OT/IEJILHO 3aKJIFOUEHHOTO ITMChbMEHHOTO OJlaHKa 3akasa).

5.3.  Bo3MoOXkHBIE cCIOCOOBI OIJIATHI M TOPSIIOK ITOTIOTHEHUS OallaHca:

5.3.1. Omnara B 6€3HATMYHOM OopAAKE Ha OCHOBAHWHU BBICTABJICHHOT'O Hcnonaurenem cyceTa,

5.3.2. Omnara nmocpeacTBOM 3JIEKTPOHHBIX CPEACTB IUIaTekKa.
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