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IIPUJIOKEHHUE Ne 1.1.

k JloroBopy
OIIUCAHME U YCJOBUA NPEJOCTABJIEHUA YCJIYT

VCJIIYTA «BUPTYAJIbHBIN IO/ na 6aze VMware»

1. HAMMEHOBAHMUE YCJIYI'

HaumenoBanue Ycnyru: Bupryansnsiii IO/l Ha 6aze VMware.

Hacrosmuit JOKYMEHT COJCPKUT OIMMCAHUEC COCTaBa ycnym, ee 0a3oBO (byHKHI/IOHaJ'II)HOCTI/I, BO3MOXXHBIX
COMYTCTBYIOIIUX U AOMOJHUTCIBHBIX YCIYT, 06H161"0 nopsaKka NOAKJIHOYCHUA, USMCHCHUA U OTKIIOUCHUSA YCnyrn,

YCJIOBUI NPENOCTABIEHUS U OTPAaHUYECHUH.
2. HNHOPOPMALUS OB YCIYTE
Kpartkoe onucanue Yciayru

Bupryamsusiii 1O/l Ha VMware (paHee u nmamee — Yciayra), SBISCTCA YCIYyTOil IO TPEJOCTaBICHHIO 0a30BBIX
UH(OPMALMOHHO-TEXHOJIOTHYECKHX PECYpCOB Ha OCHOBE COBOKYITHOCTH (YHKLIHOHHPYIOIIETO IOJ YHpaBieHHEM
VcnonmHuTenst CepBepHOr0 M CETEBOr0 OOOPYNOBaHHS, CHCTEM XpaHEHHsS JaHHBIX U CIEHHAIU3UPOBAHHOTO

MIPOrpaMMHOTO o0ecrieueHus. Y ciryra mocTpoeHa Ha OCHOBe Mozienu oOciykuBanus «laaSy.

B pamkax VYcayru Hcnomnurtens npenoctaBiser 3akazduky Buptyansseridi 1[OJl, umeronmii B pacHopsDKEHHH
corylacoBaHHbIil Mexny VcrnomHurenem u 3aka3dylMKoM Ha0Op BHPTYalW3UPOBAHHBIX BBIYMCIUTEIBHBIX MOIIHOCTEH
mporeccopa (VCPU), supryampHoit mamsatu (VRAM) m muckoBoro mpoctpanctBa (VHDD), a Ttaxxke cpenctsa
ynpasnenus Bupryansusim L{O/], noctaTouHsle 47151 CO3JaHUS U yIPABICHUS BUPTYAIbHBIMH CEPBEPAMH B TpeOyeMOH

3aKa3ynKy KOH(PHUIYypaIuy B IIpeeax BhIACICHHBIX BUPTYIN3UPOBAHHBIX MOIITHOCTEH.

VYupasnenne Bupryansusiv [{O/] ocymiectsisiercst 3akazuukom mpu momotiu koxconu Cloud Director.

2.2. CocTaB YCJIYyrd M OCHOBHBIE KOMIIOHEHTBI

2.2.1. B cocraB Yciayru BXOIST:

Boiuucaumenvhovie pecypceni

. BUPTYyaJbHBIE TiporieccopHbie siapa (VCPU);
. BUPTyalbHas onepaTuBHas namsth (VRAM);
. BUpPTyaJlbHOE TUCKOBOE MpocTpancTBo (VHDD);
. w03 NSX Edge Gateway;

Cemesgvie cepsuchl u KOMHOHEHNbl
° MTOIKITFOYEHUE K CETH HHTEPHET (B 00IIeM KaHaue);
° Onun myonmuneti [P-agpec.

OcHosHble KOMNOHEeHMbL 00IAYHOU I’lﬂamd)Ol?Mbl VMware

. VMware vSphere;

o VMware Cloud Director;

. VMware NSX;

. VMware vRealize Log Insight;
. VMware vRealize operations.
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VMware vSphere

VMware vSphere npencraensier coboil miarhopMy BHPTyaqu3alHd, 0OCCeUHBaeT THHAMHUYECKYIO GalaHCHPOBKY
Harpy3Kd Ha CepBepbl W CHCTEMBbl XpAaHEHUWs [aHHBIX JUIS JOCTHXKEHUS ONTUMAaJbHOW IPOM3BOANTEIBHOCTH.

CocraBHbIMU YacTsiMH Tiatopmel VMware vSphere sBIsSIOTCS:

VMware ESXi — ammapaTHbI THIEPBU30D, Pa3CIAIOIINA Pecypchl (HH3MYECKOTO cepBepa MEXIYy HECKONIbKUMH

BUPTYaJIbHBIMU MalllTUHAMM.

VMware vCenter - meHTpanm3oBaHHas IaTopma [UId ympaBieHus cpemamu VMware vSphere, momoraromias

aBTOMATH3HPOBATh BUPTYAIbHYIO HHPPACTPYKTYpPy 1 O€30IIaCHO MPEIOCTABIATh K HEH JOCTYH B OOMaKe.

VMware High Availability (HA) — mMexaun3M, mo3BOSIFONINI BOCCTAHABIMBATE PabOTOCIIOCOOHOCTH BHPTYaIbHBIX

MAIlIVH TI0CIIE alNnapaTHOro cOos y3/I0B BUPTyalH3ann.

VMware DRS — mexanu3m, paBHOMEpPHO pacnpenenstoni BM Mexy BceMH y3liaMH Kiactepa u 00ecrieunBaroIui

3aJaHHYIO IIPONU3BOAUTECIBHOCTD BUPTYAJIbHbIX MAalllMH B IITATHOM M HCUITATHOM (B ciyyac CGOCB) peKUMax pa6OTLI.

VMware vMotion - MmexaHu3M «KUBOi» MuUrpaimid BM Mexay y3namu Kiactepa Juisi CepBICHOTO 00CTyKiBaHHs Oe3

TIpepBIBaHIs PabOTHI MOJIK30BaTENECKUX BM.

VMware Cloud Director (vCD)

Cloud Director npexgocTaiseT KOHSYHBIM I10JIb30BATEISIM O€30IIaCHBIC, H30JIMPOBAHHBIC MYJIBI PECYPCOB MUIs OBICTPOI

nHunmanuzauuu BuptyansHoro IO/ u peanusyer ennHy0 KOHCOJIb YIIPABICHUS.
VMware NSX

VMware NSX wucmoms3yercs Uil CO3IAHHS IPOTPAMMHO-OIIPEENIAEMBIX CETeH, WHKAICYILIIUU Tpauka depes
npotokos1 VXLAN miis moctpoenus norudeckux L2-ceTeil B paMkax yke CylIecTBYIOIIEH KOMMyTaliu Ha ypoBHe L3.
[To3BosisieT 3aka3yMKaM CaMOCTOSITEIBHO CO3/aBaTh BBIZCJICHHBIE CErMEHTHI CETH U OIpPEACNATh IIpaBHiIa

MapHIpyTH3aI[MK MEXIy CeTsIMH CBOUX BUPTyanbHbIX L{O/], 03 namenenuii B pu3nueckoil KOMMYTaIHH.
VMware vRealize Log Insight

VMware vRealize Log Insight — cpeactBo anst cOopa W aHanm3a BCEX THIOB JaHHBIX. [103BOJISET yHPaBIATH
KypHalIaMd COOBITHIl C IOMOLIBIO YHOOHBIX MaHeled MOHUTOPHHTAa M HHTEJUICKTYaJbHBIX CPEICTB aHaJH3a.
IMoxpoOHas Bu3yanH3alMs pabOYMX MPOLECCOB MO3BOJACT YCKOPHTh YCTpaHEHHE HENONaJ0K B MH(PPACTPYKType

Hcnonaurens.
VMware vRealize operations

VMware vRealize operations - HHCTpyMEHT PaCIIHPEHHOTO MOHHUTOPHHTA MPOU3BOJUTEIBHOCTH BHUPTYAIbHON
uHppacTpykTypbl. CobupaeT JaHHbIe O Pa3BEPHYTHIX BUPTYATbHBIX MAlIHHAX U MPIIOKEHUIX, BKIFOYas JaHHbIe 00
HCIIONTB30BAHKH MPOIIECCOPHBIX PECYPCOB, OTIEPATUBHON MAMSITH, YTHIH3AINH TUCKOBOM TIOJCUCTEMBI, ITTHTEIBHOCTH
PETHCTPAlMK W TPOM3BOIUTEIIBHOCTH YAAIEHHOTO OTOOpakeHus. OMIus JOCTYIHA K MOJKIFOUCHHIO OTACIBHO U

TapupUIUPYyETCs JOTIOJHUTEIEHO K OCHOBHOM Yciyre.

ObecneyeHue 3alIMTHI HHPPACTPYKTYPHI 00J1a4HOi n1aTtdopmbl SberCloud

 3amuTa HHYPACTPYKTYPbI 00Ia4HON TIIAT(HOPMBI U CPEJICTB €€ YIPABICHHUS;
e 3amuTa KoHcoyim Cloud Director;

o m3osstius BITO/I.

3auuTa nHpacTpykTypsl o6aauHoii miardopmer SberCloud u cpencts ee ynpasiaenus

3ammura nHpacTpyKTyphl obnauHoil miatdopmer SberCloud u cpeacTs ee ynpasieHus oOecreynBaeTCs Ha
CIIEYIOIIUX YPOBHAX:

® Ha (U3MUECKOM ypOBHE 00eCeunBaeTCs

— pasmernenue Becero obopynoBanus HHGpacTpyktypsl B LIO/], cooTBeTCTBYIOINX TPpeOOBAHMSIM HAICKHOCTH 110
kareropuu Tier 3;

— KOHTPOJIb U yIPABJICHUE JIOCTYIIOM K 000PYyIOBaHHIO;

— HAJTM4YKEe CUCTEMBI BUACOHAOIIOIeHHUs Ha 00bekTax nHpopmaTuzamu LIO/].
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® Ha CETEeBOM YpOBHE obOecrieunBaeTcs 3ammura nepumerpoB LIO/] i ux cerMmeHTHpOBaHME C HCIOIB30BAHIEM
MEXKCETEeBBIX SKpaHoB HOBOro nokosieHus (NGFW), ocyIecTBISIONIMX B TOM YKCIIC BBISIBICHUE U TPSAOTBPAILCHUC

KOMIBIOTCPHBIX aTaK;

® Ha UH(PACTPYKTYPHOM ypOBHE 00ECTIeUnBAETCS:

— aHTHBUPYCHas 3alnTa HHPPACTPYKTYPHI C UCIIOIB30BaHUEM aHTUBUPYCHBIX CPEJNICTB JJIsl OOJIaYHBIX CPE;

— yIOpaBIeHHE JOCTYNOM K HH(PACTPyKType ¢ HCIOIB30BAaHHEM CPEACTB JABYX(AaKTOPHOH ayTeHTHU(HUKALIH
MOKJTIOYAIOIINXCS K HEW aIMHHNCTPATOPOB;

— KOHTpPOJIb ICHCTBHUH MPUBHUIECTHPOBAHHBIX MOI30BATENEH C HCHONB30BaHUEM CIICIIHATTH3UPOBAHHBIX CPENICTB;

— pETYyJISApHBIH KOHTPOJIb M aHAIHW3 3aIIUIICHHOCTH WH(PACTPYKTyphl C HCIOIB30BAaHHEM CHEHUATM3MPOBAHHBIX
CPEZCTB IO BBISBJICHUIO YsI3BUMOCTeH B mcronblyeMoM 1O m ero HeKOppeKTHOHW KOH(UTypaluu, BIUSIOIIEH Ha
ypoBeHb 3ammuinerHoctH [10, ¢ ycTpaHeHHeM BBISBICHHBIX YSI3BUMOCTEH M/MIM HEAOCTATKOB;

— cOop U aHANU3 COOBITUI MHPOPMAIIMOHHOM OE30MACHOCTH.

[ToMHMO 3TOr0, OCYIICCTBIISIOTCS TEPUOIMYCCKHE TECTHPOBAHUS HAa MPOHUKHOBCHUE U ayIUT WHGOPMAIMOHHON
6e3omacHocTd UH(pacTpyKTypsl obiaunoi miathopmer SherCloud ¢ mpuBneyeHneMm CTOPOHHHUX OpraHU3aIU.
BbIsSIBIICHHBIE B XOJI€¢ COOTBETCTBYIOLICTO TECTHPOBAHUS W/WIIM ayauTa HEIOCTATKH YCTPAHSIOTCS MO (DAKTy HX

BBIAABJICHUS.

3amura xkouncou Cloud Director

3amura xonconu Cloud Director ob6ecrieunBaeTcs Ha ypoBHE IPUIOKEHUI ¢ HCTIOIb30BAHUEM CIIELIMATH3HPOBAHHOTO
MEXCEeTeBOro sKkpaHa ypoBHs mnpuwiokenuii (Web Application Firewall, manee — WAF). Tlomumo 3toro,
OCYLICCTBIIIIOTCS PETYIIIPHBIE CKAHUPOBAHUS KOHCOJIM Ha HAIMYHME aKTyalbHbBIX YS3BUMOCTEH M €ro NepHoIHIecKie
TECTUPOBAaHHS Ha NMPOHUKHOBEHHE C INPUBJICYCHHUEM CTOPOHHUX OpraHM3aluil. BBIABICHHBIC YSI3BHMOCTH W/HIH

HEAOCTATKU YCTPAHAKOTCS 11O (1)aKTy HX BBISIBJIICHUA.

HN3oasiumus «Opranusanuiny 3akazuuka

W3zomstuns «Opranuzanuii» 3aka3duuka OCyIIECTBIICTCS Ha ypPOBHE 001a4HON TIaT(OpMbI BCTPOSHHBIMHU CPEICTBAMH
VMware Cloud u Ha cereBom ypoBHe cpenctBamu VMware NSX. TloMuMo 5TOro, B pamKax IEpPHOANICCKHX
TECTUPOBAHMH Ha TIPOHMKHOBEHHE BCEH MHQPACTPYKTYpbl MPOBOAATCA TECTHPOBAaHMSA HA BO3MOXKHOCTD
MIPOHNKHOBEHHS IIOTEHIIMAIBFHOTO HAPYIIHUTENs U3 0JHOH «Oprann3anum» B IpyTYIO € IPEOI0ICHUEM HCIONb3yEMBIX

MCXAaHHU3MOB 3alIIUTHI.

Pacnpenesnenue poJieii, o0sizanHocTeii u oTrBercTBeHHOCTH Hcnmoanurenss u 3akazuuka B odaactu Ub B

OTHOIICHUM Yc.ﬂyrn

Pacnipenenenue posneit, 06s3aHHOCTEH U OTBETCTBEHHOCTH B 0o0sacTu b B oTHOmIeHU Yciyru omucaHo B Tabmuie
1.
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Tabn. 1. Pactipenenenue poeii, 00s13aHHOCTEH 1 OTBETCTBEHHOCTH B oOnactu b

HaumenoBanue
TEXHOJI0rH4ecKOoro
(ApXMTEKTYPHOI0) YPOBHA

IpumMeHUMBbIE K YPOBHIO
npoueccol/ ycayru/cepsucsl Ub

Onncanue npouecca/ceppuca/yciayru

OTBETCTBEHHOCTD 32
npeaocTaBieHne/
aJMHHHCTPHUPOBaHHE
YCJIyru/cepBHCa/ POIECCOB

Komy npenocraBien
JOCTYH K CpeacTBaM
NpeI0CTABJIEHUS
yeayru/cepuca/
npouecca

IIpuknagHoil ypoBeHb U YPOBEHb
OIEPALMOHHBIX CUCTEM,
ycraHoBieHHBIX B BM BLIO/]
3akazqnka

XKypuanupoBanue coOBITHI

KypHanupoBaHue cOOBITHI B NPUKIATHOM IPOTPAMMHOM
obecnieyennn (B Tom gncie CYB/I, cepBepax NpHIIOKEHUH,
WEB-cepsepax) u OIEepalOHHBIX cUCTeMax,
YCTaHOBJIEHHBIX B  BHPTyalbHBIX MamumHax (BM)
3aka3uuka.

3aKa3umnk

3aKa3unK

VYnpasieHue 10CTyIIOM

VYnpasieHne IOCTYNOM K INPUKIAJHOMY HPOrPaMMHOMY
obecnieyenmo (B ToMm uncie CYB/], cepBepam NpHIIOKEHUH,
WEB-cepBepam) u OTeparMoOHHBIM cUCTEeMaM,
ycraHOBJIeHHBIM B BM 3akazuuka.

3aka3umnk

3aKka3unK

VYnpaBieHue ayTeHTH()UKAITMOHHOM
rHpOpMaIen

VYnpasieHue ayTeHTH(UKAIOHHON nHdopmanuei,
HCTIONB3yeMOH  HpH  JOCTyme K IPUKIATHOMY
nporpaMmHoMy obecriedenuro (ITT1I0) n omepanoHHBIM
cucremam (OC), ycraHoBieHHBIM B BM 3akazuuka.

3aka3umnk

3aKka3unK

VYrpasneHue ys3BUMOCTIMHI

Kontpons w anmamu3 3ammmensHoctu OC  u IO,
¢yukunonupytomero B BM BIO/] 3aka3unka, B TOM 4HCIIe
YCTaHOBKAa KPUTHYECKHX OOHOBICHHH 0€30macHOCTH,
npaBka koHurypanuii [1I10, a Takke H3MEHEHUE JErKO-
moIOMpaeMbIX TapoJiel 1 mapoJield TOCTyIa 10 YMOITIaHUIO
k cepucam u komroreHTaM OC u [1I10, 0OHapyKEeHHBIX B
XO/ie KOHTPOJIS M aHAJIN3a 3alIUIECHHOCTH.

3aka3umK

3aka34yuK

VYupasnenue nnnuaentamu b

C6op (B TOM uucie ¢ ucmoip3oBaHueM cpencts SIEM) u
aHanu3 coObITHii Oe3omacHoctu co Bcero IIIIO, OC m
CpencTB 3aIATHI HHpOPMAITIH (Cp31),
(YHKIMOHHPYIOIINX B «Opranuzanum» (BLIOLO)
3aka3uynMka, a TaKKe MOHHMTOPDHMHI ¥ pearupoBaHHE Ha
HHIUJICHTHI 0€30IT1aCHOCTH.

3aka3umk

3aka34ymK

VYnpasnenue kpunrorpadpuei

VYcraHoBka, HacTpoiika M aaMmuHHUCTpupoBanue B BLIOJL
3aka3uMka  CPEACTB  KPHNTOTrpadMYecKOW  3alIUTHI
unpopmannu (CK3N) B ucnonnennu Virtual Appliance.

Hacrpotiika 1 agMuHHCTpHpoBaHHe pasMenieHHBIX B LIOJ]
Hcnonnutens  mporpammHo-ammapatHeix CK3U  u
MEKCETEBBIX IKPaHOB 3aKa3z4yMKa.

3aka3zumk

3akazunk

YcraHoBKa M aJIMUHMCTPUPOBAHME
CPEJICTB 3alUTHI

YcranoBka, HacTpolika n agMuHACTpHpoBaHne B BM BLIOJ{
3akazunka Cp3M 0T HECaHKIMOHHPOBAHHOTO OCTyIIa
(HCJI), anHTUBHpYCHBIX CPEACTB M MIPOUUX CPEACTB 3AILUTHI
unpopmanuy, ycraHasmmBaeMbix B BM BLIO/] 3aka3uuka.

3aka3umk

3aka34ymk

Yupasnenue
uHpOpMaLUH

pe3epBUPOBaHHUEM

VYcranoBka u HacTpoiika B BM 3aka3umka cpexncts
pe3epBroro komupoBanusi (CPK) 6a3 naHHBIX W mpodeit

3aka3umk

3akazumnk
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OTBETCTBEHHOCTD 32

Komy npenocraBien

HaumenoBanue JOCTYII K CPEACTBAM
I[IpumeHnMEbIE K YPOBHIO npegocTaBIeHue/
TEXHOJI0rH4ecKOro Onncanue npouecca/ceppuca/yciayru npeaocTaBIeHUs
npoueccobl/ ycayru/cepsucsl Ub aIMHHUCTPUPOBAHNE
(ApXMTEKTYPHOI0) YPOBHSA yeayru/cepsuca/
yCJIyru/cepBHCca/ POIEcCOB
npouecca
nHdopmaruu 3aka3zunka, XpaHnMoii BHyTpu BM ero
BIIO/, a Taxke aAMUHHCTPUPOBAHUE YKa3aHHBIX CPEJCTB.
Co3nanue pe3epBHBIX KOIHH HH(pOpManuy 3aKa3duka u eé
BOCCTAHOBJICHHE U3 PE3E€PBHBIX KOIHIA.
3amuTa cormacHo 152-@3 nepconanbHbIX maHHBIX (T11H)
KITMEHTOB, 00padaTtriBacMbix B BM BIIO/] 3aka3urka, B TOM
Obecneverne SaUTBL | yycjne, WO He  orpaHMuMBasch  ammroil  I1J[H, 3aKa3unK 3aKa3unK
TICpCOHATBHBIX NAHHBIX KITHCHTOB 00pabaThIBaeMBIX CPEACTBaMH yCTaHOBJIEHHBIX B BM
BLO/] 3akazunka CYB/I.
XKypranuposanue COOBITHIA, CBSI3aHHBIX c
¢yHkunonupoBanueM  o0wvektoB  BIIOJ[  3akasumka
(manpumep, ero BM) u OeHCTBUSAMH TOJIB30BATENCH B
koHCOMAX  VMware Cloud Director u  Veeam
Backup&Replication, Takux kxak:
1. BX0J/BBIXOJ MONB30BaTENE B/U3 KOHCOJEH;
2. cosnaHue/ynaiaeHue HOBBIX YUETHBIX 3amnmce
HOJIBb30BaTeNeil ¥ IPUCBOCHUE MM NPUBMIICTHH JTOCTYyTIA K
KOHCOJISIM;
3. cosnanuel/ynanenue BM;
4. 3amyck/ocraHoB BM;
5. cosnanue xioHoB BM;
6. M3MeHeHne xapakTepucTHK BM;
VYposens «Oprannzanum» u N .
BIIO/I 3axasunka JKypHanuposanue coObIThii 7. HacTpoiika NAT/DHCP/L2VPN/L3VPN, Hcnonnurens 3akazuuk
MapHIpyTH3anud, OalaHCHPOBIIMKA HATPY3KH H/WIH
MPaBHIT MEKCETEBOTO 9KpaHUPOBAHHUS Ha

VMware NSX Edge B «Opranusamum» 3aka3uuka C

ucnons3oBanueM koncoin VMware Cloud Director;

8. co3maHme/M3MeHEeHUE 3aJaHUs PE3EPBHOTO KOMMPOBAHHS C

ucmosp3oBaHneM kouconu Veeam Backup&Replication;

9. BoccraHoBnenne BM w3 pesepBHOIl  KomuM
Hcrop30BanrneM koHconn Veeam Backup&Replication;

10.BoccraHoBiIeHHE (DailJIOB W3 PE3EPBHON  KOMHHU
Hcrop30BanrneM koHnconn Veeam Backup&Replication;

11.M3MeHeHne TUCKOBOM MOMUTHKY 1o yMordanuto 1t VDC;

12.BxnmoueHHe/OTKIIIOUCHUE JIOTIOJTHUTENBHBIX ycIIyr

(noruposanue, DFW, VPN u npouee).
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OTBETCTBEHHOCTD 32

Komy npenocraBien

HanmenoBanne JOCTYH K CpeacTBaM
I[IpumeHnMEbIE K YPOBHIO npegocTaBIeHue/
TEXHOJI0rH4ecKOro Onncanue npouecca/ceppuca/yciayru npeaocTaBIeHUs
npoueccobl/ ycayru/cepsucsl Ub aIMHHUCTPUPOBAHNE
(ApXMTEKTYPHOI0) YPOBHSA yeayru/cepsuca/
yCJIyru/cepBHCca/ POIEcCOB
npouecca
AnvunucrpupoBanue  «OpraHuszanueir» 3aka3uuka ¢ Hcnonuurens
ucnons3oBaHreM konconn VMware Cloud Director. (OTBETCTBEHHOCTS 3a
AIIMHHUCTpMpPOBaHME  JOCTYIOM K  «Opranusanum» npezioctasienue cepauca VCD)
AHMHHHCTPHPOVBE‘HHG 3akasyuKa C HCIONb30BaHMEM KoHcomu VMware Cloud
«Opranusauuei» W yHOpaBleHME | Director. 3aka3uuk 3aka3uuk
JOCTYIIOM K Helt (OTBETCTBEHHOCTb 3a
aJIMUHHCTPHPOBAHUE
«Oprasu3anmeii» 1 10CTyIIoM K
Hel)
Co3nanue/ynageHne  HOBBIX — yY€THBIX — 3amuced B Ucnonaurens
«OpraHu3anum» ¥ MPUCBOCHHE UM NPHUBIIETHH OCTyNa K (OTBETCTBEHHOCTH 3a
«Opranuzanumny 3akaz4yuka. MPEJOCTABICHUE CEPBUCA)
VYnpasieHue ayTeHTH()UKALIMOHHON
p e pucan 3aka3zuuk
rHpOpMaIen 3aka3uuk
(OTBETCTBEHHOCTH 32 yIpaBIICHHE
ayTeHTU(HUKATHOHHOMH
nHdopmaryeir)
Co3nmanue, ypaJieHMe W aJAMHHUCTPUPOBaHHE  C
ucnonp3oBaHueM koHconmdn VMware Cloud Director
HeoOxomuMbix VXLAN B mporecce aAMUHHCTPUPOBAHUS
BLO/] 3aka3zunka.
MesxcereBoe 3xpanupoBanus nepuMerpa BIIO/I 3akazunka Hcnonuurens
¢ ucnons3oBanneM VMware NSX Edge. (OTBETCTBEHHOCTS 32
Vmpasnenne — 0€30MacHOCTBIO U NPEIOCTaBICHNE CEPBHCA)
. OOecrieyeHne  BHYTPEHHETO  CErMEHTHpOBaHUS  (C
MPOYUMHU HACTpOHKaMu Ut . 3aka3umk
o ucnonb3oBanreM VMware Cloud Director) u BHyTpeHHEro
BUPTYaIIbHBIX CETeH 3akazquk
MEXCETEeBOT0 3KpaHUpoBaHUs (¢ ucronbp3oBanueM VMware (OTBETCTBEHHOCTS 3
NSX Edge) BIIO/I 3aka3unka.
aJIMUHHCTPUPOBAHHUE)
Hacrpoiika NAT/DHCP/L2VPN/L3VPN, mapuipytu3anuu
n OamaHcupoBiinka Harpy3ku Ha VMware NSX Edge B
«Opranuzaun» 3aka3ulka C MCHOJIb30BaHHEM KOHCOJH
VMware Cloud Director.
VYnpasneHue pe3epBUpoBaHHEeM HHpOpMaNuK 3akazdynka ¢ T
IIOJIHUTCJIb
UCIIONB30BaHUEM ~ KOHCOJM  CPEACTBa  PE3epBHOTO CHOTHATEN
. . TBETCTBEHHOCTH
konupoBanus Veeam Backup&Replication, Bkirouaroriiee B (OTBETCTBECHHOCTE 3a
cebs: IPEAOCTaBIEHHUE CEPBHUCA)
Vupasienue pe3epBUPOBAHUEM ’ . ET—
HbOpMALIH 1. co3gaHue/u3MeHeHHe 3aJaHUl PE3ePBHOIO KOIMHMPOBAHHS 3aKa3UHK

uHbOpManuK 3aKa3umKa;
2. BoccTaHoBieHHe BM 3aka3urka u3 pe3epBHOM KOIIHY;

3. BoccraHOBNeHHUE (ailioB 3aKa3uuKa U3 Pe3epPBHOMN KOMUH.

(OTBETCTBEHHOCTD 3a YIIpaBICHUE
pe3epBUpOBaHUEM CBOEH
WHPOPMAITIH)
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HaumenoBanue
TEXHOJI0rH4ecKOro
(ApXMTEKTYPHOI0) YPOBHSA

IIpumenuMbIe K yPOBHIO
npoueccobl/ ycayru/cepsucsl Ub

Onncanue npouecca/ceppuca/yciayru

OTBETCTBEHHOCTD 32
npegocTaBIeHue/
aJIMHHHCTPHUPOBaHHE
yCJIyru/cepBHCca/ POIEcCOB

Komy npenocraBien
JOCTYH K CpeacTBaM
NpeI0CTABJIEHUS
yeayru/cepuca/
npouecca

VcranoBka u ucnonas3oBanne C3U1

VYcraHoBKa, aJIMIHUCTPUPOBAHHE, CBOEBPEMEHHOE
oOHOBIIeHHE U Ge30TIaraTeNbHasl YCTAaHOBKA KPUTHYECKHX
OOHOBJICHUI Oe30mMacHOCTH Ha wucmoib3dyeMbix B BIIOJ
3aka3zuynka BUPTYaJbHBIX CPEJCTBAaX 3aIINTHI HH(OPMAIUU
B ucrnonHeHusX Virtual appliance (MexceTeBble SKpaHBL,
CHUCTEMBI OOHapyKeHU  W/uin IIpEeIOTBPAIIECHUI
KOMITBIOTEPHBIX aTaK U MpoYee).

Hactpoiika ¥  aIgMHHHCTPHpPOBaHHE  IIPOTPAMMHO-
anmapaTHbIX CPEACTB 3aIIUTHl MHGOpMALUH 3aka3uuka, B
TOM 4YHCIEe CpPEICTB  KPUNTOrpadM4ecKOW  3allUThI
nHpopmarmH, pazmemaeMsix B LIO/] Mcnonnurens.

3aKa3umnk

3aKa3unK

OO6ecrnieueHue 3QIMUTE
MEPCOHABHBIX JaHHBIX KIMEHTOB

Ob6ecneuenne  cootBerctBuss ~ BIIOJ B
WH)OPMAIMOHHBIX ~ CHCTEM  [EPCOHAIBHBIX
(UCI1dn) 3aka3uuka TpedoBaHmsaM 152-D3.

cocTaBe
JIaHHBIX

3aka3umK

3aka34yuK

WndpacTpyKTypHBIi ypOBEHb

MOHI/ITOpI/IHF U MoAACpIKKa

MoOHHTOPUHT HMH(PACTPYKTYpEl 0O0JaYHOH IIAT(HOPMBI
SberCloud, obecrieueHue eé JIOCTYITHOCTH,
IIPOU3BOIUTEILHOCTH, HaJINYHs HEO0OXOIMMOTr0
KOJIMYeCTBa O00OpYHOBaHHUS, OOecredeHne HeoOXOIMMOM
i e€ paboThl TMPOIMYCKHOH CHOCOOHOCTH  CETH,
BBIYHCITUTENIBHBIX MOIITHOCTEH U EMKOCTH CHCTEM XPaHEHHS
nanHHbIx (CX/1) nHppacTpyKTypEIL.

Ucnonaurens

Hcnonaurens

XKypuanupoBanue coObITHIT

XKypHanupoBaHue coOBITHII B KOMIIOHEHTaX OOJIauHOU
MIaTGOPMBI W CPENCTBAaX  3alIUTHl  WH(POPMAINH
uHppacTpyKTypbl 001auHO# miardopmer SherCloud.

Ucnonaurens

Hcnonuurens

YnpasieHue 10CTyIIOM

VmpaBiaeHne — JOCTYNOM K  CETMEHTY  YIPaBJICHUS
uHppacTpykrypoit obmauno#t miarpopmer SberCloud, eé
VLAN-aM U KOMIIOHEHTaM.

Ucnonaurens

Hcnonuurens

VYnpaBneHne ayTeHTH(PUKAIHOHHON
rHpOpMaIen

YnpasneHue YYIETHBIMH 3aMUCSIMH AD
MPUBUJICTHPOBAHHBIX MOJIb30BaTeNei, HMEIONIMX JOCTYI K
CerMEHTy  ympaBiieHUs HMHQPacTpyKTypod  oOyauHOi
miatgopmer  SberCloud, w wux BTOpeIM  (paKTOpOM
ayTeHTU(HKaIMH (ayTEeHTU(DHUKATOPAMH).

Ucnonaurens

Hcnonuurens

VYnpasiieHue ya3BUMOCTAMHU

KoHTpons W aHanmM3 3aIUIIEHHOCTH ChyxeOHpIXx BM
MGMT-cermenra u ESXi-cepBepoB uHpacTpyKTyphI
o6auHoit margopmser SherCloud.

Hcnonuurens

Hcnonuurens

Ynpasnenune nauuaearamu b

C6op ¢ ucmonszoBanueM cpeacts SIEM ¢ xommonenToB
00nauHoil MIaTGopMbl U CPENCTB 3aIIUTHl MHGOPMALUH
uHppacTpyKkTyphl  obmaunoii mmardopmer  SherCloud
cOOBITHI 6€30MacHOCTH.

AHanmm3 coOpaHHBIX CcOOBITHH 0€30mMacHOCTH, a TaKKe

Hcnonnurens

Hcnonnurens
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HaumeHoBanue
TEXHOJIOTHYEeCKOro

(ApXMTEKTYPHOI0) YPOBHSA

IIpumenuMbIe K yPOBHIO
npoueccobl/ ycayru/cepsucsl Ub

Onncanue npouecca/ceppuca/yciayru

OTBETCTBEHHOCTD 32
npegocTaBIeHue/
aJIMHHHCTPHUPOBaHHE
yCJIyru/cepBHCca/ POIEcCOB

Komy npenocraBien
JOCTYH K CpeacTBaM
NpeI0CTABJIEHUS
yeayru/cepuca/
npouecca

MOHHUTOPHHT M pearupoOBaHKEe HA WHIIUICHTHI 0€301TaCHOCTH
¢ npuBneucHueM BHerrHero SOC.

VYupasnenne koHUTypareit

KoHTponb ¥  ymnpaBieHHE MpOLECCAMH  W3MEHEHUS
KOH(Uryparun HHPPACTPYKTYphl 00nadHOil miaTdopMel
SherCloud

Ucnonaurens

Hcnonaurens

VYnpaBneHue 0€30MacHOCTBIO  UIS
BUPTYaJIbHBIX U (U3HYECKUX ceTer

3anmra nepuMerpoB LOJ] mHpacTpykTypsl oOnauHON
miargopmer  SberCloud ¢ wucmonk3oBaHHEM KIacTepoB
BBICOKOIIPOM3BOIUTEIILHBIX MEXCETEBBIX 3KPAHOB HOBOTO
nokonenus (NGFW), obecneunBaronux MeXCETeBOE
9KpAaHHPOBAaHME M 3aIUTy OT KOMIBIOTEPHBIX aTaK
HHPACTPYKTYpHI.

3amuTa ceTeBoil MHPPACTPYKTYpHl 00JaYHON IIAT(HOPMEI
SberCloud (8xoma B 06:1ak0) or DD0S-arax, HanpaBieHHBIX
Ha [eperoTHeHNe KaHaIbHOH eMKOCTH.

BHyTpeHHee CerMEHTHPOBAaHHE CETEBBIX HH()PACTPYKTYP
o6naunoit ruargopmer  SbherCloud ¢  wucnons3oBannem
NGFW u Beinencnuem B pamkax [{O/] Ha ceTeBoM ypoBHE
DMZ, PROD- 1 MGMT-cermenTOB HHPPACTPYKTYPHI.

Ucnonaurens

Hcnonaurens

YcraHoBKa U aJMHHHUCTPUPOBAHUE
CPEICTB 3aIIUTHI

VYcraHoBKa, HacTpoilka M aJIMUHUCTPUPOBAHHE CPE/ICTB
3alUThl  MHPOPMAIMH B COCTaBe HH(PACTPYKTYpHI
obnaunoit mardopmer  SherCloud, B ToM umcie:
1. CpelcTB AQHTHBHPYCHO 3allHTHI;
2. CpEACTB KOHTPOJS JCHCTBHH MPUBUICTHPOBAHHBIX
nosnp3oBatenedl  (agmunuctparopoB SberCloud) xmacca
PIM&PAM;

3. SIEM;

4. CpeACTB KOHTPONS U aHAIM3a 3alUIICHHOCTH;
5. WEB Application Firewall (WAF), ucnions3zyemoro st
3amuThl my6nukyemsix koHconeir VMware Cloud Director
u Veeam Backup&Replication;
6. NGFW;

7. ldentity and access management (IAM).

Ucnonaurens

Ucnonaurens

VYnpasnenue
“HpOpMAIHH

pe3epBUPOBaHHEM

Pe3epBHOE KOIIMPOBAaHME M BOCCTAaHOBJICHHE M3 00pa3oB
CIY)KEOHBIX ~ BHPTYaIbHBIX MAIIUH HH(QPACTPYKTYPHI
o6maunoit mratdopmsr SberCloud ¢ ucnonszoBannem CPK
Veeam Backup&Replication.

Hcnonuurens

Hcnonuurens

OoGecneuenue 3QIMTEI
HepCOHaﬂbelX JAHHBIX KIINCHTOB

3anmra [1/1H coTpyIHUKOB 3aKa3uuKa, HIMEIOIIUX AOCTYI K
koHcoissm  Veeam u  Cloud, o6paGarbiBaeMbIX B
uHppacTpykrype obnaunoii riarpopmsr SherCloud.

Hcnonmaurens

Hcnonaunrens
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OTBETCTBEHHOCTD 32

Komy npenocraBien

HaumenoBanue JOCTYII K CPEACTBAM
I[IpumeHnMEbIE K YPOBHIO npegocTaBIeHue/
TEXHOJI0rH4ecKOro Onncanue npouecca/ceppuca/yciayru npeaocTaBIeHUs
npoueccobl/ ycayru/cepsucsl Ub aIMHHUCTPUPOBAHNE
(ApXMTEKTYPHOI0) YPOBHSA yeayru/cepsuca/
yCJIyru/cepBHCca/ POIEcCOB
npouecca
Kontpoxns nocryna B [{O/] 1 nomernenust nHGpacTpyKTyphI
K o6auHoOM IaThOpMBI SberCloud (oxpansiemast
OHTPOJIb A0CTyTIa tepputopust LIO/], mporyckHOM peskum, CUCTEMbI KOHTPOJIS HcnonHuTens HcnonsuTens
1 YIpaBJICHHS JTOCTYIIOM, 3alIMPAHHE CTOCK).
6 Hamraue Bremneit (no nepumerpy LIO/1) u BHyTpeHHed (B
Buneonabmonenue MamHHEX 3a1ax [IOJ]) CHCTEM BH/IEOHAGIIONeHHS Hcnonnurens Hcnonnurens
@ . [IpenocTaBneHne >NEKTPONMUTAHMS, J[AOCTyMa K CETH
M3HICCKIH yPOBCHD HutepHet 1 cBoO6OaHOTO MecTa B croitkax [1O/].
[IpenocTaBneHne, MOHTaX U KOMMYTAaIHsl 000pYIOBAaHHS
(compute, network u storage) B croitkax L{O/I.
Pazmemenne o6opynoBanus Hcnonuurens Hcnonuutens

Pa3merenre, mogtoueHNe K MUTaHUIO, ceTH MHTepHeT 1
BIOJ[ 3aka3umka CpeAcTB 3amIUTHl  HWH(POPMAIHH
3aka3unKa, B TOM YHCIE CpPEACTB KpUOTOTpadudeckoit
3anIuThl HHQOpMALUH.
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2.4. Tumnbl pecypcos

2.4.1. Bupmyanshuie npoyeccopuvie a0pa (vCPU)

[pn (opmupoBaHUM 3akaza 3aKazunKy MIPE0CTaBIISETCS BBIOOD u3 CJIEAYIOMINX saep:
¢ uacToToii He Meree 3,0 I'Tw; e menee 3,5 I'T'm.!

vCPU obcayxuBatorcst puzndeckumu nponeccopamu Intel.

PexoMeHnganmu n orpaHuYeHHUS:

B pamkax ommoro Bupryamproro I[O/] 3akasumk MokeT ucmoib3oBats Tonbko VCPU ¢ onmHakoBoi dacTOTON

(obcmyx)uBaeMbIe POIIECCOPAMH OJTHOTO THIIA).

2.4.2. Bupmyanvrnas onepamusnas navsams (VRAM)

[Tpu popmupoBanum 3akaza 3aka3yuk yKasbIBaeT TpeOyeMblil 00beM VRAM.

Bazkno: npu ¢popmupoBannu 3aka3 yciryrd Tpedyembiii 00beM VRAM noimkeH ObITh TOMOJHUTENBHO YUTEH B paMKax
3aKa3pIBaeMoro oowsema BupTyanpHoro muckoBoro mpoctpanctBa (VHDD) BeiOpanHOTO Tpodruis i pa3MemeHHus

Swap-¢}aitiioB BUPTYaJIbHBIX CEPBEPOB.

PeKOMeHHaHI/II/I " OIrpaHUYCHUS:

MunnMansHOE 3HaYeHUE T SKk3eMIuripa Buptyamsaoro [IOJ] — 1 T'6.

2.4.3. Bupmyanvnoe ouckosoe npocmpancmeo (VHDD)

B pamkax yciyrd mpefoCTaBIIsSeTCS JBa TUCKOBBIX MPOGWIL, OTIHYAIOIIUXCS MO CKOPOCTH OOMEHAa NaHHBIMH
(xommuectBy omepanuii BBoma-BeiBoga (IOPS)) u Bpemenu otkimmka: SATA/NLSAS u SSD. Kaxnapiit AHCKOBBIHA

po¢UIIb COOTBETCTBYET CBOEMY THITY AMCKOB Ha CUCTEME XPaHCHHS JaHHBIX.

B pamkax ognHoro Buptyansaoro 11O/l MOHO HCTIONB30BaTh JUCKOBBIE NPO(MIN pa3IndHOTO TUIIA.

Ba:kno: pu 3aka3e BupTyansHOro 1HCKOBOT0O IpOCTPAHCTBA OTIECIBHO AOJDKEH OBITh yuTeH TpeOyemblii 00beM VRAM

JUIsL pa3MerieHus SWap-}aiioB BUPTyallbHBIX CEPBEPOB.

2.5. Tunbl NOAKJIIOYEHHS K CETH

Jns moaxiroueHus K Yciyre 3aka3uuk MOXKET BIOpaTh OJMH UM HECKOJIBKO TUIIOB TIOIKITIOYESHHSI.

2.5.1. [oKiIroueHne Yepe3 BbIEIEHHbI rapaHTHPOBaHHbII 2

kaHan Wuateprer (3aka3umKy OperOCTaBISICTCS
OTJIeNIbHAS TTOJI0CA JUTS TOCTYTIA K Y CITyTe, KOTOpas He pa3felsieTcs ¢ APYTUMH 3aKa3UiKaMHt ) WA TOIKITIOUCHHE depes
o6wmmit kanan Murepuer (Shared), koTopslil mpeamnonaaraet JI0rn4ecKoe MmoJKII0YeHHe K 001eMy /ISl BceX 3aKa3uruKoB
VYermyrn kaHanmy Tepenavyd JaHHBIX (CKOPOCTH CETEBOTO COCOMHEHUS [UIS KaXIoro 3aka3uhka He SBISACTCS

FapaHTHpOBaHHOﬁ 1 3aBUCUT OT 3arpy’KCHHOCTHU 06]1[61"0 KaHalJla nepeaaiun ,HaHHBIX).

JIOCTyITHBIC MOAKITIOYCHUS:
e IloakaroyeHue Kk cepBucy B o0ake yepe3 ceTb MHTepHer — NAT
[lomp30BaTenyu TOAKIIOYAIOTCS K BHPTyaIbHOW MamuHe B o00Jake, omyOnmkoBaHHOM uepe3 |IP  ampec,
MapmpyTH3UpyeMbIii B ceT MHTepHeT. J[aHHBIN ClieHapuil PEKOMEHAYEeTCS HCIONB30BaTh U MPEAOCTABICHHS
JIOCTYIIA K MyOJHYHOMY CEPBHCY 4Yepe3 ceTh HTepHET.
OrpaHuYeHHUS:
o Onun IP ampec Ha mpuioxeHue - s MyONHKAIUN HECKOJIBKUX MPUIOKEHUH ¢ 0nHaKOBBIME Toptamu | CP
(80, 443 u 1. 1.) TpebyeTcs BhIIEICHHIE NOTIOTHUTENRHBIX |P ampecos;
o Jnst npusiokeHuid ¢ nquHamudecku BoiaeiasembiMu moptamu (FTP, SIP, H.323 u 1. A.) MOryT BO3HUKHYTBH

HpO6J'ICMLI C HCAOCTYIMHOCTBIO CE€pBHUCA - HGO6XOHI/IMO (bHKCI/IpOBaTI) Juana3oH AUHaMHUYCCKHU BBIICISACMBIX

1 Texnuuecku nomyctumo BeiaensaTh 10 48/96 vCPU (mis vCPU uacrotoit 3,5/3,0 I'T1, cOOTBETCTBEHHO) Ha OJJMH BUPTYaJIbHBII CepBep..
OpHako Ui JIyylllell NPOU3BOJAMTENLHOCTH PEKOMEHAYETCs NpHICpKUBaTbcid 3HAuEHWH, ONMCaHHBIX B paszgene «3. baszopas
(YHKIMOHATBHOCTD M METPUKH YCITYTH).

2 3aaHHas CKOPOCTh TapaHTHPYETCS BHYTPU CeTH VICHONHMTENs HayMHAs OT HOPTA IOrPAHHYHOIO MApIIPyTH3aToOpa y3/a CBA3H
SberCloud.
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TOPTOB B HACTPOMKAX TPWIOKEHHsI W MPONUChiBaTh WX B mnpaBwiax DNAT. AnbTepHAaTUBHBIM BapwaHT -

BbIACIATH oAuH P anpec Ha cepBuc 1 HacTpauBath npasuio Static DNAT.

o TloakiawyeHue k cepBucy B obuaake yepes Site to Site VPN — L3 VPN (IPsec VPN)

Ha cereBoM o6opynoBanny 3akazdnka (poyTep Wil MEKCETEBOH SKpaH) HacTpamBaeTcs craTudeckuit |Psec-ronnens B

0071aK0, ¢ TTOMOIIBI0 KOTOPOTO IIOJIE30BATEIH MOJKIIOYAIOTCS K BUPTyalbHBIM MammuHaMm B oOmake Ha IP ampeca,

MapHIpyTH3UpyeMble B paMKax o0nauHoil cetn 3aka3umka. JlaHHBIA ClieHapHil peKOMEHIyeTcs HCIIOIb30BaTh IS

CBsI3H ON premise cereit 3aka3urka ¢ CeTIMH B 00JIake KaKk OCHOBHOE TIOIKITIOUCHUE UITH KaK Pe3epPBHOE MOAKITIOUCHHAE

NP HAJIMYUH HOAKITIOYEHHS Yyepes NPsIMOH KaHall CBSI3H.

OrpaHuyeHus:

o TpebyeTcs Hanmnume y 3aka3unka ceTeBOro 00opymoBanus ¢ moaaepxkkoit IPsec VPN;

o B 6a3oBoit xoH(pHUTrYypanuu mocTynHa opraHm3aus 10 512 IPsec TonHenei. TexHUUECKH €CTh BO3MOXKHOCTD
pacmupenust gaHHoro koimdectBa mo 1600, 4096 wmm 6000 ToHHeneH, 4TO MOTPeOyeT MOIONHUTEIHHBIX

TPyZ03aTpaT ONepaToOpoB U PeCypcoB obaxa.

2.5.2. INonxaroueHue yepes MpsAMON KaHall CBSI3U.

JlaHHbIi croco0® MOJIKITIOYEHHUs MO3BOJISIET O0ECHEeYUTh B3aMMOZEHCTBHE ceTedl 3aka3yhka C CeThlo B O0JlaKe ¢
TIOMOIIBIO BBIACICHHBIX KaHAJIOB CBSI3U CTOPOHHErO MpoBaiinepa. OMIMOHAIBHO, C MOMOUIBIO JIaHHOTO CLIEHAPHS, K
Ycenyre 3aka3zunka MOXKET OBbITh MOAKIIIOUEH albTEePHATUBHBIA KaHal B ceTb MHTepHeT. [l JaHHOTO MOAKIIOUEHHMS

MOTyT OBITH MCITOIL30BaHbI BBIZICJICHHBIC KaHaJIbI 3a1<a3q1/u<a, OpraHn30BaHHBIC C UCITIOJIB30BAHUEM «TEMHOM ONITHKI.

HOCTyHHBIe HOAKIIOYCHUA:

L2 noakiaoueHune

JlaHHBIH crieHapuii TO3BOJIAET CBSI3aTh CETh KIIMEHTAa B 00JIaKe ¢ on-premise ceTsiMu KineHTa BHe obnaka no L2, [Ipn
TAKOM MOJKJIIOYEHHH, CYIIECCTBYIOIIHE BUPTYyaJbHble MallMHBl B MHPPACTPYKType 3aka3uuka OyIyT HaXOIHUThCS B
onHoit L2/L3 cetn ¢ MammHaMu B o0yake, 4YTO JaeT BO3MOXHOCTb JJIsl peain3allii TaKoro CepBHCa KaK MUIPaIHs
MamuH 6e3 cmeHs! [P anpeca. JlaHHbIN cieHapuii peKOMEHAYETCS HCTIONb30BaTh TOJIBKO KaK BPEMEHHOE ITOIKITIOYCHHUE
JUIS. METPAllMi BUPTYAJIbHBIX MAIlMH 3aKa3uuKka M3 on premise MHPpacTpyKTyphl B 00iako. JInbo Ha mOCTOSIHHOM
OCHOBE TP TEXHHYECKOH HEBO3MOXKHOCTH pabOTHI MPUIOKEHNH 3akazdunka Mex Iy ON premise u obmakom mo L3.
OrpannyeHus:
o Cuenapuii He MOXeT OBITH pa3BepHYT critaMu kiuenTta u3 Cloud Director GUI. [{nst pa3BopaunBaHus TpeOyeTcs
y4JacTHe OllepaTopoB 00JIAUHOTO MpoBalaepa;
MaxkcuManbpHas BO3MOXKHASI IPOU3BOIUTEIBHOCTD MoakiroueHust — 10 ['0/c;
o Jnst MakcuManbHOM yTHIM3aluK NoAKIoueHns 3HaueHne MTU Ha BceM myTu cieoBaHus Tpaduka JA0HKHO

ObITh ycTaHOBJIEHO He MeHee 9000 GailT.

25.3. IIpu noaxmroueHnn yepe3 oOmmit kaHan WHTepHeT 3aka3uumky NpeNoCTaBiseTcs 0Oa3oBas 3alluTa
nH(pOpPMAIMOHHBIX CHCTEM, pa3MellaeMbiXx B MH(pacTpykrype obnauynoii ratdopmsl SberCloud, or DDoS-araxk,
HaNpaBJeHHBIX Ha UCYEPITaHHE KaHATbHONW EMKOCTH CETEBOU MHPPACTPYKTYphI 06mauHoi miatdopmer SberCloud.

B ocranbHBIX cityyasx, a TakyKe MO 3alpocy MOXKET ObITh NPEIOCTaBlieHa paclIMpeHHas 3aliuTa HHOOPMAMOHHBIX
cucteM 3aKa3uWka, pa3MellaeMbIX B mH(ppacTpykType obmagHoi tuatdopmbel SberCloud, or DDoS-atak Ha Beex
YpOBHSIX 10 L7 BKIIOYMTENBHO B BUAE OTACIBHON TapUPUINPYyEMOH YCITYTH.

Jnst oOMeHa JaHHBIMHM MEXIY BHPTYaJIbHBIMH MammnHamu B npexpenax BILIOJl umcronb3yercsi BHyTpEHHEE CETEBOE

BSaHMOHGﬁCTBHG, PpCaIn30BaHHOC Ha 0a3e ceTeBOTO O60py,Z[OBaHI/I$I Hcnonaurens u CpeACTBaMH I'Ii€pBU30pa VMware
ESXi.

Ceresble cepBuchl NSX

Buptyanensrit oz VMware NSX Edge Gateway mpemocTaBisieTcst 0 yMoiIdaHuio B KoHurypamun Compact,
JOCTaTOYHOHN JUISl CO3JaHUsl HEOOJBIIMX BBIYHUCIUTENBHBIX CPEJl C MaJbIM KOJIMYECTBOM CEPBHCOB, M MOXET OBITh
M3MEHEH B CIy4ae HEOOXOTMMOCTH OOpabOTKM OOJBIIETO KONWYEeCTBA CETeBBIX (YHKIMHA. O3HAKOMHUTBCA C
BO3MOXKHBIMH KOH(UTYPALUSIMU U TTPEeIbHBIMU 3HAUSHUSMH 110 SKCIUTyaTalliy BUpTyaiabHoro nuroza VMware NSX

Edge Gateway MoxHO Ha odHIHaIBHOM caiite o ccruike https://configmax.vmware.com/guest?vmwareproduct=NSX

IMporpammuslii utro3 Edge Gateway nmpegocTasisier ClieAyoIne CeTeBbIe CePBUCHL:
* MexcereBoe skpanuposanue (Firewall);
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* mapmpyTtr3anus (Routing);
* npeobpa3zoBanue agpeca (NAT);
* BupTyansHbie yacTHbIe cetr (VPN) IPSec;

* TuHaMu4eckoe pacnpenenenue agpecos DHCP.

Pa3BepThiBaHHE BHPTYAIBHOTO LLTI03a BO3MOKHO B OTKa30yCTOH4MBOI KoHpurypauun (HA), npu 3TOM co3maercs
JIOTIONTHUTENBHBIN IITI03 B PEKUME OKHIAHHS, KOTOPBIN IIepeHUMAaeT Ha ceOs HAarpy3Ky B CIydae BBIXOJA U3 CTPOS
ocHoBHOTrO nutro3a Edge Gateway.

Ta6s0u61 BM 1 06pa3sl OC

B pamkax Yciyru 3akazuuk MOKET CaMOCTOSITENBHO BBINOJHUTH UMITOPT/9KCIIOPT cobcTBeHHOrO 06paza BM B BIIO/I.
Bo3MosxHBIH BapuaHT paboThl ¢ oOpazamu BM: 3aka3zdik caMOCTOATENFHO OCYIIECTBISET UMIIOPT/IKCIOPT 00pazoB

BHPTYaJbHBIX MaIllWH, HCHOIB3ys KoHcoub yrpasinerus Cloud Director.

HOHOJ’IHI/ITCJ’ILHO 3a1<a3qm<y MpeAOCTABIACTCA OOCTYIlI K KaTajlory ¢ mabiaonamu BM ¢ npeayCTaHOBJICHHBIMU

Hanbosee MOMyIAPHBIMU BEPCUAMHE OnepaioHHbix cucteM Windows u Linux.
IIporpammuas miargopma

VYcenyra peanu3oBana Ha Oase miatdopmel Buptyanusanun VMware vSphere. B kauecTBe HHCTpyMEHTa peau3aiuu

o0mauHO# HHMpacTpyKTypsI Uctonbdyercs VMware Cloud Director.

VCTOMYMBOCTh K OTKa3aM BEIYHCIUTEIIBHBIX y3J10B peajin30BaHa CPEACTBAMU HJ'IaT(bOpMLI BUPTYyaJIM3allun VMware

vSphere Ha 6a3e TexHonoruu vSphere High Availability (HA).

Cxema peanmsanun mwiatdopmsr ais yeryru « Bupryamsnasrit HO (VDC)» m3o00paxkeHa HIDKe:

AnmnapatHas miiargopma

Cepsepnas niampopma

B kadecTBe BBIYHCIHTENHHON IUIATHOPMBI HCIONB3YIOTCSI CEPBEPHBIE PpEIIeHUS KOPIIOPATUBHOTO YPOBHS,

Oazupyronirecs Ha MpoIeccopax apxXuTeKTypbl Xx86/64.
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CX/] Cucmema xpanenusi OQHHbLX

I[J'IH OopraHusalu cepBUCA TMPCAOCTABJICHUA BUPTYAJbHBIX JUCKOB MNPUMCHAIOTCA CUCTCMbI XPAaHCHHS IAaHHBIX
YpPOBH: middle-range C pPE3CpBUPOBAHUCM OCHOBHBIX KOMIIOHCHT, TAKHX KaK 0JI0KH1 NUTaHus, KOHTPOJUJICPHBIC

MOJTyJTH.
Cemb

Cers 6a3upyercs Ha 000pyIOBaHUH BEIYIINX MUPOBBIX IIPOU3BOAUTENEH, KOTOPOE 00ECIIeInBacT:

. BBICOKMH YPOBEHb KOHTPOJII M 0O€30macHOCTH Omarojapsi MOTOKOBOH TENEMETPUH U YIIPEXKIAIOLIEMY
aHaJIN3Y Ha JIMHEHHOW CKOPOCTH Nepeaayu,

. BBICOKYIO TPOM3BOJHUTENHHOCTD MPWJIOKEHUH Onaromaps HHTENICKTyalnbHBIM OydepaM U OTCYTCTBHIO

IIOTEPU NAKETOB,

. BBICOKYIO IPOM3BOAMTENBHOCTh W MacIITa0MpyeMOCTh Onaromapss MyJBTHCKOPOCTHBIM — IOpPTaM
1/10/25/50/100G.
CereBas mojicucTeMa peann3oBaHa ¢ mpuMeHeHuem tomonorun Leaf - Spine, kortopast obecrieunBaer clienyromime
MIPEUMYIIECTBA:

. MIPEICKa3yeMOCTh 3aEPIKeK;

i BBICOKHH YPOBEHb MacIITAOMPYeMOCTH Oe3 IpepbIBaHuUsl pabOTHI CETH;

. BBICOKHMI YPOBEHb aBTOMATHU3ALMH YIIPABICHUS U NTOAJIEPIKKH;

. 3aIIUTa OT MOSIBJICHNUS NIETEb.
MoHUTOPHUHT

MOHUTOPHHT — TOMOJIHUTEIbHBIA CEPBUC IIJISI OTCIASKUBAHUS cOCTOsiHUSA BM, peanuzoBanHblid cpenctBamu VMware
VRealize Operations Advanced. Vmware vRealize Operations co0upaeT HHPOPMAIHIO C Pa3IUYHBIX UCTOYHHKOB H
HCTIONB3YeT MPOABUHYTHIC ATOPUTMBI aHATUTHKHY IJIS1 H3YUCHHUS U PACIIO3HABaHUS HOPMAIEHOTO TIOBEICHHUS KaXKOT0
00BeKTa MOHUTOPHHTA. [IpU MOMOIIM KOHCOJIM U TCHEPUPYEMBIX OTUETOB 3aKa3uHK MMOJIyYacT BCE JCTAM JJIs aHAIN3a

1 MPUHATUA OCO3HAHHOI'O PEIICHUA B CIICAYIOIUX 00acTsX:

. TIOUCK U YCTpaHEHHE TPOOJIEM C MPOU3BOAUTEIBHOCTDIO;
. COCTOSTHHE BUPTYaJbHOW MH(PPACTPYKTYPHI U MPEAYIPEKACHHE O BO3MOXKHBIX MpodiieMax
. MIPOTHO3UPOBAHKE M yIPaBJICHUE YTUIN3anueil HHPPaCTPyKTypHl.

vRealize Operations SBIIsIETCS JOMOTHUTENBHOW OMIKEH, KOTOPast MOKET OBITh MOIKITIOYCHA MIPU CO3JAHHH HOBOTO

WM yxe K cymectyromemy BIIO/J.

Hoctyn K ()yHKIIMOHAJIBHOCTH PACIIMPECHHOTO MOHHUTOPWHTA OCYIIECTBISIETCS depe3 KoHcoib VRealize Operations

(cchUIKa Ha KOHCOJIb NPEI0CTABISIETCS OTACIBHO).
IIpenocraBiaenue A0cTyna K nporpammuomy odecrneuennto Microsoft m Red Hat

B pamkax mapraepckux cornamiennit Microsoft SPLA u Red Hat CCSP Hcnonuutens npeaiaraet 3aka3duky JOCTYIT
K mporpamMmmuoMy obecrieueruro Microsoft u Red Hat. ITepeuess Takoro mporpaMMHOT0 obecriedeHust 3aKa3uyiK MOKeET
3aIpOCHTh ¥ 0TBeTCTBeHHOTO Jinia Mcnomautess (1. 10.13 JloroBopa), CTOMMOCTD OTIPEACIAECTCS B COOTBETCTBYIOIIEM

OnaHke 3akasa.
IIpenocraBijieHue 10cTYNA K KaTaaory maoéaonos Bitnami

B pamkax mnaprtHepckoil mnporpamMmel VMware Cloud Provider Managed Services Provider HMcnomnurens
MIPEeJOCTaBIIseT 3aKa34yWKy OCTYN K KaTajory mabimoHoB Bitnami. Bitnami — cepBuC, KOTOpBIA IpemoCTaBISET
NpEe/IBAPUTENbHO HACTPOCHHBIE MIAOJIOHBI HPWIIOKEHUI OTKPBITOrO IMporpaMMHOro obecrnedeHus. C mepedHem
JOCTYNHBIX ~ NIa0JOHOB ~ 3aKa3dMK  MOXET  O3HaKOMHUThCS  Ha  cadite  McrmonHumTenss 1o CChbUIKe
https://sbercloud.ru/vmwarebitnami. B pamkax npenocrapiseMoro cepBruca rapaHTUPYETCsl yCIEeTHOE Pa3BepThIBAHHE

TIPUIIOKEHUS U3 MIa0JIOHa, TIPH 3TOM €ro JalbHEHIIIasi HACTPOWKA U TIOJJIEPKKaA MTPOU3BOTUTCS 3aKa3UUKOM.

IpenocraBiaenue A0cTyna K pacudpeHHbiM ceteBbiM ceppucam NSX — L2VPN u Distributed Firewall

B pamkax maptHepckoit mporpammbl VMware Cloud Provider Program HcmosHuTenb mpeaocTaBisieT 3aKa3zduky
JOCTYII K PaclIMPEHHBIM CETEBBIM cepBHcaM BupTyaibHoro momo3a NSX Data Center SP Professional — L2VPN wu

pacnpeneneHHoMy MexcereBoMy dkpany (Distributed firewall) nis BupTyanbHBIX CepBEepOB W NPHIIOKCHHI,
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3armycKaeMbIXx Ha (usmueckoMm obopynoBannu Vcmomuurens. J[ocTynm kK cepBHCY NMpenoCTaBISI€TCS Ha OCHOBAHHH

noJiycanHoro GnaHka 3akasa.
HNmenoBanne «Opranmsanuii» 3akazquka

Jnst xoppekTHO#H 00paboTku oOparieHui 3aka3uumka UMeHoBaHHE «OpraHU3alUi» BBINOJHSIETCS OIEpPaTopaMu
Hcnonmaurens u uMeeT yHUGUUIMpoBaHHbBIH (popmaT Buia <HasBanue «Oprannzanmm» 3akazunka> - <[lopsakoBblii
HoMep «OpraHmsanuu 3akazuuka»>. Ilo cormacoBanmio ¢ lcmoigHnTeneM BO3MOXKHO H3MEHEHHE Ha3BaHMA

«Opraruzannn» 3aka3duka Yepe3 COOTBETCTBYIOUINH 3a1IpocC B CIIykO0y moanepKku McrnomHnTems.
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VYenyra Bupryanensiii [{O/] Ha 6a3e VMware onucana B Tabnure 1.

3. BA3OBAS ®YHKIIMOHAJIBHOCTb 1 METPUKH YCIIYT'H
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Tab6un.1. [TapameTpsl npeocTaBIsieMbIX Y CiIyr

Buptyansnenii sxectkuit quck SATA, VMware
(I'6)

Cepsuc Tapuduuupyembie eTHHHIBI XapaKkTepuCTHKH H MEeTPHKH JlonycTuMBble 3HAYeHHSI
BazoBas yacrora nponeccopa vCPU He menee 3,5 T
. Pexomennyemoe kon-so vCPU 3,5 I'Tn Ha BupTtyanbHslid
Buptyansnsnii npoueccop 3,5 I'Tu, VMware 1- 24 wr.
(urr) cepBep (mT.)
IIT.
HomyctuMelii 06beM VRAM Ha BHPTyaJbHBIA cepBep C 1-384T6
vCPU 35T
Brruucnenus
BazoBas wacrora mponeccopa vCPU He menee 3,0 [T
. Pexomenmyemoe kon-so vCPU 3,0 I'Tu na BupryasnbHbrii
Bupryamsnsiii nponeccop 3,0 I'Tmy, VMware 1-48 mr.
(urr) cepsep (wT.)
IIT.
i 00 RAM i
JlomycTMBIil 00BEM V Ha BHPTYaIbHBIH cepBep ¢ 1-768T6
vCPU 3,0 T
HDD IOPS. DranoHHble 3HaYeHUS 2000 IOPS/1 000GB
Cpennee Bpemst moctyna k SSD Storage Ha BupTyanbHON
Buptyansnslii sxectkuit quck SSD, VMware pet P oY & Py 0 Mc-5Mmc
(6) MaIIHe
Iar yBemw4eHWs pa3Mepa BHPTYaJbHOTO MONCKa B 100 T6
XpaHunuiie JIOIYCTUMOM JIMaria3oHe
JIAHHBIX HDD IOPS. DtanoHHbIe 3HaYEHUS 100 IOPS/1 000GB

Cpennee Bpemst noctyna k SATA Storage Ha BUPTYaJIbHOM
MalinHe

0 mc - 30 mc

Illar yBenuyeHus pa3mepa BHUPTYaIbHOTO JUCKa B

JOMTyCTAMOM JHara3oHe

100T6

CeteBble CEPBHCHI

Joctyn B MHTepHeT B 00111eM KaHale

[Tonoca nmponyckanus

He Tapudpunupyercs:
He 6osee 100 M6/c na Bupryanehsiii [[O/] Ha 6aze

VMware
Cpenusisi ceTeBasi 3aiep)Kka B TIpeleNiaXx CeTH Iepenadu
berCloud 0 mc - 5 mc
TIpomyckHass CHOCOOHOCTh HAa BHPTYAIbHBIN nannbix SberClou
cepBep IIpoueHT MOTEPSHHBIX TAKETOB B TIPEeaX CEeTH Mepeaadn
0% -0,2%
nmanasix SberCloud
N IIpoueHT MOTEPSHHBIX TAKETOB B TPeJeaxX CEeTH mepeaadn
[Ty6nuunsii P (tut.) 0% -0,2%

nanueix SberCloud
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CepBuc

Tapuduuupyembie eHHAIbI

XapakTepuCTHKH H METPHKH

JonycTrumble 3HAYEHUSA

Cpenusis cereBas 3aJiepikka B Ipelenax CeTH Ieperadu

nmauueix SberCloud

0 Mmc - 5 mc

ITonoca npomnyckanus

[To 3HaueHUsIM yciayru «CeTh BHEIIHSIS»

Bupryansnsii numo3 (1T.)

CpeZ[HHSI CETEBasd 3a€piKKa B IIpeaeciaxX CCTHU IEpcaadun

nanHex SberCloud

0 Mmc - 5 mc

[IpomyckHast criocoGHOCTH

He 6omee 10 I'6/c

T'octeBas OC

Hoctyn k miabiony rocresoii OC Windows

server:

= BM pasmepom 4 u wmenHee VvCPU:
BM (wt.)/ kaneHaapHbIid Mec. 8

= BM

VCPU (wr.)/ kanennapHsiii Mec®.

pasmepom  Gomee 4  vCPU:

Ila6mo0nsI rocteBerx OC MS Windows server

Windows server 2012

Windows server 2016

Windows server 2019

Tocryn x mabmony rocresoii OC Red Hat

Enterprise Linux:

=  BM pasmepom 24 u menee vCPU: BM tun
SVG (wr.)/ kaneHaapHblii Mec®.

=  BM pasmepom Gomnee 24 vCPU: BM Tun

LVG (wr.)/ xanenaapHsiii mec®.

[Ia6mous! rocreBsix OC Red Hat Enterprise Linux

Red Hat Enterprise Linux 7

Red Hat Enterprise Linux 8

Hoctyn k ma6mony [10 MS SQL server:

SQL Server 2017 Enterprise Edition

Remote Desktop Services, Windows Rights
Management Services):
e  [lomp3oBarens (1T )/KaNeH AapHBIH

MecsIrP.

Server Standard Edition, Visio, Windows Remote Desktop
Services, Windows Rights Management Services)

1o BM pazMepom 1-12 vCPU: [Ta6mons [1O SQL server
BM (wr.)/ kanenapHsiii mec.3* SQL Server 2019 Enterprise Edition
Hocrynm x osx3emmusipam 110 Microsoft
(Exchange, Office, Productivity Suite, Project, MonnepxxuBaembie Bepcun 10 Microsoft B pamkax
SharePoint, Skype for Business Server, SQL Ax3emmspsr [10 Microsoft (Exchange, Office, Productivity MS  SPLA  mporpammer  (Exchange, Office,
=i Server Standard Edition, Visio, Windows Suite, Project, SharePoint, Skype for Business Server, SQL Productivity Suite, Project, SharePoint, Skype for

Business Server, SQL Server Standard Edition, Visio,
Windows Remote Desktop Services, Windows Rights
Management Services)

8 MuHHMAIBHBIH nepuo] TapuduKanum — KaueHaapHbIil Mecsai. Hadano ucnons3oBaHus, HAYMHAs C IEPBOI MUHYTHI, MITH POJIOJDKEHNE UCIIOIB30BaHMsL Y CIIyTH B OTYETHOM IMEPHOJIE PeIIoaract
CIHMCaHUe CTOMMOCTH 3a IOJHBIA KaJdeHIapHbIM Mecsl. HenonHbl KajneHZapHBIM Mecsl] UCIOIb30BaHUS YCIyI'd, HAuMHAas C MEPBOM MHMHYTHI, OKPYIJISETCSA O IMOJHOTO KaJICHIapHOro Mecsua

HOJIb30BaHUA Y CIIyTOM.

4 ITpu ucnonns3oBanuu Goubiero komuectsa VCPU B coctaBe sk3emmisipa BM, IpONOPHHMOHANBHO YBEINUHBAETCS KOJIUYECTBO TOCTYIIHBIX JIMUEH3UH Ui oruiaTel (¢ marom B 12 VCPU).
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CepBuc

Tapuduuupyembie eHHAIbI

XapakTepuCTHKH H METPHKH

JonycTrumble 3HAYEHUSA

1o

Hoctyn x sx3emmiipam [10 Microsoft (SQL
Server Enterprise Core, SQL Server Standard
Core, SQL Server Web Edition, Windows
Server Datacenter, Windows Server Standard):
e JIBa usnyeckux sapa (IIT.)/ KaneHJapHbIH

MecsIC.

Ox3emmsiper [10 Microsoft (SQL Server Enterprise Core,
SQL Server Standard Core, SQL Server Web Edition,
Windows Server Datacenter, Windows Server Standard).

MonnepxxuBaembie Bepcuu 110 Microsoft B pamkax
MS SPLA nporpammer (SQL Server Enterprise Core,
SQL Server Standard Core, SQL Server Web Edition,
Windows Server Datacenter, Windows Server
Standard).

o

Hoctyn k ox3emmigpam 110 Microsoft
(SharePoint  Hosting,  Windows  Server
Essentials):

o Dusnyeckuii nporeccop(Iirt. )/

KaJleHapHbIH MecsIr.

Ox3zemiuispel [I0 Microsoft (SharePoint Hosting, Windows
Server Essentials).

MonnepxxuBaembie Bepcuu 110 Microsoft B pamkax
MS SPLA nporpammsi (SharePoint Hosting, Windows
Server Essentials).
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4. TAPUOUKALUA YCIYT'H

4.1. Crarunueckas tapudukarus (Allocation).

Bennunnaa exeMmecsdHOro ImiaTteka 3a II0JIb30BaHHE yCHyFOﬁ OMPEAECIACTCA B COOTBETCTBUN C 3aKa3aHHBIM

00BEMOM NTEPEUNCIICHHBIX HIKE PECYPCOB M OIIIIHIA:

* Buptyanensiii npoueccop 3,0 [T, VMware;

* Bupryanshsiii nponeccop 3,5 I'Tn, VMware;

* BupryanbHas namsts, VMware?;

* BupryansHsrii xxectknit muck SATA, VMware;

* BupryaneHsrii xxectkuit muck SSD, VMware;

* [IpenocraBnenue mybnmunoro IP anpeca;

* Cereoii uuto3 NSX Edge Compact;

* CereBoii nutro3 NSX Edge Large;

* CereBoii numro3 NSX Edge Quad-Large;

* CereBoii numro3 NSX Edge X-large;

* Jloctyn k pacmmpenHbiM ceTeBbiM cepBrcam NSX — L2VPN u Distributed Firewall;

* [Manens mouuTopunra VMware VRealize Operations Advanced,;

* Jloctyn k mabnony rocresoit OC MS Windows Servers;

* Jloctyn k mabnony rocresoit OC Red Hat Enterprise Linux Servers;

* Jloctyn k ma6nony I10 MS SQL Servers;

* Jloctyn k ax3emmisgpam 110 Microsoft (Exchange, Office, Productivity Suite, Project, SharePoint, Skype for
Business Server, SQL Server, Visio, Windows Remote Desktop Services, Windows Rights Management Services,
Windows Server).

Metonnka pacu€ToB MOTPEOIIEMBIX MPOIECCOPHBIX PECYpPCOB M OMNEPaTUBHOM MaMATH TpeArnoiaraeT
TapU(PUKAINIO CyMMBI 3HAUCHHH BBIOPAHHBIX PECYPCOB 3a OTYETHBIN IEpHOJ (OAMH MECSI) B COOTBETCTBHU C

tapudom. Ha ocHOBe cyMMBbI 3HAYECHU BBICTABIISIETCSI CUET.

MGTOI[I/II(a pacqéTa HOTp€6J'IHGMOFO JAUCKOBOI'O IPOCTPAHCTBA MPEANOJIaracT OoruiaTy 3a BLI6paHHbIﬁ 3aKa3unKoOM

00BEM pecypcoB AUCKOBOTO MPOCTPAHCTBRA.

5. HWHBIE YCJIOBUS, IPUMEHUMBIE K YCJIYTE

5.1. Bo3MoXxHBIC BHIBI TOAKIIOUCHHS / HI3MCHEHUS / OTKIIIOUCHHS Y CIIYT:

5.1.1. TlocpenctBoMm moamucanus 3akasa.

5.2. B03MOXHBII MOPSAAOK pacdEToB Mo Y ciryre:
5.2.1. TlpenBaputenbHas orniara.

5.2.2. Tlocromiara.

5.3.  Bo3MoOxHBIE cIOCOOBI OIJIATHI / TOPSIIOK NOMOJIHEHHKsT OanaHca:

5.3.1. Omata B O€3HATMYHOM MOPSIIKE HA OCHOBAHHUHU BBICTABJICHHOTO VcmonHuTeaeM cuéra.

5 O6vem BuptyansHoii mamstn (VRAM) MoIKeH GBITH MOTIONHUTENBHO yUTEH MPH 3aKa3e BUPTYalrbHOTO IMCKOBOTO MPOCTPAHCTBA
JUISL XpaHeHus1 SWap-daityioB BUPTyalibHBIX CEPBEPOB B COOTBETCTBHH C IIyHKTOM 2.4.2 HACTOSIIIEr0 NPHI0KEHHSI.
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