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NPUJIOKEHUE Ne 1.9.
K JloroBopy

OIIMCAHHME " YCJOBHUSA NPENOCTABJIEHUA YCJIYT
YCIIYTA «BUPTYAJIbHBIN IIOJI C GPU HA BABE VMWARE»

1. HAMMEHOBAHMUE YCJIYI'
HaumenoBanue Ycnyru: Bupryansnsiit [IO/] ¢ GPU na 6a3e VMware.

Hacrosmuit JOKYMEHT COJACPKUT ONHCAHUEC COCTaBa yCJ'IyFPI, ee 0a3oBoOi (byHKIII/IOHaJ'II)HOCTI/I, BO3MOXHBIX
COMYTCTBYIOIIUX U AOIMOJHUTCIBHBIX YCIYT, 06H161"0 nopsgaka MOAKIKOYCHUA, U3BMCHCHUA W OTKIIFOYCHUA YCJ'Iyl"I/I,

YCJ'IOBI/Iﬁ MpeaAOCTaBJICHUA U OFpaHquHHﬁ.

2. HNHOPOPMALUS OB YCIYTE

2.1. KpaTkoe onucanue Yciayru

211

2.1.2.

2.1.3.

2.2.

2.2.1.

Bupryamsnusiit LIO/] ¢ GPU na VMware (panee u gajnee — Yciyra), SBISIETCS YCIyToi O MPEeJOCTaBICHHIO 0a30BBIX
UH(OPMALMOHHO-TEXHOJIOTHYECKHX PECypCOB HAa OCHOBE COBOKYIHOCTH ()YHKIHMOHHPYIOLIEIO IO YIpPaBICHUEM
VcronHuTensi CepBepHOrO M CETEBOTO O0OPYIOBAaHHS, CHCTEM XpaHEHHs JAHHBIX U CICHHAITH3HPOBAHHOTO
IPOrpaMMHOr0 ofecreueHus. Yciyra IOCTpOCHa Ha OCHOBE Mojenu oOcmyxuBaHus «laaS» u peannsoBaHa
cpeactBamu miatdopmel VMware Cloud Director. Ycmyra npencrasiseT co00H COBOKYIMHOCTb PECYpCOB BHYTPH
tenant, mpuBsA3aHHBIX K THUITy MpOLECCOpa U MPEAOCTABICHHBIX B IMOJb30BaHWE 3aKa3uuKy [JIsl CO3JAaHUS U

OecrniepeOoitHOro (PYHKIIMOHMPOBAHHUS OJTHOTO MIIM TPYIIBI BUPTYaJIbHBIX CEPBEPOB.

B pamkax Ycayru Hcnonnurtens npenocrabisieT 3akazuuky Buptyaneneiii 1HOJl, uMeromuil B pacnopsKeHUH
coryacoBaHHbII Mexay McnomHureneM n 3aKa3dMKOM HA0Op BUPTYIM3MPOBAHHBIX BBIYHCIUTEIBHBIX MOIIHOCTEH
mnporeccopa (vVCPU), BuprtyanpHO# mamsatu (VRAM) um muckoBoro mpocrtpaHcTBa (VHDD), a Taroke ammapaTHbIE
momHoctd GPU wu cpeacrBa ympasnenuss Buprtyaneneim O], nocrarousble Ui CO3AAHHS W YIPABICHUS
BUPTYQJILHBIMH CepBepamMu B TpeOyeMoi 3aka3urKy KOH(GUIypaluu B Ipeliesiax BhIIEICHHBIX BUPTYaIU3UPOBAHHBIX

MOIIHOCTEM.
Vupasnenne Bupryansaeiv 1IO/] ocymecteisieTcst 3akazunkom npu momornu kouconu Cloud Director.
CocraB YCJIyrd 4 OCHOBHBbIE KOMIIOHEHTHI

B cocras Ycmyru BXogaT:

Boiuucaumenvhovie pecypceni

® BUpTyaIbHEIE TiporieccopHble sapa (VCPU);

® BUpTyasbHas onepaTuBHas namsats (VRAM);

¢ rpaduyeckue yckopurenu (GPU);

® BUpTyaIbHOE OHCKOBOE MpocTpancTBo (VHDD);
o mutro3 NSX Edge Gateway;

e rocreBole OC Windows u Linux.

Cemesvle cepeucsyl U KOMNOHEHRNbL

® TIOJIKITIOYEHHE K CeTH UHTEPHET (B 00IIEM KaHaJe);

e onuH myOnmuHeIi [P-anpec.

Ocnrosnbie komnonernmol 0oraynou naampopmol VMware
o VMware vSphere;

¢ VMware Cloud Director;

o VMware NSX;

o VMware vRealize Log Insight;
o VMware vRealize operations.
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VMware vSphere

VMware vSphere npencrasiser co0oii miar¢hopMy BUPTyalu3alyd, 00eCeYnBaeT JUHAMUYECKYIO GalaHCUPOBKY
HArpy3Kd Ha CEepBEpbl W CHCTEMbl XPaHEHHs NAHHBIX [UIi JOCTH)KEHHS ONTHUMAIbHOW MPOU3BOIUTEIBHOCTH.

CocraBHBIMH YacTsIMHU 1IaTopMbl VMware vSphere sBISIIOTCS:

VMware ESXi — ammapaTHBI THIIEPBU30p, Pa3ACIIONIMIA PEcypechbl (PU3UUECKOTO CepBEepa MEKIY HECKOJIbKUMHU

BUPTYaJIbHBIMU MallIMHAMU.

VMware vCenter - nenrpanu3zoBaHHas IuiaTdopma Juisd ynpaeieHus cpenamu VMware vSphere, momoraromast

aBTOMAaTH3MPOBAaTh BUPTYaAIbHYIO HHPPACTPYKTypy U O€30IaCHO MPEJOCTABIATH K HEH JOCTYH B OOMIaKe.

VMware Cloud Director (vCD)

Cloud Director npemocTaBiseT KOHEYHBIM TTOJIb30BATEISIM O€30MacHbIe, H30JIMPOBAHHBIC ITYJIBI PECYPCOB IS OBICTPOI

naNnraTm3anuy Bupryansaoro O/ u peanmn3yer eUHYI0 KOHCONb YTIPABIICHHS.

VMware NSX

VMware NSX wucmomp3yercss A CO3OaHHSA IMPOTPAMMHO-ONpPEACTIEMBIX CeTel, MHKANCyIsIuu Tpaduka depes
npotokosl VXL AN asist mocTpoeHus noruueckux L2-ceTeil B paMkax yxe CyIecTBYIOIIeH KOMMyTalluu Ha ypoBHe L3.
ITo3Bonsier 3aka3uMkaM CaMOCTOSITENILHO CO3/1aBaTh BBIJECICHHBIE CETMEHThl CETH U ONpeNeNsaTh MpaBHiia

MapIIpyTH3AINN MEXy CeTIMH CBOMX BUPTyanbHbIX 11O/, 63 n3meHeHnit B pu3NIecKoil KOMMYTaIHH.

VMware vRealize Log Insight

VMware vRealize Log Insight — cpeactBo mns cbopa u aHamu3a BceX THIOB AaHHbBIX. [103BONISET YIPaBisATh
KypHaJlaMHd COOBITHI C TIOMOINBIO YIOOHBIX MaHeNeil MOHWUTOPUHra M WHTEIUIEKTYAJIBHBIX CPEJICTB aHajH3a.
[MoxpoOHas Bu3yanm3auusi pabo4YMX MPOLECCOB IO3BOJISIET YCKOPUTH YCTPaHEHHE HEINONaJoK B HH(PACTpyKType

Wcnomaurens.

VMware vRealize operations

VMware vRealize operations - HHCTpyMEHT PACIIMPEHHOTO MOHHTOPHMHIa HPOU3BOAMTEIBLHOCTH BHPTYalbHOM
nHppacrpykrypsl. CoOrpaeT AaHHbIE O Pa3BEPHYTHIX BUPTYaIbHBIX MaIllMHAX M IIPUIOKEHUSX, BKIIOYAs JaHHBIE 00
HCIONB30BaHUH MIPOLECCOPHBIX PECYPCOB, ONIEPATUBHOM MaMATH, YTUIH3ALUU JUCKOBOH MOJCUCTEMBI, JITHTENBHOCTH
perucTpanyuy 1 MPOU3BOJUTEIBHOCTH yJAJICHHOTO OTOOpakeHms. Omuusl NOCTYNHA K TOJIKIIOYCHUIO OTIEIbHO M

TapuUIIPyeTCs TOMOIHUTENFHO K OCHOBHOI Yciyre.

O0ecnevyeHue 32U THI HHPPACTPYKTYPsI 00.1a4HoM niaTtdopmsl SberCloud
® 3a1uTa HHPPACTPYKTYPHI 00JauHON TIIATGOPMEI U CPEICTB €€ YIPABJICHHUS;

e 3amura konconu Cloud Director;

o y3ossinus BIIO/I.

2.3.1. 3awuma undpacmpyxmypol obraunou naiampopmvl u cpeocme ee YnpaeieHus.

Bammra wHQPACTPYKTYphl oOmauHoi mardopmel SberCloud u cpenctB ee ympaBieHus o0ecrieduBaeTCs Ha
CIIEYIONIUX YPOBHSAX:

® Ha (PU3UUECKOM YPOBHE 00ECIIEUMBACTCS

— pasMmelnenre Bcero 00opynoBanus HHGpacTpykTypsl B LIOJ], cOOTBETCTBYIOMNX TPEOOBAHMIM HAIEKHOCTH 110
kareropuu Tier 3;

— KOHTPOJIb U yIIPaBJIEHUE JOCTYIIOM K 000PYI0BaHHIO;

— HATMYUE CUCTEMBI BUICOHA0I0qeH s Ha 00bekTax nHpopmarm3auu [TO/].

® Ha CETEBOM YPOBHC obecrneunBaeTCs 3alidTa IEpuMeETpOB I_[OI[ U HUX CCETMCHTHUPOBAHUC C HUCIIOJIb30BAHUEM
MEIKCETCBBIX DKPAaHOB HOBOI'O ITOKOJICHUSA (NGFW), OCYIICCTBJIAIOIIMX B TOM YHCJIC BbISIBJICHUEC U NPEAOTBPALICHUC
KOMIIBIOTEPHBIX aTaK;

¢ Ha HHQPACTPYKTYPHOM YPOBHE 0OecrieunBaeTCs
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— aHTHBHPYCHAS 3alMTa HHPPACTPYKTYPHI C UCIIOIH30BAHUEM aHTHBUPYCHBIX CPEJICTB ISl OOJaYHBIX Cper;

— yIpaBJIeHHE AOCTYNIOM K HHGPACTPyKType C HCIOIb30BAaHUEM CPEICTB JBYX(AKTOPHOH ayTeHTH(HKALHN
MOJKJTIOYAIOIINXCS K HEW aIMHHUCTPATOPOB;

— KOHTPOJIb ACHCTBUI MPUBUIETHPOBAHHBIX MTOJIH30BATENIEH C UCIIOIb30BAaHUEM CICIIUAIM3UPOBAHHBIX CPE/ICTB;

— peryJsIpHBI KOHTPOJIb M aHAIU3 3aIIUIICHHOCTH WH(PACTPYKTypsl C HMCHONB30BAHHEM CHEHUATM3UPOBAHHBIX
CPEZCTB IO BBISBJICHUIO YsI3BUMOCTEH B ucnoib3dyeMoM [1O M ero HeKOppeKTHOW KOH(UrypaluH, BIUSIONCH Ha
ypoBeHb 3ammuinerHoctH [10, ¢ ycTpaHeHHeM BBISBICHHBIX YSI3BUMOCTEH M/MIM HEAOCTATKOB;

— cOop U aHANU3 COOBITUI MHPOPMAIIMOHHOM OE30MACHOCTH.

[ToMHMO 3TOTrO, OCYIIECTBISIOTCS MEPUOAMYCCKHE TCCTHPOBAHUS HA IMPOHUKHOBCHUE W AyJUT WHGOPMAIIMOHHON
6e3omacHocTd UH(pacTpyKTypsl obiaunoi miathopmer SherCloud ¢ mpuBneyeHneMm CTOPOHHUX OpraHU3aIU.
BbIsSIBIICHHBIE B XOJIe¢ COOTBETCTBYIOLIETO TECTHPOBAHUS W/WIIM ayIuTa HEAOCTATKH YCTPAHSIOTCS MO (akTy ux

BBISABJICHHA.

2.3.2. 3awuma xonconu Cloud Director

Zamura kouconu Cloud Director o6ecrieunBaeTcst Ha ypOBHE NPHIIOKEHUI C UCIIOIb30BAHUEM CIICIIUATU3UPOBAHHOTO
MEKCETEBOTO dKpaHa ypoBHs mnpunoxenuii (Web Application Firewall, mamee — WAF). Tlomumo 5storo,
OCYILIECTBISIFOTCS PETYIISPHBIE CKAHUPOBAHKS KOHCOIM HA HAJIMUYKE aKTYaJlbHBIX YS3BUMOCTEN U €ro MepHOANIECKUE
TECTHPOBAHHUs Ha NPOHMKHOBEHHE C MPUBJICYECHHEM CTOPOHHUX OPraHH3aliil. BBISBICHHBIC YS3BUMOCTH W/WIH

HEAOCTATKU YCTPAHAKOTCS 11O (1)aKTy HX BBISIBJICHUA.

2.3.3. Uzonayusa « Opeanuzayuily 3aKazuuxa

W3zomsuns «Opranuzanuii» 3aka3uuka OCyIECTBIIETCS Ha ypOBHE 001a4HON MIIaT(OpPMbI BCTPOSHHBIMHU CPEICTBAMHU
VMware vCloud u Ha cereBom ypoBHe cpenctBaMu VMware NSX. [lomumo 3TOro, B paMKax IEpPHOANICCKHUX
TECTUPOBAHMH Ha TIPOHMKHOBEHHE BCEH MHGPACTPYKTYphl MPOBOAATCA TECTHPOBAHWA HAa BO3MOXKHOCTH
MIPOHNKHOBEHHS IIOTEHIIMAIFHOTO HAPYIIHUTENS U3 OJHOH «OpraHu3ayn» B IPYTYIO C IPEOJOIEHIEM HCIIOJIb3yEMBIX

MCXAaHHU3MOB 3alIUThI.
Tunel pecypcos
ITpu popmupoBanuu 3axasa 3aka34uKy NPeAOCTaBIAIOTCA KOHQUTYpaIuy, COCTOAIUE U3 PECYPCOB!

2.4.1. Bupmyanwvuwvie npoyeccopuuie sopa (vCPU)

SAnpa ¢ gactoroii ¢ acroroit 2,6 I'T'; 2,9 I'T; 3,5 I'T'm.

vCPU obcayxuBatorest puznueckumu npoueccopamu Intel.

PexoMeHnganmu n orpaHuueHHUS:

B pamkax VYcayrm 3aka3umk MOXeT HCHONB30BaTh Toidbko VCPU ¢ ommHakoBO#W dYacToToil (0OCTy>KHBacMbIC
mporieccopamu  ofHoro tuma). OrpanuueHus Ha konmuectBo VCPU  ykazansl B TaOmume «Ilapamerpsr

MIPEOCTABIIAEMBIX YCIYT» pa3jiena 3 HacTOSIIETO JOKYMEHTA.

2.4.2. Bupmyanvnasa onepamusnas navams (VRAM)

PexoMenmanmu n orpaHuueHHUS:
Orpannyenuss Ha kosmuectBO VRAM ykazaner B Tabmmue «IlapameTpsl mpemocTaBisieMbIX YCIyr» pasnena 3

HACTOAIICTO JOKYMCHTA.

Baxkno: npu 3akaze Ycinyru Tpebyemblit 00beM VRAM nomkeH ObITh JOMOIHUTEIBHO YUTEH B paMKax 3aKa3bIBAEMOT0
obbema Bupryansaoro auckoBoro mpocrpadctBa (VHDD) BeiOpanHOro mpodumiist uist pasMmerieHdst SWap-daiiios

BUPTYaJbHBIX CEPBEPOB.

2.4.3. I'paduyeckue yckopumenu (GPU)

B xavecTBe rpaduueckoro yckopurens ucnoisdytorest NVIDIA Tesla V100 32I°6.

2.4.4. Bupmyanvroe ouckosoe npocmpancmeo (VHDD)
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B pamkax yciyrd mOpeioCTaBISsIeTCS TPU JMCKOBBIX HPOQIISL, OTIMYAIOMIUXCS MO CKOPOCTH OOMEHa ITaHHBIMH
(xommaecTBy oneparuii BBoga-BeiBoa (IOPS)) n Bpemenn otkmmka: SATA/NLSAS, SAS u SSD. Kaknprii TuCKOBbI

poQHIBE COOTBETCTBYET CBOEMY THUITYy JHCKOB Ha CHCTEME XPAHCHNUS JIaHHBIX.
B pamkax ogroro Buptyamsnoro 1{O/] MOKHO HCIIONB30BATh AUCKOBBIC TIPOMHITH PA3INIHOTO THIIA.

Baxno: mpu 3aka3e BupTyanpHOTO AMCKOBOTO NPOCTPAHCTBAa OTHENBHO JOIDKCH OBITH yuTeH 00beM VRAM mms

pa3mernieHus SWap-daitioB BUPTyalIbHBIX CEPBEPOB.

Tunbl NOAKJIIOYEHHS K CETH U CeTEBbIE CE€PBUCHI

Zlﬂi[ MNOJKJIIFOUCHHSA K YCnyre 3aKa3uMK MOXKET BI)I6paTL OJIMH WJIM HECKOJIBKO THUIIOB MojakatoueHus. [logkmouenue

yepe3 BBIIEJIEHHBI TapaHTUPOBAHHBIN!

kxaHan MHrepHer (3aka3uuKky NpefoOCTaBIsE€TCA OTJENbHAs Mojoca i
JocTyna K Yciyre, KOTopash He pa3feisieTcsl ¢ IPYyTHMH 3aKa3uyMKaMH) WM TOJKIIOUCHHE dYepe3 oOmuil KaHam
Hutepuer (shared), koTophIi mpeAronaractT JOTHIECKOE IMOAKIIOYCHNHE K OOIIeMy Ui BCEX 3aKa3dMKOB YCIyrH
KaHaJTy TIepefady JaHHbBIX (CKOPOCTh CETEBOTO COCIUHEHHS IS KaXI0T0 3aKa3unKa He SIBIISIETCS FapaHTHPOBAaHHOM 1

3aBHCHUT OT 3arpy’KeHHOCTH OOIIero KaHaja nepeaadu JaHHbIX).
JloCTyIHbBIE TOAKITIOYEHUS:

¢ [ToakiiroueHue K cepBucy B o0J1ake yepe3 ceTb MHTepHeT - NAT
[lonmp30BaTeny MOJKIIOYAIOTCS K BHPTyaJbHOW MamidHe B oOiake, omyOnnMkoBaHHON uepe3 Oenbiii IP anpec,
MapHIpyTH3UpyeMbIii B ceTn VHTepHeT. JaHHBI CHeHapwid pEeKOMEHIYeTCS WCIHOJb30BATH LIS MPEHOCTABICHIUS
JOCTyMa K MyOINYHOMY CepBHCY 4Yepe3 ceTb MHTepHerT.
OrpaHuyeHus:

o Onun Genprit IP agpec Ha mpwiIOXKeHHE - I MyONUKAWN HECKOJNBKHUX TIPIJIOKCHHH C OTUHAKOBBIMU
moptamu TCP (80, 443 u T. 11.) TpeOyeTcs BeIOeIeHIE JONOTHUTENBEHBIX Oenbix [P anpecos;

o Jnst npunoskeHuit ¢ iuHaMuuecku BeiaensieMbiMu noptamu (FTP, SIP, H.323 u 1. 1.) MOTYyT BO3HUKHYTh
npo0JIeMBbI ¢ HEAOCTYITHOCTBIO CEPBUCA - HEOOXOAUMO (PUKCHPOBATh JHANa30H ANHAMUYECKH BBIIENSEMbIX TIOPTOB B
HACTpOWKaX MPHJIOKCHUS U MPOMUCHIBATh uX B paBmiax DNAT. AnbTepHATHBHBIN BapHaHT - BBIICIATH OAMH OCTBIit

IP anpec Ha cepBuc u HacTpauBath npasuio Static DNAT.

o Tloakiouyenne k cepBucy B ooiaake yepe3 Remote Access VPN - RA VPN (SSL VPN)

Ha paboueii MmamnHe nonb3oBateds yeranasinubaeTcs SSL VPN kineHT, ¢ momorsio kotoporo ycranasiusaercs VPN
TOHHEJH B 0071aK0 3akas3urka. [107630BaTeNb MONMyYaeT JOCTYI K BUPTYaJIbHBIM MAIllMHAM B O0JIaKe Yepe3 UX cepble
IP anpeca, mapmipyTusupyemble B paMkax o0Jda4dHOi cet 3aka3umka. JlaHHBIA CIIEHApHA PEKOMEHIyeTCs
HCTIONB30BATh JUIS MPEAOCTABICHHS TOCTYTA aAMHHUCTpATOpaM 3aKa3urka K HHPpacTpyKType B obake.
OrpaHuyeHus:

o Tpebyercst ycTaHOBKA KJIMEHTA Ha pabouei MalliHe MoJIb30BaTels;

o HeBo3amoxHO MCTONB30BaTh 0iHOBpeMeHHO ¢ Site to Site VPN - L2 VPN;

o IMoanepxuBaemsbie kuentckue OC: Windows (8, 10), Mac OS Sierra 10.12.6, Mac OS High Sierra 10.13.4, Mac OS
Mojave (ot 10.14.2 10 10.14.6), Linux Fedora (26, 28), Linux CentOS (6.0, 7.5), Linux Ubuntu 18.04;

o OrpanryeHue Ha KOJIMYECTBO OJHOBPEMEHHBIX ceccuid — 50 mrT.

o [loakmouenne Kk cepucy B ooaake yepes Site to Site VPN — L3 VPN (IPsec VPN)

Ha ceteBom o0opynoBanun 3akazumka (poyTep WM MEXKCETEBON dKpaH) HacTpanBaeTcs craTuueckuil |Psec-ronnens
B 00J1aK0, C TIOMOIIBIO KOTOPOTO TIOJIE30BATEIH TOAKIIOYAIOTCA K BUPTYaJbHBIM MamlnHaM B oOiake Ha cepeie IP
azpeca, MapIIpyTU3UpyEMbIe B paMKax 00JauHOl ceT 3aka3uuka. JJaHHBINA ClieHapuii peKOMEHIyeTCs UCTIOIh30BaTh
JUIsL CBS3W ON Premise cereil 3aka3uuka C CeTSIMH B OOJNake Kak OCHOBHOE MOJKIIOYCHHE HJIM KaK pPe3epBHOE
MOJKIIOYEHHUE [TPYU HATMUUU MOAKIIIOUEHUS Yepe3 MpsIMOil KaHaN CBA3H.

OrpaHn4eHus:
o Tpebyercst Hanmuue y 3akazunka ceTeBoro oobopyznoBanus ¢ noaaepxkkoi IPsec VPN;

! 3anaHnas CKOPOCTH rapaHTHPYETCS BHYTPH CETH VICTIONHUTENS HAYMHAS OT IIOPTa MOTPAHMYHOTO MapIIpyTH3aTopa y3na cessu SberCloud.
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oB 06a3oBoii koHurypanmuu aocTymHa opranmzanus g0 512 IPsec tonneneidl. TeXxHWYECKH €CTh BO3MOXKHOCTH
pacmmpenust JaHHoro konudectsa 10 1600, 4096 wim 6000 ToHHENEH, YTO MOTPEOYET NONOTHUTEILHBIX TPYA03aTpaT

OTIEPaTOPOB U PECYpCOB 0baKa.

o [Togka0oueHue K cepBucy B o01ake yepe3 Site to Site VPN — L2 VPN (SSL VPN)

3aka34rK yCcTaHABJIMBACT BUPTyalbHBIA poyTep Vmware NSX Edge B cBoeit cymecTBytomierr uadpactpykrype. Ha
NSX Edge nactpauBaercs crarindeckuii SSL-ToHHENb B 0611aK0, ¢ TIOMOIIBI0 KOTOPOTO Opranusyercst L2 cBsA3HOCTD
MEXIy CeTsIMH 3aKa3yMKa B €ro CyLIECTBYIOIIEH MHPpAcTpyKType M ceTIMHu B obnake. IIpu TakoM IOAKIIOYCHUH,
CYLIECTBYIOIME BUPTyaJIbHbIE MAIIWHBI B MHOpACTPYKType 3akazuuka OyayT HaxomauThcst B oxHoM L2/L3 cetn c
MalllMHAMH B 00JIaKe, YTO JaeT BO3MOXKHOCTD JUISl peau3allii TaKOro CepBUCA KaK MHUIpalys MalluH 0e3 cMeHsl [P
anpeca. [laHHBIN cneHapuii PEKOMEHAYETCSI MCHOIb30BaTh TOJBKO KaK BPEMEHHOE IOJKIIOYEHHE U MUTPAIUH
BHPTYaJFHBIX MAIIMH 3aKa3ylKa U3 on premise HHPpPacTPyKTyphl B 001aKO.

OrpaHuyeHus:

o TpeOyercst HanM9IHMe BEIYUCIUTENBHBIX PECYPCOB Y 3aKa3uKKa I pa3BOpadnBaHIs BUPTyalabHOro poyTrepa VMware
NSX Edge, a Takke TeXHUUECKUX CIEIHAIICTOB AJISI €T0 HACTPOHKH.

ollo L2 VPN k BupTyabHOMY JaTalleHTPy B 00JIaKe MO>KHO MOAKIIIOUNTD TOJIBKO OJIMH BUPTYabHbIH poyrep VMware
NSX Edge. Opranmsamus L2 VPN ToHHene# i Mexay BHPTyalbHBIM Iarta HEHTPOM C JABYMs U Ooiee cailTamu
OJTHOBPEMEHHO HEBO3MOJKHA.

o HeBo3MOXkHO HCTIONIBE30BaTh 0fHOBpeMeHHO ¢ Site to Site L2 VPN.

o [logkarouenne uepes l'[pﬂMOﬁ KaHaJ CBA3HU.

I[aHHBII;'I croco6 INOAKIOYCHUA IIO3BOJIACT o0eceynTh B3aMMOJCHCTBIE ceTell 3aka3uWKa C CEThI0 B o0make ¢
TIOMOIIBIO BBIACJICHHBIX KaHAJIOB CBA3W CTOPOHHETO HpOBafmepa. OHI_II/IOHaJ'IBHO, C IMOMOLIBIO JAaHHOI'O0 CHCHApUs, K
chyre 3aka3yrKa MOXKET OBITh IOJKIIOYCH aJ'IBTepHaTI/IBHHﬁ KaHall B CETh I/IHTepHeT. HJ’IH JAaHHOTI'O IMOAKJIFOYCHUA

MOTyT OBITh MCIIOJIB30BAHbI BBIZICJICHHBIC KaHaJIbI 38.K8.3‘II/IKa, OpraHM30BaHHBIC C UCIIOJIB30BAHUCM «TEMHOM OITHKI.

JlocTyTHBIE TOJKITIOYECHUS:

¢ L2 noaxiodenne

JlaHHBIH crieHapuil MO3BOMISET CBA3ATh CETh KJIMEHTA B 00JIaKe C on-premise ceTsIMU KiMeHTa BHe oOmaka no L2. ITpu
TaKOM MOJKIIIOYEHHH, CYIIECTBYIONINE BUPTYyalbHbIC MAlIMHBI B HHPPACTPyKType 3aKa3uuka OyIyT HaXOIUTHCS B
onHoit L2/L3 cetn ¢ MamMHaMu B o0JiaKe, 4TO JIaeT BO3MOXKHOCTD ISl peain3allii TAKOTO CepBHCA KaK MUIPAIHs
MammH 6e3 cMens! [P aapeca. JlaHHBIN crieHapuii peKOMEH Iy eTcsl HCIIOJIb30BaTh TOIBKO KaK BPEMEHHOE ITOIKITIOYECHHUE
JUIS. METPalliy BUPTYaJIbHBIX MAlIMH 3aKa3udka M3 on premise MHQPacTpyKTypsl B obmako. JInbGo Ha MOCTOSHHOM
OCHOBE TIPH TEXHHYECKON HEBO3MOXKHOCTH pabOTHI MPUIOKEHNH 3aKkazdunka Mex Iy ON premise u obmakom mo L3.
OrpaHu4eHus:

o CueHapuii He MOXeT OBITh pa3BepHYT ciiamu kimeHTa u3 Veloud Director GUI. [lnst pa3sBopauuBanus Tpedyercs
y4acTHe onepaTopos 00JIa4uHOTO MpoBaiigepa.

o MaxkcumanbHast BO3MO>KHAsI TPON3BOAUTENFHOCTE MoAKI0YeHus — 10 I'6/c.

o nst MakcuManbHOW yTmin3anuu noaxitodeHus 3HaueHrne MTU Ha BceM myTH cienoBanus Tpaduka JTOKHO OBITH

ycTtaHoBieHO He MeHee 9000 Oaiit.

e L3 noakarouenue (BGP)
JlaHHbBIN CIICHAPHIA TO3BOJISET CBSI3aTh CETh KJIMEHTA B 00JIaKe C On-premise CeTsIMH KJIMeHTa BHE o0iaka mo L3. Jls
JUHAMUYECKOTO PACIpPOCTPAaHEHUST MapIIpyTHOH WH(POpPMalWW B MTaHHOM CIICHAPUH BO3MOXKHO WCIIOJIE30BaHHE
nporokona mapipytusanud BGP. JlaHHbI ClieHapuil peKOMEHIYeTCsl UCIOJIb30BaTh JJIsl CB3U ON premise cereit
3aka34rKa ¢ ceTsIMH B 00J1aKe KaKk OCHOBHOE ITOJKIIIOYCHHUE.

OrpaHuyeHust:
o Cuenapuii He MoXeT ObITh pa3BepHYT cwiiamu knnenrta u3 Veloud Director GUI. [lnst pa3BopaunBanust Tpedyercs
yJacTHe OIepaTopoB 00JIavyHOTO IpoBaiaepa.
o MakcumarnbHast BO3MOJKHAsI TPON3BOAUTENFHOCTE MoAKIoueHus — 10 I'6/c.
o Ans MakcuManbHOW yTHin3anuu noaxiouyeHus 3HaueHrne MTU Ha BceM ImyTH cienoBaHus TpaduKa JIOKHO OBITh
yctaHoByieHO He MeHee 9000 Oaiir.

o B kauecTBe IpOTOKOJIA TUHAMUYIECKON MAPIIPYTH3AKUHA MOXKET ObITh HCIIOIb30BaH TOJILKO MPoToKoT eBGP.
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¢ BzanmopneiicTBue ¢ pecypcaMu 00J1aKa ¢ HCNIOJIb30BaHUeM KJIHeHTckoil AS u IP-agpecos

KnnenTckuii cepBrC aHOHCHPYETCS U3 00J1aka ¢ TIOMOIIBIO €ro MapIIpyTU3HPYEMbIX B HHTepHETe aapecos (Pl 61ok).
OrpaHuyeHus:

o/lns ucnosnp3oBaHus ciieHapus TpeOyercs utobbl kmueHT umen Provider Independent IP anpeca, coOcTBeHHYIO
ABTOHOMHYIO CHCTEMY.

o KinenT ucrnons3syet cets SberCloud kak TpaH3UTHYTO 17Ist aHOHCHPOBAHUS CBOUX TIPE(PHKCOB.

o JIOTOJTHUTENTBHO TOKHA OBITH TpopaboTana cxeMa 3amutsl AntiDDOS mis mpedukCcoB KiHeHTa.

[Mpu noaxmoueHnn yepes obumid kanan MHrepHeT 3aka3unky npenocrasisercs 60a3zoBas 3anTa HHPOPMAIIMOHHBIX
CHCTEM, pa3MelIaeMBIX B WHQpacTpykTrype obmauHoit mmatdopmsel SberCloud, or DDoS-atak, HampaBIeHHBIX Ha
HcUepIIaHue KaHAIBHOW EMKOCTH ceTeBO HHPpACTPYKTyphl 001aagHo# miaTdopmsr SberCloud.

B ocranpHBIX cirydasx, a TakKe IO 3alpocy MOXKET ObITh MPEJOCTAaBICHA PACIIMPEHHAS 3allUTa HHPOPMAIIMOHHBIX
cucteM 3aKa3uWka, pa3MemaeMbIx B WHpacTpykType obmagnoii miuardopmer SberCloud, or DDoS-arak Ha Bcex
YpoBHSX 10 L7 BKIIFOYUTENBHO B BUIE OTJACIEHOW TApUPUIIHPYEMON YCIYTH.

Jnst oOMeHa JaHHBIMH MEXAY BUPTYalbHBIMHM MamnHamu B mpenenax BLIO/] ucnonb3yercs BHyTpeHHee ceTeBoe
B3aUMO/ICHCTBUE, pean30BaHHOE Ha 6a3e ceTeBoro 00opynoBaHus VcrionHuTens 1 cpencreamu runepsuszopa VMware
ESXi.

CeTteBble cepBHCHI

Bupryaneubiii noiro3 VMware NSX Edge Gateway npemocraBnsieTcst Mo yMondaHuio B koHpurypauu Compact,
JOCTaTOYHOW JUISi CO3JaHUsI HEOONBIINX BBIYUCIUTENBHBIX CPEJl C MajbIM KOJMYECTBOM CEPBUCOB, H MOXET OBITH
U3MEHEH B Cllydyae HEOOXOOUMOCTH OOpaOOTKM OONBIIET0 KOJIWYECTBA CETEBBIX (QYHKIMH. O3HAKOMHTBCS C
BO3MOXKHBIMH KOH(HUTYPALUSIMHU U TPEAETbHBIMHI 3HAUYSHUSIMHU 110 SKCILTyaTaluy BUpTyanbpHoro nuto3a VMware NSX

Edge Gateway moxHO Ha ouiansHOM caiite 1o cebuike https://configmax.vmware.com/guest?vmwareproduct=NSX

IMporpammusiii mutio3 Edge Gateway npemocTaBisieT CaeayIOIIne CETEBbIE CEPBUCHL:
* MmexcereBoe skpanuposanue (Firewall);

* mapupyTtuzanus (Routing);

* npeoOpazoBanue aapeca (NAT);

* BupTyassHble yacTHbIe ceT (VPN) IPSec;

* nuHamuueckoe pacnpeaeneHue agpecos DHCP.

Pa3BepThiBaHHEe BHPTYaAIbHOTO ILTI03a BO3MOXHO B OTKa3zoycrtoWunBoil koHpurypauuu (HA), mpu 3Tom co3maercs
JIOTIOJTHUTENBHBI [LTI03 B PEXHUME OKUJIAHHS, KOTOPBIN MEPEHUMAET Ha ce0sl HArpy3Ky B CIydae BBIXOJa U3 CTPOS
ocHoBHOrO 1wtr03a Edge Gateway.

IIa6s0u61 BM 1 06pa3sl OC

B pamkax Ycayru 3aka3zuuk MOXKET CaMOCTOSITEIBHO BRIIIOJHUTH HMITOPT/3KCIIOPT coOcTBeHHOTo 00paza BM B BLIO/I.
Bo3MoxHBIH BapHaHT paboThl ¢ oOpazamu BM: 3aka3unk caMOCTOSATEIBHO OCYIIECTRIIIET UMITOPT/3KCIIOPT 00pa3oB
BUPTYQJIBHBIX MalllMH, UCHONIB3Yys KoHconb ynpasieHus: Cloud Director. B stom ciydae 3aka3zunk camMOCTOSATEIHHO
HECEeT OTBETCTBEHHOCTh 3a paborocmocobHocTh obpasa. OC Ha BM nmomxna 3arpyxarscsi B pexxume UEFI s

BO3MOKHOCTH paboTtel ¢ GPU.

JIOTIOTHUTENEHO 3aKa3yuKy NpPEAOCTaBISETCA JOCTYN K Karajory ¢ mabimoHamMu BM ¢ mpemycTaHOBICHHBIMH

HanboJee MOy IIPHBIMU BEPCUIMH onepauoHHbIx cucteM Windows u Linux.

IIporpammuas niardopma

VYcnyra peanuzoBaHa Ha 6ase maTgopmel BUpTyanuszanuun VMware vSphere. B kauecTBe MHCTpyMeHTa peau3annu

oOnauHoit nHGPacTpyKTypbl ncrionbs3yercs VMware Cloud Director.

AnmnapatHas miargopma
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CepsepHas I’Ulamd)O,U.Ma

B xadecTBe BBIUMCINUTENHFHOW IIIAT(GOPMBI HCIONB3YIOTCS CEpBEPHBIC pEHICHHWS KOPHOPATUBHOIO YPOBHS,

Oazmpyromecs Ha MpoIeccopax apXuTeKTyphl X86.

I paduyeckuil yckopumens

B kagectBe GPU mpenocrasmnsrorcs rpadudeckue yckopurenu ot npounsBoauterss NVIDIA.

CX/ Cucmema xpanenus 0aHHblX

HJ’IH OpraHu3aluy cepBUCa MPEAOCTABIICHNS BUPTYAJIbHBIX JJUCKOB IPUMCHAIOTCA CUCTEMbI XpaHCHUA JaHHBIX YPOBHSA

middle-range ¢ pe3epBHpOBaHHEM OCHOBHBIX KOMIIOHEHT, TAKUX KaK OJOKH MHUTAaHHS, KOHTPOJUICPHBIC MOIYJIH.
Cemo
Certs 6a3upyercs Ha 000pyIOBaHWUH BEIYIINX MUPOBBIX IIPOU3BOANUTENEH, KOTOPOE 00ECIIeInBacT:

. BBICOKMH YPOBCHb KOHTpOJS M O€30MacHOCTH Oiarofaps MOTOKOBOW TEIEMETPHH M YIPEXKIAOMIEMY
aHaJIN3Y Ha JIMHEHHOW CKOPOCTH Mepeaayu;
. BBICOKYIO ITIPOM3BOJMTENILHOCTh MPHJIOXKEHUH Onaronapsi MHTEIUICKTYaJIbHBIM Oy(depaM M OTCYTCTBHIO

TIOTCPHU NAKCTOB;

° BEICOKYIO IPOM3BOAUTENFHOCTE M MacmITabUpyeMoCTh Onmaromaps MYJIBTHCKOPOCTHBIM —MOPTaM
1/10/25/50/100G.
CeteBasl mojJcHcTEMa peajn3oBaHa ¢ mpuMeHeHueM Tomojoruu Leaf - Spine, koTopas oOecreunBacT CIEAYIONINE
MpEeUMyIIeCTBa:

* MPENCKa3yeMOCThb 3aJEPIKEK;

° BBICOKUH YPOBEHb MacIITAOUPYyeMOCTH Oe3 MpephIBaHus pabOThHI CETH;

. BBICOKHMI YPOBEHb aBTOMAaTHU3aI[MU YIIPABICHUS U MOJACPIKKH;

° 3alIuTa OT MOSIBJICHUS IETEIIb.

MoHMTOpPUHT

MOHHUTOPHHT — ONOJHUTEIBHBIA cepBUC (OTAEIBHO TapUUIHMpyeMas yCIyra) s OTCICKUBaHUS cocTosHUS BM,
peanu3oBaHHbIN cpenctBamu VMware vRealize Operations Advanced. Vmware vRealize Operations coOupaer
UHOOPMALIUIO € PAa3JIMYHBIX MCTOYHHKOB M WCIOJB3YeT HPOABUHYTBHIC AITOPUTMBbl aHAJHTHKU UL W3y4YCHHS H
pacro3HaBaHUs. HOPMAJILHOTO MOBEICHHUS KXKI0T0 0OBEKTa MOHUTOPUHTa. [IpH MOMOIIM KOHCOJI M TeHEPHPYEMBIX

OTYETOB 3aKa3unK TMOJIy4acT BCC JACTAJIN JJId aHAJIN3a U NPUHATHUA OCOZHAHHOTO PEHICHUA B CIICAYIONIUX 00aCTsIX:

. IIOUCK U YCTpaHEeHHeE PoOIeM C MPON3BOAUTENHLHOCTHIO;
. COCTOSTHHE BUPTYaJbHOW HH(GPACTPYKTYPBI U MPEAYIPEKACHHE O BO3MOXKHBIX MpodiiemMax
. IIPOTHO3UPOBAHKE U yIIPaBJICHUE yTUIN3anueil HHYPACTPYKTYpPHI.

VRealize Operations siBisieTCsl JOMOJMHUTENBHON OMIMEH, KOTOPas MOXKET OBITh MOAKIOYEHA TIPH CO3JAHUU HOBOTO

WM yxe K cymectyromemy BIIO/J.

Hoctyn K (YHKIHOHAJIBHOCTH PACIIMPEHHOTO MOHHUTOPHHIA OCYIIECTBISIETCS uepe3 KoHcosb VRealize Operations

(cchIKa Ha KOHCOJIb MIPEIOCTABIISETCS OTIEIBHO).

Apenja JuueH3uii Ha nporpaMmmuoe ooecriedenue Windows

B pamkax maptHepckoro coramenus Microsoft SPLA Hcrionaurens npejiaraet 3aka3qyuKy J0CTYIT K IPOrPpaMMHOMY
obecrieuennto  Microsoft. IlepeyeHs Takoro mnporpaMMHOTO oOOeCHeUeHnsT 3aKa3uyuK MOJXKET 3alpoCHTh Y
otBeTcTBeHHOTO Jinna Mcnomaurens (m. 10.13 [loroBopa), CTOMMOCTD OTPEACISETCS B COOTBETCTBYIOIIEM OJIaHKe

3akasa.
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VYenyra Bupryansnstit HO/] ¢ GPU na 6a3e VMware 1ocTyIiHa TOJIBKO B KOH(QUTyparusx, onucanHbix B Tabauue 1. BerancnurensHeie pecypesl VCPU, mpenocraBiisieMble B

pamkax Yciyru, pesepBupytorcs Ha 100% u He pa3aenstoTcst ¢ IpyruMHy 3aKa3unKaMH.

Tabmmna 1. [TapameTpsl npenocTaBiIsieMbIX Y CITyT

CepBuc Tapuduuupyemblie eMHULbI XapaKkTepuCTHKH U METPUKH JonycTuMble 3Ha4YeHUSs
HaGop BprumcimTensHBIX pecypcoB ¢ dactotoil | Baszopas wactora mponeccopa vCPU 3,5ITn
npoueccopa 3,5 I'Tu, VMware (tur.) Koa-Bo VCPU 3,51 T 6 mT.

O6vem VRAM 2566
T'papuuecknii yckopurens (GPU) Nvidia Tesla V100 32 T'6 1 .
Habop BBIUMCIUTENBHBIX pecypcoB ¢ yactoToil | bazomas wactora mpoueccopa vCPU 29TTn
mporeccopa 2,9 I'Tu, VMware (mt.) Koma-Bo VCPU 2,9 I'T'x 8/12/16/24/32 .
O6beM VRAM 2566
I'paduueckuii yckoputens (GPU) Nvidia Tesla V100 32 T'6 1 mr.
Brruncnenus
HaGop BBIYHCIUTENBHBIX pecypcoB ¢ yactoToil | bazomas wactora mpomeccopa vCPU 29TITn
nporueccopa 2,9 I'Tu, VMware (uir.) Kom-8o VCPU 2,9 I'Tt 4/8/16/32 urr.
O6vemM VRAM 96/192/256/384/512 I'6
I'padpuuecknii yckopurens (GPU) Nvidia Tesla T4 16 IT'6 1/2/4 .
HaGop BBIMHCIUTENBHBIX pecypcoB ¢ yactotoi | bazomas wactora mpomeccopa vCPU 2,6 Ty
npoueccopa 2,6 I'Tu, VMware (1ur.) Kon-Bo vCPU 2,6 I'T 12 mir.
O6veM VRAM 16/32/64/128 T'6
I'padmueckuii yckopurens (GPU) Nvidia Tesla V100 32 T'6 1 mr.
Bupryanbasrit xectkuit quck SSD, VMware (I'6) | HDD IOPS. Dranonnsle 3HaueHUs 2000 I0OPS/1 000GB
Cpennee Bpems goctyna k SSD Storage Ha BuptyanbHoi | 0 Mc - 5 Mc
MalluHe
Ilar yBenwyeHus pa3Mmepa BUpTyadpHOro amcka B | 110
JIOITyCTHMOM JIHana3oHe
BuptyanbHsblii sxectkuii nuck SAS, VMware (I'06) | HDD IOPS. DranonHble 3HaYeHHs 500 IOPS/1 000GB
XpaHunuie JaHHBIX Cpennee Bpemsi noctyma k SAS Storage Ha BupTyaneHO#t | 0 mc - 25 mc 50 I'6
MalIuHE
llar yBenm4yeHUs pa3Mmepa BUpTyaldbHOro jmcka B | 110
JIOITyCTHMOM JIHara3oHe
Bupryambusnit sxectkuit quck SATA, VMware | HDD IOPS. Oranonnsle 3HaueHHUS 100 IOPS/1 000GB
(T'o) Cpennee Bpems noctyna k SATA Storage Ha BupTyanbsHOH | 0 Mc - 30 mc
MalInuHe
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lar yBemmueHnmst pasmepa BHpTyanmpHOro Jjucka B | 110
JIOIYCTUMOM JAnarna3oHe
Joctyn B ViHTEpHET B 0011eM KaHaie Tlonoca npormyckanus He Tapupunupyercs:
He 6osiee 100 M6/c Ha Buptyansusiii [IO/] Ha 6ase
VMware
IIpomyckHass cmocob6HOCTs Ha BHpTyanbHbIM | CpenHsia ceTeBas 3afepika B mpeiaenax ceTw mepegadu | 0 mc - 5 mc
cepsep nmanHbix SberCloud
TIponieHT MOTEpSHHBIX MakeTOB B mpenenax cetu nepemaun | 0% - 0,2 %
nauneix SberCloud
CereBbie CepBHCHI [MTy6nuansrit [P (wT.) ITpoueHT NMOTEPSHHBIX MakeToB B mpexpenax cetd nepenadn | 0% - 0,2 %
nanneix SberCloud
Cpenusisi cereBas 3a/epKa B mpeaenax cetu nepemadd | 0 mc - 5 mc
npanrHbIx SberCloud
Tlonoca npomyckanus ITo 3HageHnsaM ycayru «CeTb BHEIIHS»
Buptyanbablii mutro3 (IT.) Cpenusisi cereBas 3a/epKa B mpeaenax ceTd mnepemadd | 0 mc - 5 mc

nanneix SberCloud

Konnuectso koHKypeHTHbIX SSL VPN TyHHenel

50 (B kouguryparmu Compact)

[IpomyckHast crtocoOHOCTH

He 6onee 10 I'6/c

TocreBas OC

Tocryn k rocresoit OC Windows server:

= BM pasmepom 4 u wmenee vCPU: BM

(mT.)/q.; BM (mt.)/mec.
= BM pasmepom Gomee 4 vCPU:
(urr.)/4.; vCPU (tur.)/mec.

vCPU

IIa6nons! rocreBuix OC

RHEL 8

CentOS

Windows server 2016

Windows server 2019
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4. TAPUOUKALUS YCIYTHU

4.1. Tapudukauus ycnyru craruueckas (Allocation).

4.2. BennunHa eXeMECSYHOTO IUIATEXa 32 MOJIb30BAHNE YCIIyTOH ONPENEIIETCSI B COOTBETCTBHH C 3aKa3aHHBIM 00BEMOM

MIEPEUUCICHHBIX HIKE PECYPCOB M OMIINH:

. Ha6op BEIYMCIUTENBHBIX PECYPCOB ¢ YacTOTOH nponeccopa 3,5 I'Tu, VMware?;
i Ha6op BBIYHCIMTEILHBIX PECYPCOB € YacToToll mporeccopa 2,6 [T, VMware?;
. Buptyanensiit sxectkuit quck SATA, VMware;
. Buptyanensiit sxecTkuit quck SAS, VMware;
. Buptyansnsiit sxectkuit aquck SSD, VMware;
. [penocrasnenue myommaaoro IP anpeca;
. CereBoit o3 NSX Edge Compact;
. Ceresoii o3 NSX Edge Large;
. Ceresoii o3 NSX Edge Quad-Large;
. Cereoii o3 NSX Edge X-large;
. IManens monutopunra VMware VRealize Operations Advanced;
. Hoctym k rocteBoit OC Windows Server.
4.3. Merouka pacu€ToB MOTPEOIAEMBIX PECYPCOB U ONUMH MpEAnoaraeT Tapu(pHKalruio CyMMbI 3HAYCHU I BEIOPAHHBIX

PECYPCOB M OMIUil 32 OTYETHBINA MEPHUOI B COOTBETCTBHU ¢ Tapudamu. Ha OCHOBE CyMMBI 3HAYCHUH BBICTABIIACTCS CUET.
Metoarka pacuéra moTpeOIIEeMOro MTUCKOBOTO MPOCTPAHCTBA MPEAIoJaracT OIUIaTy 3a BhIOpaHHBINH 3aka3dyukoM O00BEM

pecypcoB IUCKOBOTO MPOCTPAHCTBA.
5. HUHBIE YCJIOBUSI, TPUMEHUMBIE K YCJIYTE

5.1. Bo3MosxHBIE BUABI TOIKITFOUCHUS / N3MEHEHHS / OTKITIOYCHUS Y CIIyT:

5.1.1. TlocpencrBom moamucanus 3akasza (¢ yaérom 1. 5.5. HacTosmmero [purosxeHus).

5.2. Bo3MoHBIH MOpAIOK pacyE€ToB 1Mo Y cyre:

5.2.1. Tlocromiara.

5.3. Bo3moxHbIe crIocoObI OIIIaThI / MOPSIIOK MOMOTHEHUS OaslaHca:

5.3.1. Omuara B Oe3HaJTMYHOM MOPSIJIKE HA OCHOBaHUH BBICTaBJIEHHOT0 VcrionHuTenem cuéra.

5.4. 3aKa3unKk CaMOCTOSITENBHO HECET OTBETCTBEHHOCTh 3a PabOTOCIOCOOHOCTH TMPOTpPaMMHOTO obecredeHus,

ycTaHaBiuBaeMoro Ha BM.

5.5. CTOpOHBI yCTaHOBHJIM CJIETYIOLIMH MOPSIIOK 3aKaza Y CIIyTH 1Mo HactosmeMy [IprinoxeHuro:

5.5.1. 3axa3 Ha noaKIrOUCHHE Y CIyTH 1o HacTosmeMy [Ipniioxkenuto 1oinkeH ObITh HanpasiieH VcIoTHNTENIO He Mo3/1Hee,
4yeM 3a 6 (1ecTs) pabounx JHEH 10 JaThl HaYajda OKa3aHUs Y CIIyTH;

5.5.2. B Teuenue 3 (Tpex) pabounx qHeH VCIOMTHUTETh WIIH €T0 YIIOJTHOMOYSHHBIH MPEACTaBUTENh 003yeTCsS paCCMOTPETh
3aka3 Ha YCIIyry M HampaBUTbh JIMILy, HalpaBUBIIEMY 3aka3, OTBET (IOANUCAHHBIH CO CBOEH CTOPOHBI 3aKa3 MM OTKa3 B
IIPEJOCTABJICHHH Y CIIyTH ¢ 00OCHOBAHUEM NIPUYHHBI);

5.5.3. B cnyuae cornacoBanus CtopoHamu 3aka3a Yciyra 1mo Takomy 3akasy MpeJOCTaBIIICTCS B JaTy Havyajla OKa3aHHsI

Ycenyru, 3adukcupoBantyio B 3akase, ¢ 10:00 mo MOCKOBCKOMY BPeMEHH.

5.6. 3aKa3umK CaMOCTOSTEILHO HECET OTBETCTBEHHOCTD 3a COXPaHHOCTb JaHHBIX U MIPUHUMACT CAMOCTOATCIILHO MEPLI I10
HUX COXPAaHCHUIO IIPpU OTKA3€¢ OT Vcnyrn. HpI/I OTKa3€ OT chyrn Hcnonaurens BIpaBC yAaJIWTb JaHHBIC 3aka3umKa 10

ucredeHuH 5 (1ATH) pabodnx JAHEH mocie oTKasa oT Y CIIyTH.

2 O6wem Bupryansroii namstu (VRAM) MOIKeH GBITH TOTIONHUTENBHO YUTEH MPH 3aKa3e BHPTYalrbHOTO MCKOBOTO MPOCTPAHCTBA IS
XpaHeHus SWap-(ailiioB BUPTYaIbHBIX CEPBEPOB B COOTBETCTBHH C IMYHKTOM 2.4.2 HACTOSIIETO HPHUIOKEHHUSL.
3 O6wem Bupryansroii mamstu (VRAM) MoIKeH GBITH TOTIONHUTENBHO YUTEH MPH 3aKa3e BHPTYalrbHOTO MCKOBOTO MPOCTPAHCTBA IS
XpaHeHus SWap-(haiiaoB BUPTyalbHBIX CEPBEPOB B COOTBETCTBHU C IIyHKTOM 2.4.2 HACTOSILIETO MPUI0KEHHSI.
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