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MIPUJIOKEHHUE Ne 2.5.
K JloroBopy
COI'JTAIEHHUE OB YPOBHE IPEJJOCTABJIEHUSA YCJIYT

«SberCloud Anti-DDoSy», «SberCloud Anti-DDoS+WAF»

1. IPEIMET COI'JIALIEHUSA

Hacrosimiee Cornamenne 06 ypoBHE mpemocTaBieHusi ycuyr (mamee — CornamieHue) SIBISETCS IOKYMEHTOM,
dbukcupyronmm JoCcTymHOCTh YCIYTH, a TakkKe IeJeBble KOMMYESCTBEHHbIC M KAUYCCTBCHHBIC XapaKTCPUCTHKH
npenocrasnenus-Yciyr «SherCloud Anti-DDoS», «SherCloud Anti-DDoS+WAF» (nanee — Yenyrn, Ycayra).

Vernyru mpemocTaBisioTes 3aka3uuky Mcmomautenem coBMmecTHO ¢ maptaepoMm (Qrator Labs, manee — IMaprtaep).
3aka3uuK yBEIOMJICH U COTJIACEH C TEM, YTO B paMKaX IPEIOCTaBICHUS Y CIIyT TpadK OyIeT IPOXOJUTh B TOM YHCIIE

u yepes ceThb [lapTHepa.

HaCTO}IH.[I/IM CornaiieHueM TaKKe yCTaHaBJIMBAE€TCS OTBETCTBEHHOCTH Hcnonautens 3a ero HCCO6JHO,I[CHI/IG. B
ClIyda€ HECOOTBETCTBHUA MNAapaMETpPOB auana3oHaM, YKa3aHHBIM B JaHHOM COFHaIHeHI/II/I, Vcnyra CUHTACTCA
HeCOOTBeTCTByIOHIeﬁ rapaHTUpOBaAHHOMY YPOBHIO Ka4€CTBa, UYTO AacCT 3a1<a3l11/11<y IpaBO Ha MOJYUCHHC IE€pecUcTa

CTOMMOCTH Y CIIyTH.

HcnonHuTens rapaHTUpyeT paboTy CEeTH B paMKax CBOEH 30HBI OTBETCTBEHHOCTH M HE HECET OTBETCTBEHHOCTH 3a

BO3MOJKHBIE HEIOJIA/IKU B CETAX 3a IIpeeslaMH 30HbI OTBETCTBEHHOCTH VcroTHUTENS.
2. TEXHUYECKAS NOJJAEPKKA YCIYI'H
Hust obecrieuenus padorocrnocodnoctn ¥Ycmyru Menomaurens uenonssyer Ciryx0y TEXHIIECKON TTOIIEPKKH.

ITpn BO3HMKHOBEHMH Yy 3aKa3zyMKa TEXHWYECKOW WM MHOW NPOOJIEMBI NPH MOTPEOJICHUH YCIYTH, MPOBEACHUS
Hcnonaurenem PermamenTHeIXx w/mmm CpodHBIX paboT, MpeACTaBUTENb 3aKkazuWka W VICTIOMHWUTENs AEHCTBYIOT B

CcOOTBETCTBUM ¢ PernamenTom B3aumozencTsust CTOpOH.
3. IEJEBBIE IOKA3ATEJIA IIO OBPABOTKE OBPAIIIEHUI

CornacHo myHKTy 6.5. Permamenta B3aumopeiictBusi CTOpOH Uit YCIIyTHM YCTaHABIMBAIOTCS OCOOBIC ICJICBBIC

3Ha4YeHus o obpaboTke O6pamiennii 3akazunka (Tabmumna 1).

Tabm. 1. lleneBrle 3HaUeHUs 0 00paboTke OOpameHuit 3akazunka

Ha3Banmue SMB 1Gb/s | SMB 3Gb/s Business Corporate Corporate

TapudHoro niana 10Gb/s 10Gb/s UNL Enterprise UNL

Bpewmst peakiym 1-it muHAM
TIOJIEPIKKH,

Mpe10CcTaBIsIeMON 15 mun 15 Mmun 15 mun 15 Mun
WcnonuureneM, He 60jee

Bpemst peakuum Ha 3asBKY
Jepes nopTai
https://client.qrator.net/grator
2-i, 3-i1 TMHAN TIOJICPIKKH,
Mpe10CcTaBIsIeMON
ITaptHEepoM, He Oonee

30 MuH

30 muH

15 munH

15 muu

4. MPOBEAEHUE PETJIAMEHTbBIX U/UJIU CPOUHBIX PABOT

4.1. VYcnosus npoBeneHus PernmameHTHBIX paboT n/mm CpodHsIX paboT B OTHONICHUHU Y CIyTH NIpHUBeACHH! B Tabmmme 2.
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Tab. 2. YcmoBus npoBeneHust PermameHTHBIX v/nmn CpOYHBIX paboT

IIpono/zKuTEIBLHOCTD U
HaumenoBanue YBenomiienue
HHTEPBAJbI MEXKIY Jlono,IHNTEeIBbHBIE YCIOBUS
padot 3aka3zumnka
nepepbIBaMHU
Bpemsa TIPOBEICHUS O BpeMeHH TpOBENCHHS padoT
P poBex He menee uem 3a | p POBCa p
PernamenTHbIC PernamenTtHpix / CpodHBIX . Hcnonmuurens yBemomusier 3a 1
(omuH) pabounii neHb M
paboTsI pabot HE yXyAuaer (oguH) pabouumit neHb 10 Hayvana
JI0 Havaja mepephiBa.
yCTaHOBJICHHBIE JUIst nepepsIBa.
TapuQHOTro IuIaHa I[Mpennonaraemast
MOKa3aTesn Henocpencreenno MPOJIOJDKHUTENIBHOCTE  TIPOBEACHHS
CpouHble paboThI rapaHTHPOBaHHOW nepen HayaJioM | pabor  cooOmiaercs  3aka3dyuKy
JOCTYITHOCTH, IPUBEIICHHBIE | MepephiBa. HETOCPEACTBEHHO IIEpe]l HavajoM
B Tabm.3. TIPOBE/ICHHUS PaldoT.
5. JOCTYHNHOCTSB YCJIYTH
5.1. leneBrle (TapaHTHpPOBaHHBIC) 3Ha4eHHS JlOCTymHOCTH YCIyrd, 3a HCKIIOUEHHEM CIy4aeB, INPHBEICHHBIX B

[punoxennu 1, npusenens! B Tadn3.

Tabmx. 3. ITokazarenu JoctynmHocTH Y CIyTH

Ha3Banmue SMB SMB Business Corporate Corporate Enterprise
TapugHoOro njiaHa 1Gb/s 3Gb/s 10Gb/s 10Gb/s UNL UNL

24 gaca B CyTKH, 7 JHEW B HENEN0, 365 THEH B

TapanTrpoBaHHas J0CTyIHOCTB, Oosee

(TIp¥ YCIIOBUU OTCYTCTBHSI IPUIHAH
HEIOCTYMHOCTH Y cyrn) 24x7x365: 97,0% 99,0% 99.5%

Oy

5.2.

5.3.

6.1.

6.2.

IMokazatenu J{ocTymHOCTH YCIyrH PacCUMTHIBAIOTCS €KEMECSYHO Ha OCHOBE JAHHBIX 3allPOCOB HA YCTpPaHEHUE
HeucnpaBHOCTH, oaaHHbIX Yepe3 CPO Ucnonautens. JJocTynHOCT Y CIIyrd OMpPEAeseTcs CASAYOMUM 00pa3oM:
BBIUMTAs U3 OOIIEro BpEMEHH B OTYETHOM IepHoIe (KaleHIapHOM MECSIIE) COBOKYITHOCTH BpeMenr HempoctymHocTu
Ycenyru B cootBeTcTBUU C OOpalieHUsIMU Ha YCTpaHEHHE HEHCIIPABHOCTH, JCICHHOE Ha 00IIee BpeMs B TEKYIIEM
KaJleHIapHOM MecsIe. BpeMs HeIOCTYIHOCTH YCIYTH HadyMHAeT Teub ¢ MOMeHTa nojaun 3akazuukom OOpalneHus
Ha YCTpaHEHHE HEUCTPABHOCTH. 3aKa3yuK JOJDKEeH cooOmuts o cooe uepe3 CPO. Bpemss HenoctynHoctu Yenyru
HCTEKAeT B MOMEHT YCTPAHEHUSI HEUCIIPABHOCTH. [locie ycTpaHeHus HeHCIPaBHOCTH moaHHoe OOpalieHne MoxeT
BPEMEHHO OCTABAaThCSl OTKPBITHIM JJISl JAIbHEHIIEro BBIACHEHHS CIYYHBILETrOCS, W 3aKpbiTa 3aKa3uuKOM MOCIIE

BBITIOJIHEHHA BCCX OTHOCAIINXCA K TOMY aIMUHHUCTPATHBHBIX pa60T.

061.].[66 BpeMs HeI[OCTyHHOCTI/I yCJ'IyFI/I o0 NpuYrHEe psAaa NCpUOJUYICCKH BO3HUKAIOIINX cboeB ¢ OJJVMHAKOBBIMH
MIPUYIUHHO-CICACTBCHHBIMU CBA3AMHU B TOM K€ OTPE3KE CETU ABJIACTCA COBOKYINHOCTBHO BPEMCEHU HEAOCTYITHOCTH
YCJ'IyFI/I B COOTBETCTBUHU C 3asABKOM Ha YCTpaHCHUE HCUCIIPABHOCTU M HE BKIIHOYACT B celst BpEMsA JOCTYIMHOCTU

Yeayru Mexay nepuoAndecKd BOZHUKAIOMUX cOOEB.
6. KOMIIEHCAIINU 3A HAPYHIEHUE COT'JIALIEHUSA

Ecmu JloctynmHocTh YCiyru 3a OAWH KaJeHIApHBIA MecAll He COOTBETCTBYeT I. 5.1. Hacrtosmero CornameHus,

Hcnonaurens OCYIICCTBJIACT KOMIICHCAIUIO B CJICAYIOIICM IMOPAAKE:

JloCTYyNHOCTB Y CJIyIH B MecCsiLy Bpems HegoCTYNHOCTH Y CIyIH Pa3mep komnencanuu (B %)
97,0% >21,6 4 10%
99,0% >7,24 10%
99,5% >3,6 u 10%

KOMHCHCaHI/Iﬂ BBIPAKACTCAA B NPEAOCTABICHUU 3a1<a3qm<y COOTBETCTBYIOLICTO KOJMYCCTBA ,HH(?I/Iw OecIIaTHOro
OKa3aHHus yCJ'Iyl"I/I, BILIOTH 0 1 (OHHOFO) KaJICHAApHOI'0 Mecdla. Pa3Mep KOMIICHCAIUU OIPEALIIACTCA UCXOA U3
CYMMbI IUIaTE€XKa 3a Vcnyry 3a 1 (OI[I/IH) KaJIeHZ[apHHﬁ MeCAll U YCTAaHOBJICHHOI'O IPOLCHTAa KOMIICHCAIIUU.

[onmyuennas cymma nepeBoauTcs VICIOTHAUTEIEM 13 TIPOLIEHTOB B KOTMYECTBO JHEH OeCIIaTHOrO OKa3aHus Y CIIyTH.
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Komnencammst 3a Hemoctynmaocts Yemyru o BuHe McromHUTENS BBIpaXKaeTcsl HCKITIOUYUTENFHO B TIPEIOCTAaBICHUT
OecrIaTHBIX JHEH OKa3aHMs yCIyrd. MaKCUMaJbHBIA pasMmep KomreHcamud — 1 (OIuH) KaJeHIapHBIA MeCsI]
OecruraTHOTO OKa3aHWs Yciayrn. KommeHcannss HE MOMKET BBIPaXaThCS B BBIIUIATE JCHEXHBIX CPEICTB WIN

3a4YUCIIATBECSA Ha CUET 3aKa3uyuKa.

):lﬂi[ MOJYUCHUA KOMIICHCAIlUN 3aKa3uMK IM0CJIe€ OKOHYAHUS Meciala, B KOTOPOM chyra ObL1a HCIOCTYIIHA,
HampasJIACT HcnonHutento 3asBieHUE Ha IpeaOCTaBIICHUEC KOMIICHCAIIUU. 3asBicHHE 3aII0JHIETCA 3aKa3uMKOM Ha
O(IJI/IHI/IaJ'H)HOM Onanke 3aka3uuka H NOANUCHIBACTCA YIMOJTHOMOYCHHBIM JIMLOM 3a1<a3qm<a, ¢ 00s3aTeNbHBIM
YKa3aHUCM HOMEpa OGpameHI/m, B KOTOpOM coonano% o HeI[OCTyHHOCTI/I YCJ'Iyl"I/I, BPEMCHN HCAOCTYIMHOCTU

VYeayru v jaTel HEIOCTYITHOCTH Y CITyTH.

Ha ocHoBannu 3asBiieHHs1 3aKa3uWka O MPEIOCTAaBICHUH KoMmieHcanuu, Vcrmonaurens B Tedenne 30 (Tpumartn)
KaJICHOApHBIX JHEU NleaeT pacyeT KOMIICHCANNH, 8 IMEHHO PacCUMTHIBACT KOJIHMYECTBO JHEH OECIUIaTHOTO OKa3aHUs
Ycryru, wny npuHAMAaeT penierrne 00 0TKase B MPeI0CTaBICHNH KOMIICHCAIINH, €CITH HepaboTOCTIOCOOHOCTh Y CIIyTH
HACTYIIIJIA [0 TIPUYHHE, He 3aBUCsIIeH oT MicnonHuTens, win Oblia 3aruianupoBaHa McnonHuTeneM, o ueM 3aKa3zank

OBLT YBEJIOMJICH.

ITocne MPUHATUA PCUHICHUA O NPEAOCTABJICHUU KOMIICHCAIIUU WJIN 00 OTKasc, Wcnonaurens YBEOAOMIIACT 00 3TOM

3aka34rKa B COOTBETCTBHHU ¢ Pernamenrom B3aumonaeiicTeust CTOpPOH.
Yuer HenoctynHoctu Yeayru u pacueT KOMIEHCAlUK OCYIIECTBIISIETCS] aBTOMATUYECKH.
7. OTYETHOCTb

IMoaxmiovas ¥Ycmyru, KnuenT nomyyaer noctyn B mnyHbIA kKabuHeT [lapTHepa, B KOTOPOM eMy JIOCTYIHBI TIOAPOOHAas
CTaTUCTHKA 110 TpaduKy 1 exeMecsgHble 0T4eThl 00 nHnuaeHTax B popmare PDF. [Topsnok noakmouenns KinueHnros

K HOpTaly IpUBEJeH B pa3zene 4 OnucaHus U yCIOBUI MPeAOCTaBICHNS Y CITyT.
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MMpunoxenue 1
Kk CorJianeHu0 06 ypoBHe NpeaocTaBIeHUus1 Y CIyr
«SberCloud Anti-DDoS», «SberCloud Anti-DDoS+WAF»

TexHU4YecKHEe ACTIEKTHI paﬁOTbI CUCTEMBI (DI/UI])TpaIII/[I/[ Tpaq)mca, 3a Hecoﬁnmaeﬂne KOTOPBbIX HcnoaHuTe b He
0TBEYACT, U IIPH Hecoﬁ.monemm KOTOPbIX HcnoHuTEIb HE MOKET rapaHTupoBaTb obecneyeHne 3asiBJIEHHOTO

YPOBHSA KadecTBa ycJayr no @uiabTpanun Tpaduka

1.1.1. Ins uenedd ¢unbTpanmu Ttpaduka mpeanosaraeTcs, 4YTO JaHHble W3 ceTd «VIHTepHeT» mepenaroTcs He
HernocpencTBeHHO Ha IP-agpec cepBepa (wiu BUpTyanbHOM MalIuHbI) 3aka3uuka, a Ha aapec, uMmeroumii FQDN
cepBepa (WK BUPTYAITbHOW MAIINHBI) 3aKa34mKa.

1.1.2. B cyuae, ecnu cepBep (WiIH BUPTyallbHAs MalllnHA) 3aKa34uKa, LI 00ecreueHus CTaOMIIBHOCTH U Oecriepe00HHOCTH
PpaboTHI KOTOPOTO MOIKIIOYEHBI YCIIyTH 10 (IIIBTpAIy Tpaduka, OyaeT cnocobeH MpUHUMATh BXOIAMHAN Tpaduk
OT JII00BIX cepBepoB B ceTu «HTEpHETY, MICIONHNTEND HE MOXKET rapaHTUPOBATh OKA3aHUE YCIyTH 10 (QHIIBTPANU
Tpaduka B 3ampammBacMoM oObeMe 0 MOMEHTa IonHoro oOHoBieHusi DNS-3ammceil 06 aapecax cepBepoB
3amumaeMsix JJomeHoB Bo Beel cetu «IHTEpHET».

1.1.3. Jlns uckintoueHus: CUTyaun o0paboTKu cepBepoM 3aka3zurKa BPEJAOHOCHOI'O BXOSIIETO TpadHKa Ha cepBepe WK B
«Opranuzanuu» (TeHaHTe) 3aka3uMka JOJDKEH ObITh BKIIOYEH wWid pa3BepHyT bpannmaysp (Firewall),
OJIOKHPYIOLIHNIA JTH0O0H BXOAAIMH TpaQuK, KPOME BXOSMIET0 TpaduKa ¢ KOHKpETHOro ceppepa Mcronuurest,

1.14. [Ina cHmWKEHHA KOJIMYECTBA BPEIOHOCHOTO Tpaduka, Oiokupyemoro bpaHamayspoM (MeKCETEBBIM 3KpaHOM)
3aKa3ynKa, a COOTBETCTBCHHO, AJISI CHIDKCHHUS HAarpy3kd Ha cepBep (WJIM BHPTYalbHYIO MallMHY) 3akKa3duka,
3aka3ynk 005f3aH MPEANPHUHATE MEPHI 1O COKPHITHIO (HepasmiameHnuio) ¢aktudeckux IP-agpecoB cepBepoB u
BUPTYQJIBHBIX MAIIHH, U1 KOTOPBIX OCYIIECTBIAETCA (QUIBTPALHS TpadHKa.

1.1.5. VYcnyru mo guinsTparuu Tpaduka 3aKI04aroTes B 00BSIBICHHN CEpPBEPOM (MM BUPTYaabHON MalIuHON) 3aKa3duka
¢bunbTpylomiero obmaka [lapTHepa myTeM BHECEHHUS COOTBETCTBYIOIIMX 3amuceil B onmucanne DNS-30HbBI, K KOTOPOit
NIPUHAUISKUT cepBep (WM BUPTyalbHas MalluHa) 3aka3uuka; Ha GuibTpyromem obnake [lapTHepa mpoucxomut
IOCTIeI0BAaTENbHOE BBIIOJHEHNE CIIeIyIONMX ONepaliii ¢ JaHHBIMH, IlepeaaBaeMbiMu Ha cepBep ¢ FQDN cepepa
3akazyuKa:

- mpueM nepenasaeMbix Ha FQDN cepBepa (wm BUPTyanbHOM MamnHbl) 3aKa3yuka, Ha KOTOPOM (YHKIIMOHUDPYIOT
€T0 3aIIUIAacMBIi CEPBHUC, 3aIIPOCOB (TIPHEM BXOISIIET0 TpaduKa);

- aHAIU3 CTPYKTYPHI 3aPOCOB (aHAIN3 BXOAAIIETO TpaduKa) Ha MPEeAMET HAIWYMS MOCIEA0BATEILHOCTEH JaHHbIX,
CHOCOOHBIX MOBJIEYh HEKOPPEKTHOE (PyHKIIMOHMPOBAHKE 3aIUIIAEMOT0 cepBrca 3aKa3unKa,;

- OTCEUYEHHUE 3aMPOCOB, CO/ICPIKALIMX MOCIIEI0BATEILHOCTH JJAHHBIX, HAPYIIAMOLIHE KOPPEKTHOE (PyHKIIMOHUPOBAHHE
3alIMIIAeMOTro cepBrca 3aKa3uuka (0YUCTKa BXOAIIEro TpadHKa OT BPEIIOHOCHOW COCTaBIISIIONIEH );

- TMepeHampaBieHHe Ha peanbHbI [P-ampec cepBepa (WM BUpPTyadbHOM MalIMHBI) 3aka3dyWka, Ha KOTOPOM

(YHKIMOHUPYET €ro 3all{IaeMbliil CEpBUC, OYMIIIEHHOTO OT BPEJIOHOCHON COCTABIISIONIEH BXOAAIIEr0 TpadHKa.

! B crydvae 3aniuTe BEPTYanbHON MaNIMHEL, pazMernaemoii B «Opranuzanumy (TeHanTe) 3akasdunka Ha 6a3e HHGPACTPYKTyphI
obnauHoit marpopmber SberCloud, B kadecTBe COOTBETCTBYIOIIETO MEXKCETEBOIO JKpaHa MOXET OBITh HCHOJIB30BaH U
cooTtBercTByomuM obpazom Hactpoer VMWare NSX Edge.
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