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HNPUJIOKEHMUE Ne 1.1
k JloroBopy

OIMMCAHHE U YCJOBUA NPENJOCTABJIIEHUA YCJIYT

VCIYT'A «<BUPTYAJIbHBIN 11O]I na 6aze VMware»

1. HAMMEHOBAHMUE YCIYT'H
1.1. HaumenoBanwue Yciyru: Bupryansastit [{O/] na 6aze VMware.

1.2. Hacrosimuii MDOKYMEHT COACPKUT ONHCAaHUE COCTaBa YCIyrd, e¢ 0a30BOi (DYHKIIMOHAIBFHOCTH, BO3MOXKHBIX
COITYTCTBYIOIIUX ¥ JOTOJHHUTCIBHBIX YCIYT, OOIIEro IMOpsAKa MOIKITIOUCHUS, W3MCHCHUS W OTKIIOYCHHS Y CIIYTH,

YCJ'IOBI/Iﬁ OpeaOCTaBIICHUA U Ol'“paHPI‘leHPIﬁ.

2. MH®OPMANUA OB YCJIYTE
2.1. KpaTrkoe onucanue Y ciayru

2.1.1 Bupryansnsiii 11O/l Ha VMware (panee m nanee — Yciyra), SBISIETCS yCIyroM MO TPENOCTaBICHUIO 0a30BBIX
MH()OPMAIMOHHO-TEXHOJIOTHYECKIX PECYpCOB Ha OCHOBE COBOKYHMHOCTH (DYHKIMOHHMPYIOIIETO I0J YIpaBJICHUEM
HcnonmauTenss cepBepHOro M CETEBOTO OOOpPYJOBAaHMS, CHCTEM XpaHEHWS [aHHBIX M CHENHATU3MPOBAHHOTO
MIPOTPaMMHOTO ofecrieueHus. Yciayra IOCTpoeHa Ha OCHOBe Mojenu obciyxkuBanus «laaS» u peanmmsoBana
cpencrBamu maTdopmel VMware vCloud Director.

2.1.2. B pamkxax VYcmyrn Hcnomnurens npenocraBiseT 3akazuuky Bupryansneni I[OJl, uMerommii B pacHoOpsbKEHHH
COTJIaCOBaHHBIN Mexay VcnonHuteneM m 3aka3dMKoM Ha0Op BUPTYaIM3WPOBAHHBIX BBIYHCIHMTEIBHBIX MOITHOCTEH
npoueccopa (vCPU), Bupryanshoii mamstu (VRAM) m muckoBoro mpocrtpanctBa (VHDD), a Takxke cpencrsa
ynpasnenust Bupryansueiv [{O/], nocraTounsie uist cO31aHMS M YIIPABICHHUS BUPTYaJIbHBIMU CEPBEPaMH B TpeOyeMoi

3aka3urKy KOH(QHUTYpAIMH B TIPEJesiax BBIICICHHBIX BUPTYaIN3UPOBAHHBIX MOIIHOCTEH.
2.1.3. Yrpasnenune Bupryansasmv 1{O/] ocymectBisercs 3akazunkom npu oMoy koucoin vCloud Director.

2.2. CocTaB YcJyru 4 OCHOBHbIE KOMIIOHEHTbI
2.2.1. B coctaB Yciayru BXOJAT:

Buiuuciumenvuvie pecypcol

. BHUPTYaJIbHBIC TIpotieccopHbie sapa (VCPU);

. BHUPTyaJIbHAS ONepaTHBHAS NaMsTh (VRAM);

. BHpTyalbHOE JTMCcKOBOe npoctpancTso (VHDD);
. mutro3 NSX Edge Gateway.

. rocreBeie OC Windows u Linux

Cemesbie cepsucyl U KOMHOHEHNbL

° MTOJIKITFOYCHUE K CETH WHTEPHET (B 00IIeM KaHae);
° Onwa myonmaseni [P-anpec.

Ocnosuble komnonermol 0onaynou niamaopmor VMware

° VMware vSphere;
. VMware vCloud Director;
° VMware NSX;

J VMware vRealize Log Insight;
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L VMware vRealize operations.

VMware vSphere

VMware vSphere npeacrasisier coboi maatdopMy BUPTyalIn3alyy, o0ecrieunBacT TMHAMHYECKYIO OalaHCUPOBKY
Harpy3Kd Ha CepBEpbl M CUCTEMBbl XPAHEHUS NAHHBIX AN JOCTHXKEHHUS ONTUMAIBHOW MPOHM3BOAUTEIBHOCTH.

CocraBubiMu yacTsimu wiatdopmel VMware vSphere sBistroTcs:

VMware ESXi — anmapaTHBIM THIIEPBU30D, PA3AesIIONIMNA pecypchl (pU3MYECKOTO CepBepa MEKAy HECKOIBKUMHU

BUPTYaJIbHBIMH MalllTUHAMH.

VMware vCenter - ueHTpann3oBaHHas IuatdopMa Juisd ynpasiieHHs cpenamMu VMware vSphere, momoraromas

ABTOMATH3HPOBATh BUPTYAIBHYIO HHPPACTPYKTYpPy 1 O€30I1aCHO MPEAOCTaBIATh K HEl TOCTyH B o0JIaKe.

VMware High Availability (HA) — MexaHu3M, MO3BOJISIOIINN BOCCTaHABINBATH PA0OTOCIIOCOOHOCTh BUPTYAITBHBIX

MalllrHa 1ocJie alrapaTHoro cbos Y3JI0B BUPTYyaJIU3alliHU.

VMware DRS — MexaHu3M, paBHOMEPHO pacrpeielsiomuii BM Mex 1ty BceMH y3/aMu KilacTepa 1 00ecTIeqnBaroIui

3aJaHHYIO TPOU3BOAUTCIIbHOCTh BUPTYAJIbHBIX MAIllMH B IITATHOM U HCITATHOM (B cJIydac C60€B) peKUMax pa6OTI>I.

VMware vMotion - MeXaHN3M (GKUBOI» Murpanun BM Mex 1ty y3imaMu Kiactepa JJisi CEpBHCHOTO 00CITy>KUBaHUs 0€3

TIpepbIBaHus pabOTHI MTOJIH30BATENECKUX BM.
VMware vCloud Director (vCD)

vCloud Director nNpeaOCTaBJIACT KOHCYHBIM ITOJIB30BATCISAIM 6630HaCHLI€, H30JIMPOBAHHLBIC ITYJIBI PECYPCOB JIA

ObIcTpoii manIManu3anuy Bupryansaoro LIO/] n peanusyer enuHyto KOHCOJb YIIpaBIeHUSI.
VMware NSX

VMware NSX wucnonp3yercss aisi CO3maHHs MPOTPaMMHO-ONPECISIEMBIX CeTel, MHKAICYISINKA Tpaduka depes3
npotokost VXLAN nans noctpoeHus joruueckux L2-ceTeil B paMKax yke CyIIECTBYIOIIEH KOMMYTallMM HA ypOBHE
L3. Ilo3Bonser 3aka3uMKaM CaMOCTOSATENIBHO CO3[ABATH BBIIEIECHHBIE CETMEHTBI CETH U ONPENENATh IpaBHia

MapHIpyTH3AIMH MEXTy CeTAMH cBOoMX BUpTyaubHbIX L{O/], 6e3 n3MeHeHui B pU3n4ecKoil KOMMYTaIl|H.
VMware vRealize Log Insight

VMware vRealize Log Insight — cpenctBo mist cOopa m aHamm3a BCEX THIIOB JIaHHBIX. [l03BONSET yIpaBisATh
KypHJIAaMH COOBITHH C MOMOIIBIO YIOOHBIX MaHENIeH MOHHTOPHHTA W WHTEIUICKTYyaJbHBIX CPEJICTB aHalIU3a.
[MonpoGuast Bu3yanu3anust pabodnx IMPOLECCOB MO3BOJISIET YCKOPUTH YCTPAaHEHHE HEIOJIaZIoOK B MH(PACTPYKTYpe

Hcnonuurens.
VMware vRealize operations

VMware vRealize operations - HHCTpYMEHT pacIIMPEHHOIO MOHHMTOPHMHIA IPOU3BOJIUTEIEHOCTH BUPTYAIBHOMN
nHppacTpykTypsl. CoOnpaeT gaHHbIe O pa3BEepHYTHIX BUPTYaAJIbHBIX MAIIMHAX U IPWJIOKEHUSX, BKITIOYAs JaHHBIE 00
HCIOJb30BAHUU IPOLIECCOPHBIX PECYPCOB, ONEPATHUBHOM MaMATH, YTWIM3AalUH JAUCKOBOM MOJCHCTEMBI,
JUTUTEIBHOCTH PETHCTPALMU M ITPOU3BOANTEIHHOCTH YAAIEHHOTO 0TOOpaxkeH!st. ONIus TOCTYIHA K HOAKIIOYEHHIO

OTZEJIBHO U TapUPHUIUPYETCS JOTOJHUTEIFHO K OCHOBHOM Y ciyTe.

2.3. ObecneyeHue 3aUThLI HHGPacTPYKTYpPHI 001a4H0ii mi1aTgopmel SberCloud

® 3anTa HHPPACTPYKTYPhI 00JIa4HOH MIaTOPMBL U CPEICTB €€ YIPaBIICHHUS;

® 3amuta koncoyn vCloud Director;
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o 3osstus BIIO/I.

3ammTa HHPPACTPYKTYPHI 00,1a4HOM IJIAT(OPMBI M CPEACTB ee YIpaBJIeHUs

3amura nHPpacTpykTyphl 001auHOi wiatgopmel SberCloud u cpencTB ee ynpasieHus oOecrieunBaeTCs Ha
CIIEIYIOIINX YPOBHSX:

® Ha GU3MIECKOM YPOBHE 00ECIIeUNBACTCS

—  pasMemieHue Bcero ooopynoBanus HHPpacTpykTypsl B LIO/l, cooTBETCTBYIOMMX TPeOOBAHUAM
HAJEKHOCTH 1o Kateropuu Tier 3;

—  KOHTPOJIb ¥ YIPABJICHUE TOCTYIIOM K 000pYIOBaHHIO;

—  HaJM4YUe CHCTEMBI BUICOHAOIIONCHUS Ha 00bekTax nHpopmaruzarun [JO/1.

® Ha CETEBOM YpPOBHE obecreurBaeTcs 3aluTra nepumMeTpoB L[OI[ " UX CCTMCHTUPOBAHUC C UCTTIOJIb30BAHUEM
MCIKCETCBbBIX DKPAaHOB HOBOI'O ITIOKOJICHUA (NGFW), OCYHICCTBJIAIOIINX B TOM YHCJIC BbISABJICHUC U
MNpSAOTBpAICHUEC KOMITBIOTCPHBIX aTAK;

® Ha NH(QPACTPYKTYPHOM YPOBHE 00ECIIEUNBACTCS:

—  aHTUBHUPYCHAs 3alluTa HHQPACTPYKTYPHI C HCIOIH30BAHUEM aHTHBUPYCHBIX CPEICTB IS 00JauHBIX
cpexn;

—  ympaBJeHHE AOCTYNOM K HH(PACTPYKTYPE C UCIIOJIL30BAHNEM CPEJCTB ABYX(aKTOPHOMH
ayTeHTH(DUKANY TTOAKITIOYAFOIIUXCS K HEW aJIMAHICTPATOPOB;

—  KOHTpOJIb JICHCTBHI NPUBHUIICTHPOBAHHBIX MOJIH30BATENEH € HCIIOIb30BAaHUEM CIEHUAIM3HPOBAHHBIX
CPE/ICTB;

—  PEeryJspHBIA KOHTPOJb M aHAJIN3 3alIMIIEHHOCTH HHPPACTPYKTYPHI C NCIIOJIb30BaHHEM
CIELUaIM3UPOBAHHBIX CPEACTB IT0 BRISBICHUIO ySI3BUMOCTEH B cnonb3yeMoM 110 1 ero HeKoppeKTHOU
KoH(HUTypanmu, BIMsIONmEel Ha ypoBeHb 3amuimeHHocty [10, ¢ ycTpaHeHneM BbISBIEHHBIX
YSI3BUMOCTEH W/MIIM HEJOCTATKOB;

—  cOop u aHann3 coObITHI NHPOPMAIIMOHHON O€30MTaCHOCTH.

[ToMuMO 3TOTO, OCYLIECTBIISIIOTCS MEPUOJMYECKIE TECTUPOBAHNS Ha NMPOHUKHOBEHHE M ayAWUT MH(OPMALMOHHOM
Oe3omacHOCTH WMHQPPACTPYKTYyphl o0mauHOi rmnardopmer SberCloud ¢ mpuBIIeYeHHEM CTOPOHHUX OpraHHW3AIHH.
BrusiBrieHHBIE B XO/I€ COOTBETCTBYIOIIETO TECTHPOBAHWS HW/WIM ayJuTa HEJOCTATKH YCTPaHSIOTCA Mo (akTy mx
BEISIBIICHUSL.

3ammura koHcoau vCloud Director

3ammrta koHcomu VvCloud Director obecneunBaeTcs Ha YpOBHE TIPIJIOXKEHHH C  HCIIOJIIB30BaHHEM
CHELHaINM3UPOBAHHOTO MEXCETeBOTO dKpaHa ypoBHsS mnpuiokeHuid (Web Application Firewall, nanee — WAF).
[ToMuMO 3TOTO0, OCYIIECTBIISIOTCS PETYIISIPHBIE CKAHUPOBAHUS KOHCOJIM HAa HAJTMYHE aKTyalbHBIX YI3BUMOCTEH U €T0
MEepHOANYECKUE TECTHPOBAHMS Ha MNPOHUKHOBCHHE C NPHUBICUYCHHEM CTOPOHHUX OpraHm3anuii. BbisBieHHBIC
YSI3BUMOCTH W/WIT HEIOCTAaTKN YCTPAHSIOTCS 10 (AKTy X BBISBICHHSI.

M3onsauus «Opranmsanuiiny 3aka3uuka.

Mzomsmus «Opranu3anmii»y 3aka3duka OCyIIECTBISCTCS Ha ypOBHE 00Ia9HON ITaT(OPMBI BCTPOCHHBIMHU CPEJICTBAMU
VMware vCloud u Ha cereBom ypoBHe cpenactBamu VMware NSX. [TomuMo 3TOTO, B paMKax HEPHUOIMYECKUX
TECTHPOBAaHUI Ha TPOHWKHOBEHWE BCeH WH(PPACTPYKTYphI MPOBOIATCS TECTHPOBAHUS HAa BO3MOXKHOCTh
MPOHUKHOBEHUSI MOTEHLUUAIBHOIO HapywHTenass u3 OAHOM «OpraHuzauud» B JAPYIryl0 C [PEOJIOJICHUEM
KCIOJIb3YEMbIX MEXAHU3MOB 3alLIUTHL.
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2.4. Tunsl pecypcos

2.4.1. Bupmyansnsie npoyeccopuvie ss0pa (vCPU)

[pn (opMupoBaHuH 3akasa 3aka3uMKy  IpPeOCTaBIAETCA BBIOOD u3 cleqyomux  sAaep:
¢ yacroroii 2,1 I'ru; 2,4 I'ruy; 2,6 I'rn; 3,5 Trn!

vCPU oOGcmyxwuBatoTcs ¢pusndecknumMu nporeccopamu Intel.

Pexomenganyy 1 orpaHUYEHUS:

B pamkax oxnoro Bupryamsnoro IO/l 3aka3umk MoOkeT Kcnoib3oBarh Toibko VCPU ¢ oguHakoBoW 4acTOTOM
(obcimyxuBaeMBbIe TPOLIECCOPAMH OJJHOTO THIIA).

2.4.2. Bupmyanvnas onepamusnas namsamo (vVRAM)

ITpu GpopmupoBanmy 3akaza 3aka3yuK yKa3bIBaeT TpeOyemblii 00beM VRAM.

Ba:kno: npu popmupoBannn 3aka3 yciryru Tpedyemblii 00beM VRAM nomkeH OBITh TOTTOJHUTENBHO YUTEH B paMKax
3aKa3plBaeMoro oorema BupryansHoro amckooro mpocrpanctsa (VHDD) BeiOpanHOTO MpOoduis A pa3MeIeH s
swap-(}aiiioB BUPTyaJIbHBIX CEPBEPOB.

PekoMeHmanum u orpaHUYEHUS:
MunnmManpHOE 3HaYCHUE TSI SKk3eMIutsipa Buptyansraoro 1{OJ] — 1 I'6.

2.4.3. Bupmyanwvroe ouckosoe npocmparcmeo (VHDD)

B paMkax ycimyru mpemocTaBisieTcsi TPH AWCKOBBIX NPOQMISL, OTIMYAIOUIMXCS IO CKOPOCTH OOMEHa JaHHBIMU
(xonmmuecTBy onepanuii BBona-BeiBosa (IOPS)) n Bpemenu otkiuka: SATA/NLSAS, SAS u SSD. Kaxaplii 1ucKoBbIi
MIPOQHIb COOTBETCTBYET CBOEMY THUILY TUCKOB HA CHCTEME XPaHEHHS JTaHHbIX.

B paMKax OJHOTO BI/IpTya.HLHOI‘O HOZ[ MOXXHO HCIIOJIB30BAaTh NTUCKOBBIC HpO(l)I/IJ'II/I Ppa3JIMIHOro TUIIA.

Ba:kno: npu 3aka3e BupTyanbHOTO TMCKOBOTO MPOCTPAHCTBA OTAEIBHO JOIDKEH OBITh YUTeH TpeOyeMblii 00beM VRAM
JUISL pa3MenIeHus swap-(aiioB BUPTYalbHBIX CEPBEPOB.

2.5. Tunbl NOAKJIIOYEHHUS K C€TH U CeTeBble CEPBHUCHI

I[J'IS[ IIOJKIKOYCHUA K chyre 3aKa3unK MOXKET BI)I6paTI> OJIMH HJIM HCCKOJIBKO THIIOB ITOJKJIFOUCHMHS. HO,HKH}O‘IGHI/IG
qepes3 BI)II[GJ'IGHHI)Iﬁ l“apEIHTI/IpOBaHHI)II\/’I2 KaHall I/IHTepHeT (SaKaBT'II/IKy MpeaOCTaBIIACTCA OTACIIbHAA ITOJI0CA IS AOCTYIIa
K chyre, KOTOpas HC pa3acsACTCs ¢ APpyruMu 3aKa3‘lI/IKaMI/I) WM NMOAKJIOYCHUEC 4YCpC3 O6HII/II\/’I KaHall I/IHTepHeT
(shared), KOTOpBIﬁ npearnogaaracT JJOrn4eCKoe MOAKIIOUCHUC K O6H16My JJIA BCEX 3aKa3yuKkoB chym KaHally nepeaaiun
JaHHBIX (CKOpOCTI) CETCBOI'0 COCAMHCHUA IJIA KaXXJI0I'0 3aKa3uyuka HeE SBIISCTCS FapaHTHpOBaHHOﬁ U 3aBUCUT OT

3arpyKCHHOCTH O6HI€1"O KaHalla riepeaadun I[aHHI)IX). I[OCTyHHI)Ie HOAKIIOYCHUA

e IloakaroueHue Kk cepBucy B o0j1ake yepe3 ceTb UnTepHer - NAT
[onp30BaTeny MOAKIIOUAIOTCS K BHUPTYyaJbHOW MammHe B oOsake, omyOnmkoBaHHON dyepe3 Oembiit [P ampec,
MaplpyTH3upyemslii B cetu MHTepHeT. JlaHHBINA cLieHapuil PEKOMEHAYETCA HUCIOJIBb30BaTh Ul IPEAOCTABICHUS
JIOCTYTIA K IyONMYHOMY CepBHCY depe3 ceTb MHTepHeT.
Orpanunuenus:
o Opun Gemnsrit [P anpec Ha npuitoxkeHue - 1u1s MyOIMKalui HECKOJIBKHUX IPHIIOKEHHUH C OJTMHAKOBBIMU TOPTAMH

TCP (80, 443 u 1. 1.) TpeOyeTCsI BEIICICHUE TOTIOHUTEIBHBIX OembIX [P ampecos;

! Texnmueckn momyctumo Beyienath jgo 256 vCPU Ha omuH  BupTyanbHBIA cepBep. OnHako i JIydmiel

MIPOU3BOIUTEIBHOCTH PEKOMEHIYETCS IPUICPKUBATLCSI 3HAUCHHH, OMIUCAHHBIX B paszeie «3. ba3oBas GyHKIMOHAIEHOCTD
U METPHUKH YCIYTU»

2 3agaHHas CKOPOCTh FAPAHTUPYETCS BHYTPH CETH VICHONHHUTENS HAYMHAS OT MOPTa MOTPAHMYIHOTO MApHIPYTH3aToOpa y3lIa
cBs3u SberCloud
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o Jlns npunoxeHuid ¢ quHamudecku BbinensieMbiMu noptamu (FTP, SIP, H.323 u 1. 1.) MOTYT BO3HUKHYTb
po0JIeMBI ¢ HEOCTYIHOCTBIO CEpBUCA - HEOOXOAMMO (DPMKCHPOBAThH JWANa30H AUMHAMUYECKH BBIJEIISIEMBIX
IIOPTOB B HACTPOMKAx NPHJIOKEHHA U MponHchBaTh X B mnpaBunax DNAT. AnbrepHaTHBHBII BapHaHT -
BBIJIENATH oJuH Oeubiii [P anpec Ha cepBuc 1 HacTpanBaTh npasmio Static DNAT.

o TloakaroueHue Kk cepBucy B odiaake yepe3 Remote Access VPN - RA VPN (SSL VPN)
Ha paboueii mammne nosne3oBarens ycranaBiiBaercs: SSL VPN KieHT, ¢ MoMOIIbI0 KOTOPOTo ycTaHaBnuBaeTcst VPN
TOHHEIb B 00J1aK0 3aKkazynka. [1op30BaTeNb MONTydaeT JOCTYII K BUPTYaIbHBIM MaIlIMHaM B 00Jake yepes ux cepuie [P
azipeca, MapHIpyTH3UPyeMbIe B paMKax 0OJIadHOM CeTH 3aKaz4yuKa. JJaHHBIH CIIeHapUil peKOMEHIYeTCsl UCTIONb30BaTh
JUTS TIPEJJOCTABJICHUS JOCTYTIA aJMUHICTPATOpaM 3aKa3urKa K HHYPacTPyKType B oOJIaKe.
Orpanunuenus:
o TpeOyercs ycTaHOBKa KMEHTa HA pabodel MallliHe MO0JIb30BaTels;

o HeBo3moxHO HCITONB30BaTh 0HOBpeMeHHO ¢ Site to Site VPN - L2 VPN.

e [Tloakarouenue k cepBucy B odiake uepes Site to Site VPN — L3 VPN (IPsec VPN)

Ha cereBoM 060opynoBaHny 3aKka3urKa (pOyTep MM MEXCETEBOM IKpaH) HacTpanBaeTcs craTndeckuii [Psec-roHHems B
00J1aK0, C TOMOIIBIO0 KOTOPOTO ITOJIb30BATENH ITOIKITIOYAIOTCS K BUPTYalbHBIM MalliHaM B obJiake Ha cepele [P anpeca,
MapHIpyTH3HpyeMBbIe B paMKax 00IaqHON CeTH 3aKka3zunka. JJaHHbIi ciieHapHii peKOMEHIYETCsl HCIIOIb30BaTh ISl CBSI3H
on premise ceTei 3aKa3yMKa C CeTSIMU B 00JaKe KaK OCHOBHOE ITOJKIIOUCHNE WM KaK PEe3epBHOE MOJKITIOUCHUE TIPH
HAJIMYMH NOJKITIOUEHHsS] Yepe3 IPsMON KaHall CBSI3U.
Orpanunuenus:

o TpeOyercs HamuuMe y 3aKa3uuka ceTeBOro o0opynoBanus ¢ noanaepxkkoi IPsec VPN;

o B 06a3oBoii koH(pUTYparun goctynHa opranm3anus 10 512 [Psec TonHenelt. TexHUUECKH €CTh BO3MOXKHOCTh

pacumpenust gaHHoro kommdectsa 10 1600, 4096 wmu 6000 ToHHENEH, YTO MOTPEOYET MOMOTHUTEIBHBIX

TPY03aTpaT ONEPaTOPOB U PECYPCOB OOIaKa.

e Iloakarouenue k cepBucy B odsake yepes Site to Site VPN — L2 VPN (SSL VPN)
3aka34rK yCTaHABIHMBACT BUPTyalbHEIH poyrep Vmware NSX Edge B cBoeli cymectByromeii nadpacTpykrype. Ha
NSX Edge nactpauBaercs cratrdeckuii SSL-ToHHENb B 00J1aK0, ¢ IIOMOIIBI0 KOTOPOTO OpraHu3yercs L2 cBSI3HOCTH
MEXY CETSIMM 3aKa3uHMKa B €r0 CYIIECTBYIOIIEH MHpaAcTpyKType M ceTsiMH B oOmake. [Ipy TakoM NOAKIIIOYEHHH,
CYIIECTBYIOIME BUPTyaJIbHBIE MAIIMHBI B MH(QPACTPYKTYpe 3aKa3zumka OyIdyT HaxoAauThcs B omHoi L2/L3 cern c
MallMHaMH B 00JIake, 4TO JaeT BO3MOXKHOCTH ISl PEAIN3aIMN TaKOTO CepBUCa KaK MHUTpanys MaluH 6e3 cMeHs! [P
anpeca. JlaHHBIM CLiEHApUil PEKOMEHAYETCS MCIOIb30BATh TOJIBKO KAK BPEMEHHOE IMOAKIIOYEHUE I MUTpALUH
BUPTYaIbHBIX MAIIMH 3aKa34MKa U3 on premise HHPPaCTPYKTYpbl B 00JIaKO.
Orpanunuenus:
o TpeOyercs HanM4YMe BBIYMCIUTENBHBIX PECYPCOB y 3aKa3yMKa JJIsl Pa3BOPAuYMBaHUS BUPTYaJbHOTO POyTepa
VMware NSX Edge, a Taxke TEXHHUECKHX CHEIUAIIICTOB /ISl €r0 HACTPOUKH.
o Ilo L2 VPN K BUpTyaJbHOMY JaTalleHTPy B 00JIaKe MOKHO ITOJAKIIOUUTD TOJIBKO OJWH BUPTYaIbHBINA pOyTEp
VMware NSX Edge. Opranuzanus L2 VPN ToHHene# Mexay BUPTyalbHBIM J1aTa IIEHTPOM C IBYMS B OoJree
caliTaMy OJJHOBPEMEHHO HEBO3MOJKHA.

o HeBo3moxxHO HcIIONB30BaTh 0JHOBpeMeHHO c Site to Site L2 VPN.

HO,HKHIO‘JCHI/IG qepes3 HpHMOﬁ KaHaJ CBsA3U. HaHHLIﬁ crroco0 IOJKIIIOYCHUA ITO3BOJIACT obecreunTs B3aHMOZ[eI>iCTBPIG
cerel 3aka3uumka C CETbI0O B O0OJlake ¢ NOMOIIBIO BBIJACJICHHBIX KaHAJIOB CBS3U CTOPOHHETO npOBaI‘/'Iz[epa.
OHIII/IOHEU'II)HO, C IOMOLIBKO JAHHOI'O CLCHapus, K YCHyFG 3aka3unka MOXKET OBITh IIOJK/IIIOYCH aJ'H)TepHaTI/IBHHﬁ
KaHal B CCTh I/IHTepHCT. I[J'IH JAAaHHOT'O MOAKIOYCHUA MOT'YT OBITH UCIIOIL30BaHbI BBIACJICHHBIC KaHaJIbl 3a1<a3qm<a,

OpPraHu30BaHHBIC C UCIIOJIB30BAHUEM «TEMHOI OITHUKID. I[OCTyHHI:Ie IOJAKIIOUYCHUA:

e L2 nmoakjrouyeHue
JIaHHEIA CIIeHapHid TIO3BOJISICT CBS3aTh CETh KIIMEHTA B O0JIake C On-premise ceTsMU KIMeHTa BHe o0aka o L2. [pu
TaKOM IOJKIFOYCHUH, CYIICCTBYIOIINEC BUPTYaIbHBIC MANIMHEI B HHPPACTPYKTYpE 3aKazdrKa OyIyT HaXOIUTHCS B

OI[HOﬁ L2/L3 ceru ¢ MalIMHAMHY B OGJ’IaKC, YTO AAaC€T BO3MOXKHOCTD JJId peain3allui TaKOro CEpBHUCA KaK MUI'palus
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mamH Oe3 cmensl IP anpeca. [laHHBI clieHapwii peKOMEHIYyETCsS MWCIOJIB30BAaTh TOJBKO KaK BpEMEHHOE
MOJKJIIOYEHHE ISl MUTPAllii BUPTYAJIbHBIX MAIllMH 3aKa34iKa U3 on premise HHPPacTpyKTyphl B 00ako. JInbo Ha
TIOCTOSTHHOW OCHOBE IIPH TEXHMYECKOW HEBO3MOXKHOCTH PadOTHI MPIJIOKEHUH 3aKa3uhKa MEXIy on premise U
obnaxom 1o L3.
OrpanuueHus:
o Cuenapuif He MokeT ObITh pa3BepHYT cwiamu kimenta u3 Vcloud Director GUI. st pa3BopaunBaHus
TpebyeTcst ygacTue ornepaTopoB 00IaqHOT0 IIpoBaiiiepa.
MakcumarnbHasi BO3MOXHAs TPOM3BOANTENLHOCTH Mo ikirouenust — 10 I'6/c.
o Jlng MakcuMasibHOH yTHiM3anun noaxmodenus 3nadenne MTU Ha BceM Iy Ty ciieioBanus Tpaduka J0HKHO
ObITh ycTanosieHo He meHee 9000 GaiT.

e L3 monkmouenue (BGP)
JlaHHBIH crieHapuil TO3BOJISIET CBSI3aTh CETh KJIMEHTa B 00JIaKe C on-premise ceTsiIMU KJIMeHTa BHe oOmaka rmo L3. s
JMHAMHYECKOT0 pPAcCIpOCTPaHEHHsT MapUIpyTHOH MH(OpManuy B JaHHOM CIEHAPHH BO3MOXHO HCIIOJIL30BAaHHE
nporokona MapmpyTtuzanun BGP. JlanHslii crieHapuii pekoMeHIyeTcs HCIONb30BaTh Ul CBSI3M On premise ceteit
3aKa34yMKa C CeTSMH B 00Jlake KaKk OCHOBHOE MOJKIIIOUYEHHE.
OrpanuueHus:
o Cuenapuif He MokeT ObITh pa3BepHYT cwiamu kimenta u3 Vcloud Director GUI. s pa3BopaunBanus
TpebyeTcst ydacTue orepaTopoB 001a4HOro IpoBaiinepa.
o MaxkcumManbHast BO3SMOXKHas IPOU3BOAUTEIBHOCTH NoKutoueHust — 10 ['6/c.
Jiist MakcuManbHOM yTrim3anuu noaxiodenns s3naueHne MTU Ha BceM Iy TH ciietoBaHus TpadHKa J0IKHO
ObITh ycTanosieHo He Menee 9000 GaiT.

@) B kauectBe MIPOTOKOJIa ,HHHaMH‘IeCKOﬁ MapupyTu3aluu MOXET OBITH UCIIOJIE30BAH TOJILKO IIPOTOKOJI eBGP.

e BzammopaeiicTBHe ¢ pecypcaMu 00JI1aKa ¢ HCNIOIb30BaHUEM KiMeHTcKkoil AS u IP-agpecos
KrnnenTckuii cepBuc aHoHCHpYeTCs 13 00J1aka ¢ TOMOIIBI0 €T0 MapUIpYTH3UPYEMbIX B MHTepHEeTe aapecos (PI 61ok).
OrpanuueHus:
o Jlna wucronp3oBaHMs cueHapus TpeOyercs utoObl kinueHT umen Provider Independent IP ampeca,
COOCTBEHHYIO aBTOHOMHYIO CHCTEMY.
Knment ucnons3yer cets Sbercloud kak TpaH3UTHYIO JJIs1 aHOHCHPOBAHUS CBOUX NPE(PHKCOB.

o JlomonHMTENBHO JOIDKHA OBITH MpopadoTana cxema 3amuTbl AntiDDOS 1 npeuKcoB KIMeHTa.

[Tpu moxxmovenun yepe3 oOmuii kanan MatepHer 3aka3umnKy mpenocTaBiseTcs 0a3oBas 3alnTa HHOPMAIIHOHHBIX
CHCTEeM, pa3MellaeMbIX B MHQpacTpykType obmauHoi miardopmel SberCloud, or DDoS-arak, HampaBieHHBIX Ha
Hcuepranne KaHAIbHOM EMKOCTH ceTeBOi nHPpacTpyKTypsl 006aauHoil matdopmsl SberCloud.

B ocTajbHBIX ci1y4asix, a TAKKe 110 3alIPOCY MOKET ObITh IPEOCTABJICHA PACIIHPEHHAS 3a1IIUTA
HHGOPMALMOHHBIX CHCTeM 3aKa34HKa, pazMeliaeMbIX B HHPppacTpykType 001a4H0ii mnargopmel SberCloud,
ot DDoS-arak Ha Bcex ypoBHsX 10 L7 BKIIOUNTETbHO B BH/IE OTACIbHOM TapuduIMpyeMoi yCJIyru.

Jiss oOMeHa TaHHBIME MEXIY BHUPTYalTbHBIMH MammHaMu B mpenenax BLIOJ] wcmonmp3yercs BHYTpEHHEE CETEBOE

B3aMMOJEHCTBHUE, pean30BaHHOE Ha Oa3e ceTeBoro odbopynoBanus McmonanTens u cpeacrsamu runepsuzopa VMware
ESXi.

2.6. CeTeBble CepBHCHI

Bupryansnsiii numo3 VMware NSX Edge Gateway mpenocrasisercs 10 yModaHuio B koH¢wurypamun Compact,
JOCTaTOYHOW JUIsl CO3JIaHMsl HEOOJBIINX BBIYMCINTEIBHBIX CPEI C MalbIM KOJIMYECTBOM CEPBHCOB, U MOXET OBITH
W3MEHEH B cilydae HEO0OXOIMMOCTH 0O0pabOTKM OOJBIIEro KOJMYECTBA CETEBBIX (YHKIMH. O3HAKOMHTBCS C
BO3MOXKHBIMH KOH(UTYpaLUsIMH U TIPEIeIbHBIMU 3HAYEHMSIMH 110 SKCIUTyaTalliy BUPTYyanbHOTo 1itro3a VMware NSX

Edge Gateway M0>xHO Ha o(huIMAIBEHOM caiiTe 1o ccbuike https://configmax.vmware.com/guest?vmwareproduct=NSX

[porpammusi nutio3 Edge Gateway npenocTasisieT cieyIomune CeTeBbIe CEPBUCHL:
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¢ MexcereBoe skpannposanue (Firewall);

¢ mapupytuzanus (Routing);

* nnpeobOpazosanue aapeca (NAT);

* uptyaibHble yactHble ceTh (VPN) IPSec;

* TUHaMH4YecKoe pacnpenenenue aapecos DHCP.

PasBepThIBaHIEC BUPTYaThbHOTO IUTFO3a BO3MOXKHO B 0TKa30ycToiunBoi koH(puryparun (HA), mpu 3ToM co3maercs
JIOTIOJTHUTEIBHEINA 1IDTI03 B PEKAME OKHIAHUS, KOTOPHIA MEPSCHUMAET Ha ce0s Harpy3Ky B clydac BBIXOJA M3 CTPOS

ocHOBHOTO 1DTR03a Edge Gateway.

2.7. la6aoust BM 1 06pa3sr OC

B pamkax Yciryru 3akazunk MOKET CaMOCTOSITEINBHO BBIMOIHUTE UMITOPT/SKCIIOPT codcTBeHHOro 00paza BM B BLIO/I.
Bo3moxxHbIi BapuaHT paboTs! ¢ obpasamu BM: 3aka3umk caMOCTOSATENILHO OCYIIECTBIISICT UMIIOPT/IKCIIOPT 00pa3oB

BUPTYaIbHBIX MAIIMH, UCIIOJIB3YsI KOHCOJb yrpasienus vCloud Director.

Z[OHOJ'IHI/ITGJ'ILHO 3aKa34UKYy MMPEAOCTABIIACTCA JOCTYII K KaTaJI0Ty € mabnonamu BM ¢ npeayCTaHOBJICHHBIMHA HanOosee

TIOITYJISIPHBIMA BEPCHUSIMH OTlepaliioHHbIX cucteM Windows u Linux.

2.8. Ilporpammuas niaargopma

VYciyra peanmu3oBana Ha 6a3ze mwiaTgopMel BupTyanusanuu VMware vSphere. B kauecTBe MHCTpYMEHTa peaid3aliui

oOmaynoi MHMpacTpyKTypsl ncnonbiyercst VMware vCloud Director.

VCTONYNMBOCTh K OTKAa3aM BBEIYHCIHTEIBHEIX Y3JI0B pCalin30BaHa CpEeACTBaAMU HJ'IaT(I)OpMLI BUPpTyaIn3alun VMware

vSphere Ha 6a3e Texnonorun vSphere High Availability (HA).

Cxema peanmzanuu matdopmsl 1 yerayru «Bupryansnstit LHHOJI (VDC)» nzobpakena Huxe:

""""""""""""" > WHTEPHET TS weevewaee

e ———

T
BUPTYANbHBLIA LLOA 3AKA3YMKOB

/ BUPTYANbHbIV LLOA 3AKA34YMKOB

(euont) [(euonz] [suons] ..

vCloud Director
=0 (cells)

(Buon1] [euon2] [euons] ... [euoan ]|

vCloud Director
=20 (cells)

Cepsepa

5SS

Cucremsl XPaHeHWA OaHHbIX
""""""""""""" uon 2/

2.9. Annaparnas niatgopma
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Cepesepnas niam@popma

B kauecTBe BBIYUCITUTENHHON IIIAT(GOPMBI HCHONB3YIOTCS CEPBEPHBIC PEIICHUS KOPHIOPATHBHOTO YPOBHS,
Oazmpyromnrecs Ha MPoIeccopax apXUTEKTyphl X86/64.

CX] Cucmema xpanerus. OaHHbIX

I[J'IS[ OpraHu3anu CCpBHUCA MPECAOCTABIICHHUA BHUPTYAJIbHBIX AWCKOB HNPUMCHAIOTCA CHUCTCMbI XPaHCHHSA JAHHBIX
YPOBHHA middle—range C pe3CpBUPOBAHUCM OCHOBHBLIX KOMIIOHCHT, TAKUX KaK 010K MATaHWs, KOHTPOJUICPHBIC

MOJTyJTH.
Cemb

CeTtb 6331/IpyeT05{ Ha O60pyI[OBaHI/II/I BEAYHIUX MHUPOBBIX HpOI/ISBOI[HTGJICﬁ, KOTOpOC o0ecreynBacT:

*  BBICOKHMH YpOBEHb KOHTPOJIS W Oe30macHOCTH Onaronmapsi OTOKOBOHM TENEMETPUH W YHPEXIAIOUIeMy aHaIu3y Ha
JIMTHEWHOU CKOPOCTH Mepeaun;
*  BBICOKYIO TPOHM3BOAMTEIHHOCTh NPHJIOKEHHH Oylarojapsi MHTEIUICKTYalbHbIM OydepaM W OTCYTCTBHIO TIOTEpH

ITaKETOB;

*  BBICOKYIO IIPOM3BOIUTEIBHOCTh U MAaCIITaOMPYEMOCTh O1aroaaps MynbTHCKOpocTHBIM nopTam 1/10/25/50/100G.

CereBas noAcucTeMa peajimdoBaHa ¢ NPpUMCHCHUEM TOIIOJIOTHUA Leaf - Spine, KOTOpas obecreunBaeT CJICAYIOINC

npeuMynieCTBa:

* MPECKa3yeMOCTb 3aJEPXKEK;
* BBICOKHI YPOBEHb MacIITaOMpyeMocTu 0e3 pephIBaHus paboTHI CETH;
* BBICOKHMI YPOBEHb aBTOMATH3ALUH YIIPABICHHS U ITOICPKKH;

¢ 3a1MTa OT IOSIBJICHUS IETEIIb.

2.10. MonuTopuHr

MOHUTOPUHT — JOMOJHUTENbHBIN CEPBUC I OTCIAEKUBaHUS cocTossHUS BM, peanuzoBanuslii cpenctBamu VMware
vRealize Operations Advanced. Vmware vRealize Operations cooupaer napopManuio ¢ pa3IMIHbIX HCTOYHUKOB U
HCTIOJB3YeT MPOABUHYTHIC AITOPUTMBI AHAIUTUKA JUIS W3YYCHHS W PACIIO3HABAHWS HOPMAJIbHOTO IOBEICHHS
KaXXI0T0 00BheKTa MOHUTOpUHTA. [Ipr TOMOIIM KOHCOIM U TeHEPUPYEMBIX OTUCTOB 3aKa34MK IOIyYaeT BCE JCTaTH

JUTA aHaJIn3a U MIPUHATHS OCO3HAHHOTO pCHICHUA B CJICAYIOMINX o0nacTax:

* MTONCK M yCTpaHEHUE IPOOJIEM C TPOU3BOANTEILHOCTHIO,

* COCTOSIHME BUPTYaJIbHOM HHPPACTPYKTYPHI U IPEAYIPEKACHIE O BO3MOXHBIX MPodIeMax,

* NIPOTHO3MPOBAHHUE U YIPaBICHNE YTWIN3AUEH HHPPACTPYKTYPBIL.

vRealize Operations siBiIsieTCS! TOMOIHUTEIHHON OIIMEH, KOTOpasi MOXKET OBITh IOJAKJIIOUCHA IPH CO3JIaHUH HOBOTO
WY yxke K cymectsyroniemy BIIO/I.

Joctyn Kk (QyHKIIMOHAIFHOCTH PAaCcUHIMPESHHOTO MOHHUTOPHHTA OCYIIECTBIIICTCS depe3 KoHcoimb VRealize Operations
(cchuTKa Ha KOHCOJB MIPEOCTABIISICTCS OT/ICITBHO).

2.11. IlpenocrasiieHne 10CTyna K nporpaMmmuomy obecreuennio Microsoft m Red Hat

B pamkax naptrepckux coriamenuii Microsoft SPLA 1 Red Hat CCSP Mcnomnurens npemiaraer 3aka3uuky AOCTYIT K
nporpaMmmHOMY obecrieueHnio Microsoft u Red Hat. Ilepedens Takoro mporpamMMmHOro oOecnedeHus: 3aKka3uuk MOXKET
3anpocuTh y orBeTcTBeHHOro jmna Vicomaurens (. 10.12 JloroBopa), CTOMMOCTB ONpPEAEISETCS B COOTBETCTBYIOIIEM
6nanke 3akasa.
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3. BA3OBASA ®YHKIIMOHAJBHOCTBb U METPUKH YCJIYI'

VYcnyra Bupryansnsiii LIO/] Ha 6aze VMware onvcana B TabJIvIe HUKE.

IHAPAMETPBI HPEJOCTABJIAEMBIX YCJIYT

IaaS B Bepcus 200709

cepsep (mT.)

CepBuc Tapudpunupyembie eJHHHIbBI XapaKTepUCTUKH U METPHKHU JomycTumMble 3HaYCHUS
Brraucnenus Bupryamsreni nporeccop 3,5 I'T'm, VMware BazoBas gactora nponeccopa vCPU 35ITn
(tt.)
Jomyctumoe kon-Bo VCPU 3,5 I'Tm ma BupryansHsrit 1 -8mr.
cepsep (mT.)
Jomyctumerit o6seM VRAM Ha BUpTyaJbHBEIN cepBep C 1-384TB
vCPU 3,5ITn
Bupryamsrsni nporeccop 2,6 I'T'm, VMware BazoBas gactora nponeccopa vCPU 2,6 I'T
(tt.)
Jomyctumoe kom-so VCPU 2,6 It ma BupryanbHsrit 1 —28 mT.
cepBep (mT.)
Jomyctumerit o6seM VRAM Ha BUpTyalbHBEIN cepBep C 1-768T'b
vCPU 2,6 I'rx
Bupryamsreni nporeccop 2,4 I'T'm, VMware BazoBas gactora nponeccopa vCPU 2,41Tn
(mt.)
Jomyctumoe kom-so VCPU 2,4 It ma BupryanbHsrit 1 - 40 mr.
cepBep (mT.)
Jomyctumerit o6seM VRAM Ha BUpTyalbHBEIN cepBep C 1-768T'b
vCPU 2.4 I'rx
Bupryamsueni nporeccop 2,1 I'T'm, VMware BazoBas gactora nponeccopa vCPU 2,1 T
(t.)
Jomnyctumoe kon-so VCPU 2,1 It ma BupryanbHsrit 1 — 44 mT.
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CepBuc Tapudunupyembie eIHHUIbI XapaKkTepUCTHKH U METPUKHU JlonycTumble 3HAYEHHUS
Jomyctumerit o6seM VRAM Ha BUPTyaJbHBIN cepBep C 1-768T'b
vCPU 2,1 I'r
XpaHunuine Bupryamsneni xectkuit muck SSD, VMware HDD IOPS. DOranonnsie 3Ha9eHNS 2000 IOPS/1 000GB
JTAHHBIX [To6)

Cpennee Bpemst noctyma kK SSD Storage Ha BHpTyanbHOM 0mc - 5mc
MaIInHE
Illar yBenuueHus pasMepa BHUPTYaJIbHOIO JHCKAa B 1Tb

JOOIMYCTUMOM JIAaIia3OHe

Bupryanmsueni xectkuit muck SAS, VMware
Io)

HDD IOPS. DranonHsie 3Ha4eHUS

500 IOPS/1 000GB

Cpennee Bpemst noctyma K SAS Storage Ha BHPTyanbHOH 0 mc - 25 mc
MaIlHe
Illar yBemuueHus pasMepa BHUPTYaJIbHOIO JHCKa B 1Tb

JOOIMYCTUMOM JIAaIia3OHe

Bupryansusni xectkuit muck SATA, VMware
I'6)

HDD IOPS. DranonHsie 3Ha4eHUS

100 IOPS/1 000GB

Cpennee Bpemst noctyna k SATA Storage Ha BUPTyanbHOM 0 mc - 30 mc
MaIlHe
Illar yBenuueHus pasMepa BHUPTYaJIbHOIO JHCKAa B 1Tb
JIOITyCTUMOM JMAana3oHe
CeTeBbIE CEPBHCHI Joctyn B HTepHET B 001I1€M KaHaje Ilonoca mpomyckanus He Tapudunupyercs:

He 6onee 100 M6/c Ha Bupryansusrii LIO/] Ha 6aze

VMware
IIpomyckHass cmOCOOHOCT, HAa BHPTYaJIbHBIN Cpennsisi ceTeBast 3afepXKa B TIpelenax CeTH Iepenadn 0mc-5mc
cepsep nansbix SberCloud
IIponeHT NOTEpsAHHBIX NAKETOB B IIPEAeIax CETU Nepeaadn 0% -0,2 %

nmauubeix SberCloud
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CepBuc

Tapudpunupyembie eJHHHIbI

XapaKTepUCTHKH U METPUKHU

JlonycTumble 3HAYEHHUS

[Ty6mwransrit [P (mT.)

nmauubeix SberCloud

IIponeHT NOTEpSAHHBIX NAKETOB B IIPEeIax CETU NMepeaadn 0% -0,2 %
naaabeix SberCloud
Cpennsisi ceTeBast 3afepXKa B TIpelenax CeTH Iepenadn 0mc-5mc

Ilonoca mpomyckanus

Io 3HagenmsmM ycryru «CeTb BHEIIHSD

BupryanbHsrii nmro3 (mmrT.)

Cpenmnsisi ceTeBasi 3a7iepXKKa B TIpelerax CeTH Mepenadu
nmauubeix SberCloud

0 mc -5 mc

KommaectBo koukypenTHsIx SSL VPN TyHHENCH

50 (8 xor¢urypammu Compact)

[IpomyckHas crtocoOHOCTH

He 6onee 10 I'6/c

T'ocreBas OC

Hoctyn k rocteBoit OC Windows server:

= BM pasmepom 4 u menee vCPU: BM

(mrt.)/a.; BM (mt.)/mec.

= BM pa3mepom Gomee 4 vCPU: vCPU

(mrr.)/4.; vCPU (mr.)/mec.

IIa6mons: rocteBeix OC Windows server

Windows server 2012

Windows server 2016

Windows server 2019

Joctyn k rocreBoif OC Red Hat Enterprise

Linux:

=  BM pa3mepom 24 u meree vCPU: BM tun

SVG (mrT.)/mec.

=  BM pasmepom 6Gonee 24 vCPU: BM tun

LVG (wt.)/mec.

[a6mons rocteBeix OC Red Hat Enterprise Linux

Red Hat Enterprise Linux 7

Red Hat Enterprise Linux 8
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4. TAPUOUKANUA YCIYTI'U

4.1. Cmamuueckas mapuguxayus (Allocation)

Crarnueckas TapuHKaLys MPeIIoyiaraeT oIJIaTy MyJjia peCypcoB M ONINH, yKa3aHHBIX ITPpU (POPMUPOBAHUH

3aKa3a Uy BHECEHHS B HETO I/I3M€HGHHI>1, BHC 3aBUCHUMOCTH OT (baKTa nux HOTpe6J’I€HI/IH 3aKa3unKOM.

Benmuunna exxeMecsIHOro IIaTexa 3a IoIb30BaHue YCHyFOﬁ OIPCALCIIACTCA B COOTBECTCTBUU C 3aKa3aHHBIM

00BEMOM TTEPEUHCIICHHBIX HIDKE PECYPCOB H OIIIINI:

* Bupryansssiii nponeccop 2,1 I'Tu, VMware;

* BupryansHsiii npoueccop 2,4 I'Tn, VMware;

* Bupryansnsiii nponeccop 2,6 I'Tu, VMware;

* BupryansHsiii npoueccop 3,5 I'Ty, VMware;

* BupryanbHas namsrts, VMware?;

* BupryansHsiii xectkuil tuck SATA, VMware;
* BupryansHsiii xectkuil 1uck SAS, VMware;

* BupryansHsiii xectkuit quck SSD, VMware;

* [Ipenocrasnenue mybnmanoro IP anpeca;

* Ceresoii utio3 NSX Edge Compact;

* CereBoii numro3 NSX Edge Large;

* Ceresoii utro3 NSX Edge Quad-Large;

* CereBoii o3 NSX Edge X-large;

* [Tanens monuropunra VMware vRealize Operations Advanced;
* Jloctym k rocreBoit OC Windows Server.

* octyn k rocreBoit OC Red Hat Enterprise Linux Server

Meroayka pacu€ToB MOTPEOISEMBIX IMPOLIECCOPHBIX PECYPCOB M ONEPATHBHOW IaMSTH TPEIIIoJiaraet
TapuHUKaLUI0 CyMMbI 3HaUYCHNI BBIOPAHHBIX PECYPCOB 33 OTYETHBIN NIEPHO/T (OJJH MECSIIT) B COOTBETCTBUH

¢ tTapudom. Ha ocHOBE CyMMBI 3HaUCHHH BBICTABIISICTCS CUET.

MGTO,HI/IKEI pacqéTa HOTp€6J'I$IeMOFO JAUCKOBOT'O IIPOCTPAHCTBA HPCAINojJaracT OIuIaTy 3a BBI6paHHLII>i

3aka3yukoM 00bEM PeCypCoOB JUCKOBOI'O MPOCTPAHCTBA.

4.2. Junamuueckas mapuguxayus (Pay as you go)

Junamudeckas TapuuKanuys IpeaoyaracT omiarty Mmyja pecypcoB M OIMLIUH 1Mo (akTy uX HOTpeOIeHus
3aka3zunkoM B TeueHue OtuerHoro nepuoga. Ilynm pecypcoB M omnmuii, KOTOpbIE MPENOCTABIISIOTCS

3aKa3qI/IKy B IOpAAKE ,HPIHaMPI‘ICCKOﬁ TapI/I(I)I/IKaIII/II/I YKa3bIBACTCA B COOTBCTCTBYIOILIEM Onanke 3akasza.

Bemuunnaa exxeMecsSYHOTo InIaTeka 3a IIOJIb30BaHUC YCHyFOﬁ OnpeaACIsICTCd B COOTBETCTBUU C

HOTpC6J'I€HHI>IM 00BEMOM MEPCHYUCIICHHBIX HUKE PECYPCOB U OHHI/Iﬁl

* Bupryanshsiii nponeccop 2,1 I'Tu, VMware;
* BupryansHsiii npoueccop 2,4 I'Tn, VMware;
* BupryansHsiii npoueccop 2,6 I'Tn, VMware;
* BupryansHsiii npoueccop 3,5 I'Tn, VMware;

* O6vem Bupryansroit namsatu (VRAM) moimkeH ObITh JOMOJHHTENBLHO YYTEH TIPH 3aKase BupTyaibHOTro
JIICKOBOT'O IPOCTPAHCTBA ISl XpaHEeHHs swap-(ailyioB BUPTyaJIbHBIX CEPBEPOB B COOTBETCTBUH C ITyHKTOM 2.4.2
HACTOSILETO MPUIIOKEHHUS.
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* Bupryanbnas namsrts, VMware?;

* BupryansHsii xectkuil tuck SATA, VMware;

* BupryansHsiii xectkuil 1uck SAS, VMware;

* BupryansHsiii xectkuil quck SSD, VMware;

* CereBoii numro3 NSX Edge Compact;

* CereBoii nmro3 NSX Edge Large;

* CereBoii o3 NSX Edge Quad-Large;

* CereBoii numro3 NSX Edge X-large;

* [Tanens monuropunra VMware vRealize Operations Advanced;
* Jloctym kx rocteBoit OC Windows Server.

* Jloctyn k rocreoit OC Red Hat Enterprise Linux Server®

Junamuyeckas Tapu(UKamys oCyIIeCTBIAETCS B HoYacoBoM nopsake’ (13 pacuera croumocts 1 (0mHOro0)
yaca), HAYMHAs C TICPBO MHUHYTHI UCIIONB30BaHMs. CTOPOHBI YCTaHOBHIIM, YTO JJIS yI0OCTBAa PacdéToB
HETIOJIHbIE Yachl HUCIIOJIb30BAHUS YCIYrH, HAYMHAS C NEPBOHM MHUHYTBI, OKPYIJISIFOTCS 0 IOJHOTO 4aca

MOJIb30BaHUsl Y CITYTOM.

MGTO,HI/IKEI pacqéTa HOTp€6J'I$IeMOFO JAUCKOBOT'O IIPOCTPAHCTBA HNPCANojJaracTt OIuIaTy 3a BBI6paHHLII>i

3aka3yukoM 00bEM pPeCypCoOB JUCKOBOI'O MPOCTPAHCTBA.

Jlannbie (OTYETHI 00 MCTIONB30BAHUM') MO JMHAMMYECKON TapuduKaimy 3aKa3duK MOXET 3allPOCHUTh Yy

MeHepKepa 1o Jlorosopy.

5. HHBIE YCJI0OBUS, MIPUMEHUMBIE K YCJIYTE

5.1. Bo3aMoXHbIE BUIIBI TIOAKIIIOUCHNUS / N3MEHEHHS / yAaIeHus Y CIyT:
5.1.1. llopkmroueHue Y ciryTu NOCPEACTBOM MOAMUCAHUS 3aKa3a;

5.2. Bo3MOXHBII NOPAIOK PACYETOB MO YCIIyTE:

5.2.1. IIpenBapuTenbHas OILIATa;

5.2.2. llocronnara.

5.3. Bo3aMoxHBI€ CTIOCOOBI OIUIATHI / IOPSOK TOTOJIHEHNUS OaaHca:

5.3.1. Omnara B Oe3HaIMYHOM nopAaaAKe Ha OCHOBAHWH BBICTABJICHHOT'O Hcnonaurenem C‘léTa;

4 O6vem BupryansHoit mamsth (VRAM) mooKeH OBITH JOMOJNHHMTENBRHO YYTEH ITIPU 3aKase BUPTyalbHOTO
JIICKOBOT'O IPOCTPAHCTBA ISl XpaHEHHs swap-(aiiyioB BUPTYyaJIbHBIX CEPBEPOB B COOTBETCTBUH C MyHKTOM 2.4.2
HACTOSILETO MPUIIOKEHHUS.

5 MuHMMaJbHBINA TIEpHO] Tapu(HMKAIMK — KaleHIapHbIH Mecsn. Hadano ucrons3oBaHus, HAYMHAs ¢ MEPBOM
MUHYTBI, WIX IPOAOJDKEHHE UCTIONB30BaHU Y CIYrH B OTYETHOM MEPUOJIE MPEATNIONIAraeT CIUCAHUE CTOMMOCTU
3a MOJHBIN KaleHAapHbI Mecsl. HermomHslil kaeHIapHbIi MecAL UCIOIb30BaHUs Y CIIyTH, HAUWHAS C IEPBOU
MUHYTBI, OKPYIJIIETCSI JO IOJTHOTO KaJIEHIAPHOTO MECsIa MOJIb30BaHUS Y CIIyTOH.

¢ Uckmouenne — nomecsiunas tapudukanus s yenyru «Jloctyn k rocresoit OC Red Hat Enterprise Linux
Server». MuHUMaNbHBIN TTeproj TapuQUKaMKA — KaJeHJapHbIH Mecsl. Hawyano wcnonb3oBaHus, HauYMHAS C
MIEPBOI MUHYTHI, WX MPOJOKEHHE UCIONB30BaHUS YCIyTH B OTYETHOM IEPHOAE IPEATNONAracT CIUCAHUE
CTOMMOCTH 3a MOJHBIN KaJleHAapHbIA Mecsn. HermomHslil kaleHAapHblil MeCsI] UCIIONIb30BaHUs Y CIIyTH, HAUMHAS
C IEpBOM MUHYTBI, OKPYIJISETCA A0 MOIHOIO KaJI€HJapHOr0 MECSIa NOIb30BAHUS Y CIyTrOM.

7 CTOpOHBI YCTAHOBHUIIM, YTO yKa3aHHBIM OTYET HE ABJIAETCH OTYETHBIM JOKYMEHTOM, JMOO NOKYMEHTOM, Ha
OCHOBaHHMH KOTOporo CTOPOHBI BIIPABE OCYLIECTBIITH KAKHE-TIO0 B3aNMOPACUEThI, NCTIONIb30BATh TAKNE OTYETHI
JUIst 000CHOBaHMS TPEOOBAHMIA, a TAK)KE OCYIIECTBICHHS UHBIX IOPUIMYECKH 3HAYMMBIX JEHCTBHH.
Wudopmanns B 0T4éTE HOCUT CIIPAaBOYHBIN XapakTep. B ¢Bs3M ¢ pa3IMYHBIM MOPSIKOM OIIPOCa MPOTrPaMMHOTO
obecrieueHws1, OCyIIeCTBIAIONIero coop nHpopmaru a1t GopMHUpOBaHUS 0TYETA, MH(OPMALIUS B TAKOM OTYETE
MOXeET OBITh HETOYHOH.
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