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Hpnioxenne Ne 1.6.

k Jlorosopy

OIIMCAHME U YCJIOBUSA NIPEJOCTABJIEHUA YCJIYI'U
«TOAKJIIOYEHUE K CEPBUCAM SBERCLOUD»

1. HAMMEHOBAHME YCJIYI'H

1.1. HanmenoBanue Yciyru: «IHoakawouyenue k ceppucam SberCloud».
1.2. Hacroammii TOKyMEHT COICPKUT OIHCAHWE COCTaBa YCIyrH, e¢ 0a30BOM (PYHKIIMOHAIEHOCTH BO3MOXKHBIX
COITYTCTBYIOIINX ¥ JIOTIOJHUATEIHHBIX YCIYT, OOMIEro MOpSIKa IMOIKIIOYCHHUS, U3MCHCHUS U OTKIIFOUCHUS Y CIIYTH, yCIOBHH

npeaoCTaBJICHUA U OFpaHquHHfI.

2. MH®OPMANMS OB YCJIYTE

2.1. Onwucanmne Yciayru.

Jns nomyuennst noctyna k. Yemyram SberCloud 3akaszdmk, B 3aBHCHMOCTH OT TEKYIIMX TPEOOBAHUH M MMEIOIIUXCS
BO3MOXKHOCTEH, MOXKET BHIOPATh O/INH MIJIM HECKOJIBKO THUIIOB CETEBOTO MOIKIIIOYCHHS.

2.1.1. UnTepHer.

[Ipu nonxmouenun k Yciyram SberCloud 3aka3zunk MO>KeT BBIOpATh IMOIKITIOYEHUE B 0OIIIEM KaHAJIE WIIN TTOIKITIOYCHHUE
yepe3 BbIACIICHHBII rapaHTUPOBaHHbIN KaHal IHTepHeT.

e BhiieseHHBINH rapaHTHPOBaHHEbIH KaHan UnrepHet!.

e OO6mwmii kanan Uuteprer (shared).

Jlornueckoe MOAKIIIOUEHHE K 00IIEMy JUIsl BCceX 3aKa3uMKOB Y CIIYyT KaHATY Mepeaadn JaHHBIX (CKOPOCTh CETEBOTO
COCAMHEHUS ISl KKAO0TO 3aKa3unKa He SIBJISICTCS TapaHTHPOBAHHON M 3aBUCUT OT 3arpy’KEHHOCTH OOIIEro KaHaia reperadn
JTAaHHBIX).

ITpn noxaxkmrouennu k cepBucam SberCloud depe3 MuTepuer 3aka3uuk, M0 yMOIYaHUIO, MOy4aeT oauH Oeinbrii IP-
ajzipec, BBIICIIEMBIA B BHIC MOJCETH ¢ Mackod moxaceTtw /32. JlomomHutenbHbIe [P-afpeca BBIICIAIOTCS MO aHATIOTHYHOMY
MIPUHIHMILY, HO 0OPMIISIOTCS. OTAENIBHO 32 JJONOJIHUTEIBHYIO IIIaTy.

[Ipn noxkrouennyn yepe3 xanan MHrepHeT 3aka3dyuKy NpenocTaBisieTcs 0a3oBas 3amunTa WHGOPMAIMOHHBIX CHCTEM,
pa3MeraemMbIx B mHPpacTpykType obmaunoi mmatdopmer SberCloud, or DDoS-atak, HanpaBiieHHBIX Ha HCUEPITAHUE KaHATEHON
€MKOCTH ceTeBOil HHPpacTpyKTyps! obnaka SberCloud.

Taxoke, O 3ampocy, MOXKET OBITh TPEJOCTaBI€HA pPACIIMpPEHHAs 3alnTa HMH()OPMAIMOHHBIX CHUCTEM 3aKa3uHKa,
pa3MeraemMbIx B HHppacTpykType obmaunoii miardopmsr SberCloud, ot DDoS-atak Ha Bcex ypoBHAX 10 L7 BKIIIOYUTETHHO B

BUJI€ OT/ACJIBEHOHN TapuPHIUPYyEMOH YCIYTH.

2.1.2. IIpsimoii KaHAJ CBSA3M.
[MoaxiroueHue yepes NpsIMOI KaHaJI CBSI3H ITO3BOJISIET 00ECIIEUNTh B3aMMOICHCTBHIE ceTel 3aKa3unKa ¢ CEThIO B 00s1aKe
C MIOMOIIBIO BBIAEICHHBIX KAHAIOB CBA3H CTOPOHHErO MpoBaiinepa. ONIHOHAIBHO, ¢ TOMOIIBIO JaHHOTO CLEHApHs, K Y ClIyre
3aka3yrKa MOXET ObITh IOAKIIIOYEH ATbTCPHATUBHBIM KaHal B ceThb MHTepHeT. [l MaHHOTO MOIKIIIOYEHHS MOTYT OBITh
3aJIcHCTBOBAHbI BBIICIICHHBIC KaHAIBI 3aKa3uMKa, OpPraHW30BaHHBIC C HMCIOJIB30BAaHUEM «TEMHOM ONTHKM», JTHMOO KaHAIIBI,

npenocrasisieMble SberCloud. Bo3MoskHbIE BapHaHTHI MTOIKITIOUEHHUS Yepe3 MPSIMON KaHal:

! ajianHas CKOPOCTh TApAHTHPYETCS BHYTPU cETH VICTIONHMTENST HAYMHAS OT TIOPTA MOrPAHAYHOTO MApIIPyTU3aTopa y3ia CBS3U
SberCloud.
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. PesepBupyeMoe: TOAKIIOUEHHE JABYX KaHAJOB B JBa (U3MUECKHX IOpTa HA OTACNBHBIX CETEBBIX
MapHIpyTH3aTOPax;

. He pesepBupyemoe: MogkimodeHHe TOJIBKO OJHOTO KaHajla B OJUH (PU3MYECKUH MOpTa Ha OIHOM M3 CETEBBIX
MapIIpyTH3aTOPOB.

[MoaxirroueHre BO3MOKHO € MCIIONb30BaHUEM (PU3UUECKHX ITOPTOB € MPOIMYCKHOH criocodHocThio 1 ['6/c n 10 I'6/c.

2.2. Cocras Yciyru 1 OCHOBHbIe KOMIIOHEHTHI.

Ycnyra nocrpoeHa Ha 6a3e ceTeBoro U cepBepHOro odopynoBanus McnomHuTes.
2.2.1 JlocTynHbIe NOAKIIOYCHHS Yepe3 kaHal NHTepHeT:

IHoakaouenne k cepBucy B obaake yepes cetb UnTepuer — NAT.

[onp3oBarenn monmKiIIOYAOTCS K BHUPTyajbHOW MammHe B oOmake, omyOimkoBaHHOM uepe3 Oembii [P ampec,
MapLIpyTH3UPYeMBbIil B ceTH VHTepHeT. JlaHHBI CLHEHAPUM PEKOMEHIYETCsl UCIONb30BaTh Ul MPENOCTABICHUS JOCTyNa K
myOJIMYHOMY CEepBHCY uepe3 ceTh MIHTepHeT.

Orpannyenus:

o Opnun 6enpiii IP agpec Ha npuioxeHue - U1 MyOIMKaINK HECKOJIBKUX MPWIOKEHUH ¢ oJuHaKoBbIMHU rtoptamu TCP
(80,443 u 1. 1.) TpeOyeTcs BBIACICHAE IOTIOHUTENBHBIX Oenbix [P anpecos;

o s mpunoxenuii ¢ nuHaMudecku BoinensieMbiMu iopramu (FTP, SIP, H.323 u T. 11.) MOTYT BO3HHKHYThH IPOOJIEMEBI C
HEIOCTYIHOCTBIO CepBHCa - HEoOXOoAMMO (DMKCHPOBATh [HAIla30H JAWHAMUYECKH BBIACISIEMBIX IIOPTOB B HACTPOMKax
TIPUIJIOKEHHS M TIPOIIMCHIBATh MX B mpaBwiax DNAT. AnpTepHaTHBHBIN BapHaHT - BRLICNIATH O1H Oenblii [P anpec Ha cepBuc u

HacTpauBath npasmio Static DNAT.

IHonkaouenne k cepBucy B obaake 4yepes Remote Access VPN - RA VPN (SSL VPN).

Ha paboueii mammne noss3oBarens ycranasnusaercs SSL VPN ximeHT, ¢ moMoIpio KOToporo ycranasinusaercst VPN
TOHHEIb B 00s1ako 3aka3unka. [Toxp30Barens nmoryyaeT JOCTYN K BUPTYalIbHBIM MallliHaM B o0Jake uepes ux cepsie [P anpeca,
MapHIpyTH3UpyeMble B paMKax oOnadHoi ceru 3aka3zunka. JlaHHBIM coeHapuid PEKOMEHIYETCS HCIIONB30BaTh IS
TIPEAOCTaBIICHHS IOCTYIIa aAMUHHUCTpaTopaM 3aKkazduka K HHPPaCTPYKType B oOJIaKe.

OrpaHuyeHusi:

o Tpebyercs ycTaHOBKA KiIMeHTa Ha paboueit MammHe [Tomp3oBaTens.

2.2.2 JlocTynHbIe MOAKIIOYCHHS Yepe3 NPSAMON KaHAJ CBA3H:

L2 noaxiovyenue

JlaHHBIA clieHapHii TO3BOJISIET CBA3ATh CETh KIIMEHTa B o0Jake ¢ on-premise ceTsiMHU KineHTa BHE oOiaka o L2. Ipu
TAKOM TIOJIKJIFOUYCHHH CYIIECTBYIOIINE BUPTYaIbHbIE MAIIMHEI B MHGPACTPYKType 3akazunka OyayT HaXOIUTHCS B OHOM L2
CeTH C MAallMHaMH B oOJIake, YTO JaeT BO3MOXKHOCTH JUIS PEIN3allMi TaKoro cepBHca KaK MUTpanusl MamuH 0e3 cMeHsl [P
agpeca.

JIaHHBIH THII TOAKIIOYEHUS IPEAIIONAraeT CICAYONINEe OMIUH:

. ®usnueckuii mopt Ha MMTC-9;

. Brinenennoe cereBoe coequnenue (L2): Touka 1 — nmogkmodenue K ¢pusndeckomy nopty Ha MMTC-9; Touka
2 — mopT A0CTyNa, TOYKA MOJKIIOYEHUS 3aKa3ulKa K JTUHHU.

OrpannyeHus:

o MakcrmarnbHasi BO3MOXHas IPOM3BOAUTENLHOCTH MoKiIrouenust — 10 I'6/c.
Jlist MakcUManbHOM yTHiM3auy nogkmodenus 3Hadenne MTU Ha BceM ITyTH clie1oBaHHs TpadHKa J0JDKHO OBITH yCTaHOBIICHO

He menee 9000 Oaiir.
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YcnoBus OpEaAOCTaBJICHUA!

Jnst mpepocTaBieHMs] NaHHOTO THIIA MOAKIIOUEHHUs 3aKa3uuKy HampasisieTcss AKT Haudana okazaHust Ycuyr. Ilpu
COOTBETCTBHHU XapaKTEPHCTUK 3aKa3uWK IOAINMCHIBACT J1Ba HK3eMIUIIpa AKTa Hadaja OKa3aHus yciayr (mo ¢opme A K
HactosmeMy [IpunoxkeHnto) mudo oTmpaBisieT VICOTHUTENIO YBEIOMICHHE O HECOOTBETCTBHH B TeueHHE S5 (TIATH) paboumx
JIHEH.

B ciyuae, eciii 0 MCTEUEHHMH BBIIEYKAa3aHHOIO CPOKa OT 3aKa3uMKa HE MOCTYNWIM 3aMEUYaHUsl 10 COOTBETCTBUIO
XapaKTePUCTUK JAHHOTO THUMA MOAKIIOYEeHUS, TO CTOPOHBI CUMTAIOT, YTO XapaKTEPUCTHUKU COOTBETCTBYIOT, YKa3aHHBIM B
Omanke 3aka3a, a AKT CUMTAIOT MOAIMMCAHHBIM CO CTOPOHBI 3aKa3unka 0e3 3aMeYaHui.

[MoxmucanHbIe FK3eMIUIIPHI AKTa 3aKa3uuK 00s3yeTcs Mepeaarh yIIOJIHOMOYEHHOMY MpeIcTaBuTeNi0 Mcmomaurens (Ir.
10.13 JJoroBopa). B Teuenne 5 (maru) paboumx JHEW ¢ MOMCHTA IMONYYCHHS JK3eMIUIIpOB AkTa, McmomHuTens o0s3yercs

noanucaTrb ux Cco cBOCH CTOPOHBI, @ TAKKC HAITPABUTH OAUH IK3CMILIAP NOAIMMMCAHHOI'O aKTa 3a1<a3q1/11<y.

B3anmopeiicTBue ¢ pecypcamu 00J1aKa ¢ HCIO0JIb30BaHHeM KJIHeHTCKoil AS u IP-anpecos

Knmentckuii cepBuc aHoHcHpyeTcs n3 obJiaka ¢ IIOMOIIBIO €ro MapHIpyTH3UPYEeMBIX B HHTepHeTe aapecoB (PI 610k).

OrpaHuyeHusi:

o/lns wmcnonp3oBaHus creHapus TpeOyeTcs 4uToObl kimeHT mMen Provider Independent IP ampeca, coOcTBeHHYRO

ABTOHOMHYIO CUCTCMY.

o Knuent HCIOJBb3YCT CCTh Sbercloud kax TPAH3UTHYIO 11 aHOHCUPOBAHUS CBOUX Hpe(bI/IKCOB.

o JlonosHUTENEHO T0IDKHA OBITH TIpopadoTana cxema 3amuTsl AntiDDOS myist mpeukcoB KiMeHTa.

B 3aBrCcHMOCTH OT 0COOEHHOCTEH pcajin3a CXEMbI MOAKIIOUYCHUA MOXKET HOTpG6OBaTBC$I JAONOJIHUTCI/IbHAA 3aKYyIIKa

CETEBOTO 00OPYAOBAHMS IO COTIIACOBAHUIO C 3aKa3YHKOM.

3. METPHKM YCJIYIH

3.1. bazoBas (yHKIIMOHATBHOCTH U MeTpHKH Y ciryrH «[logkmodenue k cepBucam SberCloud» npencraieHs B Tabmue

Ta6m. 1. [TapameTps! petocTaBIsIEMBIX Y CITYT:

XapaKTepuCTUKH U METPUKHU

JonmycTtumble 3HAYeHUS

CKOpOCTb Mepeayu TaHHbIX

Ot 10 M6/c no 10 I'6/c B 3aBHCHMOCTH OT
BBIOpAaHHOM NPOITYCKHOM CITIOCOOHOCTH

Cpennsist ceteBas 3aaepkka B npeaenax CITJT SberCloud

He 6oitee 10 Mcex

[pouent norepsiunpix naketos B npenenax CILJI SberCloud

He 6onee 0,5 %

OrpaHuueHHs] BXOIIETO CYMMapHOTO Tpadurka 3a OTYETHBIH Nepro

He OrpaHUYCHO, €CJIM NHOC HC YKAa3aHO B
OIMIMCaHNH YCJ'IyFI/I

Ol"paHI/I‘lGHI/ISI HUCXOAAIICro CyMMapHOTo Tpa(l)I/IKa 3a OTYCTHEIN nepuon

He OrpaHUYCHO, €CJIM NHOC HC YKAa3aHO B
OIMIMCaHNH YCJ'IyFI/I

3.2. Merpuku yciyru «BeinenenHoe cereBoe coenmnenue (L2)» npencrasiens! B Tabnuie 2.

Tabn. 2. Metpuku ycimyru «BeigenenHoe ceteBoe coeauaeHue (L2)»

XapaKTepuCTHKH U METPUKHA

JomycTumble 3HaYeHHA*:

CKOpOCTb Nepeayu NJaHHbIX

Ot 100 M6/c o 10 I'6/c B 3aBuCHMOCTH
0T BBIOpPaHHOM MPONTYCKHOHM CIIOCOOHOCTH

Cpennsist ceteBas 3aaepkka B npeaenax CITJT SberCloud

He 6onee 50 mcex

[pouent norepsianbix nakeros B npejnenax CII/I SberCloud

He 6onee 0,5 %

Bapuanus 3aepxku (JKUTOP)

He 6oitee 20 Mcex

OrpaHuueHHsT BXOSIIETO CYMMapHOTO Tpadurka 3a OTYETHBIH NepHoz

He OrpaHUYCHO, €CJIM NHOC HC YKAa3aHO B
OIMIMCaHNH YCJ'IyFI/I

Ol"paHI/I‘lGHI/ISI HUCXOAAIICro CyMMAapHOTo Tpa(l)I/IKa 3a OTYCTHBIN nepuon

He OrpaHUYCHO, €CJIM NHOC HC YKAa3aHO B
OIMIMCaHNH YCJ'IyFI/I

[Ipumeuanue: * - Ycnosue: 3arpy3ka Hosockl mporyckanust He 6osee 80%.
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bazosrie MCTPUKU MOT'YT OBITH CKOPPCKTHUPOBAHBI ITPHU 3aKa3¢C yCJ'IyFI/I.

4. TAPUOUKALMSA YCJIYIH
4.1. [lns maHHOW Y CIIyTH UCIOJIB3YETCSI CTaTHYEeCKast Tapu(pUKamus.
4.2, BenuuuHa €XEMECAYHOIO IIIATEXa 3a MOJIb30BAHUE YCIYrod OMNpEAEIseTCSs B COOTBETCTBHM C 3aKa3aHHBIM

00BEMOM NEPCUYUCIICHHBIX HUKE PECYPCOB U OHHI/If/iZ

. IMvrpuna xanana UHTEpHET;

) benerit IP-agpec;

. [Ipormycknas criocoOHOCTH PU3NIECKOTO TTOPTa;

. [pormyckHas criocOOHOCTH BBIIEIIEHHOTO CETEBOTO COCAMHEHNSI.

4.3. EnuHOBpeMEeHHBIH IuIaTex 3a MOAKIIOUCHNE YCIYTH, €CIIN 3TO IPUMEHUMO 1O Tapudy.

5. HUHBIE YCJIOBUS, TPUMEHUMBIE K YCJIYTE
5.1. Bo3MoHbIE BU]IbI IOAKIIOUEHHUS, U3BMEHEHUS, YIAJICHUS Y CIIYT:
5.1.1. TlogkmtoyeHue, U3BMEHEHUE, yaalleHue Y CIIyTh NOCPEACTBOM MOJMUCAHUS 3aKa3a;
5.2. Bo03MOXHBII NOPSAAOK pacyeToB MO Y CITyre:
5.2.1. IlpenBapurenbHas oara;
5.2.2. IMocromnaTa (Ha OCHOBaHHHU OTAETHHO 3aKITFOUCHHOTO MUCEMEHHOTO OTaHKa 3aKasa).
5.3. Bo3MoxxHBIE cITOCOOBI OIJIATHI ¥ MTOPSIIOK MOMOIHEHMs OanaHca:
5.3.1. Omata B 6€3HAIMYHOM TOPSIKE HA OCHOBAHWHU BBICTABICHHOTO VcromHUTEIEM CUeTa;

5.3.2. OmnnaTa nocpeacTBOM IEKTPOHHBIX CPEACTB IIaTEXka.
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