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MNPUJIOKEHUE Nel.3.
K JloroBopy

OIIMCAHHUE U YCJOBUS TPEJOCTABJIEHUSA YCJYT
YCJIYT A «PE3EPBHOE KOIIMPOBAHUE B OBJIAKO»
1. HAHMMEHOBAHMUE YCJIYI'H
HaumenoBanne Ycmyru: «Pe3epBHoe konmpoBanue B O0IaKoy.

HacTosmuii TOKyMeHT COOepKHUT OIMCaHWEe COCTaBa Y CIYTH, ee 0a30BOi (PYHKIIMOHATFHOCTH, BO3MOIKHBIX
COIYTCTBYIOIINX W JOTOJHHUTEIBHBIX YCIIyT, OOIIEro Mopsiaka MOJKIIOYCHUS, W3MEHEHHS M OTKIIOYCHHS
VYenyru, ycinoBuil IpeJoCTaBIeHUS! M OTPAaHUUYECHUH.

2. HH®OPMAIMNSA OB YCJIYT'E
Kpartkoe onucanue Yciayru

VYcnyra obecrnieurBaeT MpoLEAypbl Pe3epBHOTO KONUPOBAHMS, XPAaHEHUS M BOCCTAHOBJICHHS IAHHBIX C
yHaJeHHOW IUIOMAIKK 3aka3unka B oO0mauHblii permosutopuit SberCloud ¢ moMompio mporpaMMHOTO
obecnieuernsst Veeam Backup & Replication, Veeam Agent u Veeam Cloud Connect, a Taxke KOIHPOBaTh

JIOKJILHO CO3/IaHHbIE pe3epBHBIE KOIMU B 00nauHblil perniosutopuid SberCloud.

Jns okazaHusi yciyrd 3aka3uumKy, HEOOXOIMMBIM YCJIOBHEM SBISETCS HalM4Yhe Ha €ro IUIOLIaJIKe

HacTpoeHHoro cepBepa Veeam Backup & Replication mwim areaToB Veeam Agent.

C mnomompro VYciyru 3aka3dMK MOXET OCYILECTBISETb pPE3EpPBHOEC KONMUPOBAaHME U3 COOCTBEHHOU
MHQPaCTPYKTYpHl M HHOPACTPYKTYPHI JPYTHX MOCTABIIMKOB 00Ia4YHBIX yciIyT B peniozuropuii SberCloud mist

TMOCICAYIOUICTO XPAaHCHUA U ITPU HeO6XOI[I/IMOCTI/I BOCCTAHOBJICHUA U3 HEIO.

3aka3uuKy JJis1 peaausaluu pe3epBHOro komuposBaHus BM B pemosuropuii SberCloud mnpemocraBnsiercs
BO3MOXXHOCTb MOJKIIIOYEHHUsI COOCTBEHHOH BHpTyaibHOW WHQpacTpykTypsl Ha mmiatdpopmax VMware u
Microsoft Hyper-V, a Taxke OCYyHIECTBIATH pe3epBHOE KOIMUpPOBaHHE (PU3MYECKUX CEPBEPOB, pabOdmMx

cTaHnuii 1 HOyTOYKOB Ha 6a3ze OC Windows, Linux (mpu Hammunn Veeam Agent).

Jus BuptyanpHeix MammH Ha 0aze OC Microsoft Windows mMeeTcs BO3MOXKHOCTD TI0 aKTHBAIUH
KOHCHCTEHTHOT'O PE3ePBHOTO KOMUPOBAHUS JUIS MPUKIAAHOro U cucteMHOro I10, ycTaHOBJICHHBIX BHYTPH

BUPTYaJIbHOH MAIIMHEI ¢ TOMOIIBI0 TexHOoorun Windows VSS

KoncucrentHoe pesepBHOE KomupoBaHue npukiagHoro u cucremHoro IO ma BM ¢ OC otnuuHOiM

ot Microsoft Windows Server He nmoziep>kuBaercsi.

Koncucrentnoe pe3epBHOE KOIMPOBAaHHE JIOCTYTIHO TS CYBJ MS SQL Server. Honst
CYBJ MySQL, PostgreSQL, Maria DB ¢yHKIIHOHaI KOHCHCTEHTHOT'O PE3EPBHOT0 KOTIMPOBAHUS OTPAHUYEH

TpebGoBaHus K HHPPACTPYKType HA CTOPOHE 3aKa3unKa

Wndpactpyxrypa VMware Wndpactpykrypa Microsoft Hyper-V

[Tmardopmsr: vSphere 6.x, 5.x , VMware Cloud on
AWS 2008 R2 SP1

I'mnepsuzopsr: ESXi 6.x, 5.x Xoctsl: Windows Server Hyper-V 1803, 2016, 2012 R2,
ITporpamMMHOe obecneueHue (ONIHOHATBHO): 2012, 2008 R2 SP1, Microsoft Hyper-V Server

(OecriaTHas BepcHs THIIEPBH30PA)

e vCenter Server 6.x, 5.x
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[Tnardopmer: Windows Server 1803, 2016, 2012 R2, 2012,
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e  vCloud Director 5.5, 8.0, 9.1
BupryanbHble MaIIMHbL:

e Bce OC, noanepxusaemsle VMware

e Jlto0Oble mpHUIIOKECHUSA

e Jlio6Oble (haiiiToBBIC CHICTEMBI

[Iporpammuoe obecnieuenue (onMuoOHaNBHO): Microsoft
System Center Virtual Machine Manager 2016, 2012 R2,
2012, 2008 R2 SP1

BuptyansHble MaIIHHEL:
e Bce OC, nonaepxuaemsie MS Hyper-V
e  JltoOble MpHUIOKECHUSA

e JIroObIe (ailsToBBIC CUCTEMBI

Ha PI/ICYHKG 1 IMpUBCJACHA O6IIIaH ynpouieHHas ¢xemMa MpOBCACHUA PE3CPBHOIO0 KOIMMUPOBAHUA BUPTYaAJIbHBIX

MAIlIiH ¢ yJaJIeHHOH ITomaaky 3aka3unka B penosutopuii SberCloud ¢ ykazanueM 30H OTBETCTBEHHOCTH:
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Veeam Cloud Connect OBnayHoe XpaKunuLLe
pe3epBHbix Konwi SberCloud

Pucynok 1: Cxema opraHM3aliluél pe3epBHOTO KONHMPOBAaHUS BHPTYaJbHBIX MAIUMH C YAAJCHHOM IUIONMIAAKH

3aka3umka B penozutopuii SberCloud.

B 30He oTBeTcTBEeHHOCTH 3aKa3uMKa HaxXo4daTCs BCE PECYPChI, PACIIOJOKEHHBIEC HAa €0 CTOPOHC: CepBep

Veeam Backup & Replication, Veeam Agent.

B 30ne otBeTcTBeHHOCTH SberCloud - pynkmonnposanne Veeam Cloud Connect u penosuropust SberCloud.

B paMKax YCHyFI/I 3aKa3uuKk MOXXET CaMOCTOSTEILHO OTCICIKHBATH COCTOSHHE SaZ[aHI/If/‘I pe3epBHOTO

KOIIUPOBAHUSL.

I[J'IS[ TOJKIOYCHUA K chyre 3aKa3urK MOXKET BI)I6paTI) OJWH HUJIN HCCKOJIBKO THUIIOB ITOAKJIIOYCHHUS !

e [logkmouenune uyepe3 oOmmii kanan Wurepuer (shared) mpeamnornaraer normdeckoe MOKIIOYEHHE K

o0meMy Ui Bcex 3aka3dMKoB YCIYTH KaHAy nepeaadu JaHHbIX. CKOpOCTh CETEBOrO COSAMHEHMS IS

KaXXa0ro 3aKka3unKa He SBIISCTCS FapaHTHpOBaHHOﬁ U 3aBUCUT OT 3arpyKEHHOCTU O6III€FO KaHaJjia

nepeaavyu JaHHbIX (chyra IpeaoCTaBJIACTCA 110 yMOJI‘laHI/IIO).

o TlojkmoueHHE uepe3 BhIICICHHBIH rapaHTHPOBAHHEIA KaHan' VHTepHer. 3aKa3umKy IpeJOCTaBIAETCS

OTJeNpHas ToJoca JJIs AOCTyna K YcCiyre, KOTopas He pa3fersieTcs ¢ IpyruMH 3akazuukamu (Yciayra

OIlIa4YUBacTCA OT,Z[GJ'II:HO).

e [lonmkmroueHne depe3 MpsMOM KaHad CBs3W. JlaHHBIA CcOCOO MOAKIIOYEHHUsS TO3BOJISIET OOECTeUnTh

BBaHMOHCﬁCTBHe cereli 3aKa3unKa ¢ CEThIO B 00J1aKe C TIOMOIIBIO BBIJICJICHHBIX KaHAJIOB CBA3W CTOPOHHETO

npOBaI‘/'mepa. OHIII/IOHa.]'H:HO, C NOMOMLIbKO JaHHOT'0 CIEHapuid, K chyre 3aka3ynMKka MOXET OBITh

MNOJKIIIOUCH EL]'II)TepHaTI/IBHHﬁ KaHal B CCTb I/IHTCPHGT. I[J'ISI JAAHHOT'O TOAKIIOYCHHUA MOIrYT OBITH

1

mapwpymusamopa y3ia ceasu SberCloud

3aoannas CKOpOCmb caparmupyemcs e6Hympu cemu Hcnonnumens uauunas om nopma noepaHuinHoco
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HCITIOJIB30BAHBI BBIACIICHHBIC KaHAJIbI 331(213‘{1/11(3., OpPraHn30BaHHBIC C UCIIOJIB30BAHUEM «TEMHOW OITHKIDY

(Yciyra oraunBaeTcst OTIEIBHO).

[Ipu nogxiroueHnn yepe3 oouii kanan MaTepHeT 3aKka3ynuKy nmpenocTaBiseTcs 6a3oBas 3amuTa HHPOPMATHOHHBIX

cHcTeM, pa3MellaeMbIX B nHppacTpykrype obnaunoi miathopmer SberCloud, or DDoS-artak Ha kaHaJIbHOM YpOBHE.

2.2.

2.3.

24.

ITapameTphI pe3epBHOr0 KONNUPOBAHUSA B 00/1aK0

Pacnucanne n tHn PE3CPBHOI0 KOMMPOBAHUA 3aat0TCA 3aKa3unKOM. CpOK XpaHCHHUA PE3CPBHBIX KOIHi
OIMPCACIIACTCA MOJUTUKAMU PE3ECPBHOIO KOMMUPOBAHUA, IPU 3TOM CyMMapHI:IfI 00bEM BCEX KOIUI HE MOKET

MPEBBILIATH pa3Mep PErno3UTOPHsL.
BoccranoBienne BM

PaboThl MO BOCCTAHOBICHHIO U3 PE3CPBHBIX KOmui TIPOU3BOAATCAH 3aKa3uuKkoM CaMOCTOSTCIBHO. HpI/I
BOCCTAaHOBJICHUHA BPIpTyaJ'ILHOfI MalIvuHbl MOXXHO II€pe3anucarb HCXOAHYIO CYHICCTBYIOLIYIO BM, mbo

co3zaTh HOBY10 BM psisioM Ha CBOOOJHOM JHUCKOBOM MPOCTPAHCTBE.

B pamkax ycnyru 3aka3uMk MMeeT BO3MOXKHOCTb I'DaHYJISIPHOIO BOCCTAHOBIICHHUS OTAENBHBIX (ailjoB U3
PE3CPBHOM KOMUHM BUPTYAIbHOM MAIIMHBI, MPH 3TOM BBHIOPAHHBIA (aiiil MOXKET OBITh BOCCTAHOBJICH B
UCXOJIHYI0 BUPTYaJlbHYIO MallIMHY, JIM00 coxpaHeH Ha jokanbHoM CXJI 3aka3zumka. [Ipu 5TOM 11€70CTHOCTD
JIAaHHBIX He rapaHtupyercs. ['paHyJsipHOE BOCCTAHOBJIEHHE U1 MpUKIagZHOro u cucremHoro IIO,

paboratomiero nop ynpasieaneM OC otnuanoit ot Windows Server He JOCTYIIHO.

I'panynsapraoe BOCCTaHOBJICHUE JIOCTYTIHO JUIs CYB/J] MS SQL Server. Jna
CYB MySQL, PostgreSQL, Maria DB ¢yHKIIHOHAI TpaHyIAPHOTO BOCCTAHOBIICHHS OTPaHUYCH.

TexHn4ecKoe onMucaHme pemeHust

2.4.1. Ilpoepammnas naampopma

VYceyra peanusyeTcs cpeIcTBaMu MporpaMMHOro komiiekca Veeam Backup and Replication u Veeam Cloud
Connect.

2.4.2. Annapamuas nramgopma

PesepBHOE KOMHMpOBaHUE B OOJAKO OCYIIECTBIISETCS HA MPEIOCTABISIEMYI0 3aKa3uuKy B paMKax YCIyrH
obmacte CX/I.

2.4.3 Texnuueckue 0cobennocmu u 02paHu4eus.

Ha cropone 3aka3umka nomkHO ObITh ycTaHosieHo [I0 Veeam Backup & Replication He HIpke Bepcuu 9,
penaxmuu Standard wim Veeam Agent ¢ HabopoM miieH3un He Hrbke Workstation.

CKOpOCTh pe3epBHOTO KONHMPOBAaHUS M BOCCTAHOBJICHHS NAaHHBIX Ha IUIOMAAKY 3aKa3yMKa OrpaHWYeHa
NPOITYCKHOW CIIOCOOHOCTBIO KaHasla JocTyna B VHTepHeT W3 MHQpacTpyKTyphl 3akazuwka 0 oOJiaka

SberCloud, a Taxxe ckopocThio ureHus AaHHbIX ¢ CX/] UcnomauTtens.

OO1mue 3HaYeHNs napaMeTpoB yciryr «PesepBHoe KOITMpoBaHHE B 00I1aK0»

Onucanue Mumn. 3HaUeHnEe Makc.3HaueHHe

Pazmep penosutopus A XpaHEHUs PE3EPBHBIX KOMUI 1T6. 20 T6.
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PexoMeHyeMblil pa3Mep OJHOTO TUCKA JJIST PE3EPBHOTO 1T6. 2 T6.
KOTUPOBAHUS
KomnuaecTBO TOUeK BOCCTAHOBIIEHUS II1 00BEKTA 1 60

PE3EepPBHOTO KOMMUPOBAHHUS

3. TAPUOUKALIUSA YCIYTH

3.1. Bo3aMokHBIE BUIBI TAPUPUKKAITIH Y CITYTH:

3.1.1. Crarmueckas tapudukanus (Allocation) (1. 2.4.1. JloroBopa).

3.2. CroumocTs Ycayru popMupyeTcs B 3aBUCUMOCTH OT KommdecTBa BM, 17151 KOTOPHIX IPOM3BOIMIOCE PE3EPBHOE
KOIMPOBAaHUE B TEUEHUE OTYETHOTO Neproa (KaJeHIapHOro Mecsna) 1 00bEMa TUCKOBOTO IPOCTPAHCTBA,

BBIJCJICHHOI'O IOJ XpaHCHUC PE3CPBHBIX Komnuii 3aKa3uMKa.

4. HHBIE YCJIOBUs, IPUMEHUMBIE K YCJIIYTE

4.1. Bo3MoxHbIe BU/IbI IOAKIIIOUEHHUS / U3MEHEHHS / yaaneHus Y CiyT:
4.1.1. IToaxmoyeHue Y CiIyTru NOCPEICTBOM MOANUCAHUA 3aKa3a;

4.2. BO3MO>XXHBIH MOPSII0OK Pacu€ToB MO YCIyre:

4.2.1. llpenBaputenbHas o1JaTa,

4.2.2. lloctomnnara.

4.3. Bo3MoOsxHBIE CIIOCOOBI OIIIATHI / TOPSIIOK MOMOJTHEHH OanaHca:

4.3.1. Ormrara B 0e3HAIMYHOM ITOPSAKE HA OCHOBAaHUH BEICTaBJICHHOTO MconHUTENEM CcUéTa.
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