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MNPUJOKEHHUE Ne 1.1
k JloroBopy

OIIMCAHHME " YCJOBUSA TPEJOCTABJIEHUA YCJIYT

YCIYT'A «BUPTYAJIbHBIN LHOJI Ha 6aze VMware»

1. HAUMEHOBAHHUE YCJIYI'
1.1. HaumenoBanune Ycayru: Bupryansnsrit IO/l Ha 6a3e VMware.

1.2. Hacrosmuii DOKyMEHT COZCp)KHAT OIHCAaHHE COCTaBa YCIyrd, ee 0a30BOH (PYHKIIMOHAIFHOCTH, BO3MOXHBIX
COITYTCTBYIOIIMX W JOMOJHHUTENBHBIX YCIYT, OOIIEro HopsiKa IOAKIIOYECHUS, U3MEHEHUS W OTKIIOYEHHUS Y CIyTH,

YCJIOBUI NPENOCTABIEHUS U OTPAaHUYECHUH.

2. MH®OPMAIMUS OB YCJIYTE
2.1. KpaTkoe onucanue Yciayru

2.1.1 Bupryamsnerii O ma VMware (panee u nmamee — Yciyra), sBISETCS YCIAYToH IO MPEIOCTaBICHHIO 0a30BBIX
MH(OPMALMOHHO-TEXHOJIOTUYECKHX PECYPCOB Ha OCHOBE COBOKYIHOCTH (YHKIIMOHHMPYIOILETrOo MOA YIpaBICHHEM
VcnomHuTenst cepBepHOr0 M CETEBOrO0 OOOPYJIOBaHMS, CHCTEM XpaHEHHs JaHHBIX M CHEHHATU3MPOBAHHOTO
MIPOTPaMMHOTO obecriedyeHns. Ycioyra IMOCTpOGHa Ha OCHOBE Mojenu oocmyxkuBaHusi «laaS» u peanmsoBaHa

cpencrBamu wiatgopmer VMware vCloud Director.

2.1.2. B pamkax Ycayru Hcnomnutens npenocraBiseT 3akazuuky Buptyansubiii LHOJl, uMeromuid B pacnopspkeHUU
corJlacoBaHHbII Mexny McrnomnureneM M 3aka3uukoM HaOOp BUPTYAIM3UPOBAHHBIX BBIYMCIUTEIBHBIX MOIIHOCTEH
mporeccopa (VCPU), BupryanbHoit mamstu (VRAM) m gmckoBoro mpoctpanctBa (VHDD), a Ttakxke cpencrea
ynpasnenust Bupryansusim L{O/], nocraTounsle 1uist CO3/1aHNS M YIIPABJICHHS BUPTYaJIbHBIMU CEPBEPaMH B TpeOyeMon

3aka34nKy KOHQUTYpAIUH B [IPe/eiaX BbIICIICHHBIX BUPTYaTU3UPOBAHHBIX MOIIIHOCTEH.
2.1.3. Yupasinenue Bupryansusiv LIO/] ocymectBisieTcs: 3akazurkoM npu nomoinu koucoiu vCloud Director.

2.2. CoctaB Yc¢Jyru 1 OCHOBHbIE KOMIIOHEHTbI
2.2.1. B coctaB Ycayru BXOJST:

Boiuuciumenvhvie pecypcol

. BUpPTyalbHBIE MporieccopHbie sapa (VCPU);

. BUPTYyaJIbHasl oniepaTuBHas naMsaTh (VRAM);

. BUPTyaJIbHOE JHCKOBOE npoctpancTtso (VHDD);
. o3 NSX Edge Gateway.

. rocteBele OC Windows u Linux

Cemesvle cepeucsyl U KOMNOHEHRNbl

. MTOJIKJTIOUEHHUE K CETH MHTEPHET (B 00IIeM KaHale);
. Onun ny6nmunstit [IP-anpec.

Ocrosnbile komnonernmol 0oraynou naampopmol VMware

o VMware vSphere;
° VMware vCloud Director;
o VMware NSX;

J VMware vRealize Log Insight;
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L VMware vRealize operations.

VMware vSphere

VMware vSphere npezacrasmiser coboil mrathopMy BHPTyalH3aluy, 00eCIeUnBaCT JUHAMUYECKYIO OaIaHCHPOBKY
Harpy3Kd Ha CEpBEpPbl W CUCTEMBl XPAHEHHs JAHHBIX ISl JOCTH)KEHHS ONTHMAaJbHOM NPOWU3BOJUTEILHOCTH.

CocrtaBHBIMHU YacTAMH TaTGopmel VMware vSphere sBIsroTCS:

VMware ESXi — anmapaTHbBIH T'MIEPBU30D, Pa3AeisOUMi pecypchl (pU3NYECKOro cepBepa MEXAy HECKOJIBKUMH

BUPTYAJIbHBIMU MalllMHAMH.

VMware vCenter - ueHTpann3oBaHHas matdopma s ympaBieHHs cpenamu VMware vSphere, momoraromas

ABTOMAaTH3HPOBATh BUPTYAIbHYIO HHPPACTPYKTYpy U O€30IacHO NPeNOCTaBISITh K HEll JOCTYI B 00JaKe.

VMware High Availability (HA) — MexaHn3M, TO3BOJSIONINN BOCCTaHABINBATh PA00OTOCIIOCOOHOCTD BUPTYaIbHBIX

MaIlliHa M0CJIe alNapaTHOToO c00s y3/10B BUPTyaIU3aLUH.

VMware DRS — MexaHu3Mm, paBHOMEPHO pacnpeaessiromuil BM Mexay BceMu y3j1aMu KilacTepa U 00eCieunBaroIuii

3aJ[aHHYIO0 IPOU3BOINTEIBHOCTh BUPTYJILHBIX MAILIMH B IITATHOM U HEIITATHOM (B ciiy4ae cO0eB) pe:kiuMax paboThl.

VMware vMotion - MexaHH3M <GKUBOWY» Murpanuu BM Mexay y3namu Kiactepa JIisi CepBUCHOTO 00CTyKUBaHUsA 03

TpepBIBaHIsI pabOTHI MOJIK30BaTENECKUX BM.
VMware vCloud Director (vCD)

vCloud Director NIPpeAOCTaBIIACT KOHCYHBIM I1OJIb30BATCISAM 6630HaCHLI€, H30JIMPOBAHHBIC ITYJIBI PECYpPCOB LA

opicTpoit mHNIManu3au BuptyansHoro IO/l u peanusyeT equHy0 KOHCOJb YIIPaBICHHUS.
VMware NSX

VMware NSX wucnome3yercst Ais co3AaHHs MTPOrPaMMHO-ONpPENEISIEMBIX CEeTel, MHKAICYISNK TpadHKka depes
nporokosl VXLAN nnst noctpoeHus joruueckux L2-cereil B paMKax yke CyIIECTBYIOLIEH KOMMYTAallMd Ha YPOBHE
L3. Tlo3BomnsieT 3aka3uMkaM CaMOCTOSATENBHO CO3/1aBaTh BBIJCNICHHBIE CETMEHTHI CETH W OMNpPENeNIATh IpaBHiIa

MapHIpyTH3AIMHA MEXIY CEeTIMH CBOUX BUPTyanbHBIX [1O/], 63 n3meHenuii B pu3ndeckoil KOMMyTallny.
VMware vRealize Log Insight

VMware vRealize Log Insight — cpenctBo mys cOopa M aHanmu3a BCeX THIIOB JAaHHBIX. [103BONAET yIpaBIATH
KypHaJJaMHd COOBITHH C TOMOIIBIO YIOOHBIX MaHeNell MOHMTOPHHTAa W HMHTEIUIEKTYAJIBHBIX CPEACTB aHaJM3a.
IToppoOHas Bu3yanu3anus padOYUX MPOLECCOB MO3BOJIAET YCKOPHUTH YCTPAHEHHUE HENOJAIOK B MH(PPACTPYKType

Hcnonuurens.
VMware vRealize operations

VMware vRealize operations - MHCTpYMEHT PAaCHIMPEHHOTO MOHHTOPHHTA IPOU3BOIUTEIHFHOCTH BHPTYAIbHOU
nHdpactpykrypsl. CoOupaer 1aHHbBIE O pa3BEepHYTHIX BUPTYaJIbHBIX MalIMHAX M NPWIOKECHUSX, BKIIIOUas JaHHbIE 00
HCIIOJIb30BAaHUH  TPOLECCOPHBIX PECYPCOB, OINEPATHBHON MaMsTH, YTWIM3alMd JWCKOBOW MOACHUCTEMBI,
JUIIATEJIBHOCTU PETUCTpallu U IIPONU3BOJAUTEIILHOCTH YAAJICHHOTO 0T06pa)KCHI/IH. OHL[I/ISI JOCTYIIHA K IMOAKIIFOUYCHUTIO

OTACIBHO U TapI/I(l)I/IIII/IpyeTCH JOIIOJITHUTCIIBHO K OCHOBHO chyre.

2.3. Ob6ecneyeHue 3aUTHI HHPpacTPyKTYpHI 00.1a4H0I IIaTdopmsel SberCloud

® 3amuTa HHQPACTPYKTYphl 00JIaTHON TUIAT(HOPMBI M CPEJICTB €€ YIPaBJICHHUS,

® 3amura koncoau vCloud Director;


http://www.vmgu.ru/news/vmware-nsx-announcement
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® 3ossanus BIIO/I.

3ammuTa HHPPACTPYKTYPHI 00/1a4HOH MJIAT(HOPMBI H CPEACTB ee yNpaBJIeHHs

3amura nHppacTpykTypsl 00mauHol miardopmer SberCloud u cpeacTs ee ynpasieHus oOecrieunBacTcs Ha
CII/TYFOLIUX YPOBHSIX:

® Ha HU3HIECKOM YpOBHE 0OecreunBaeTCs

—  pasMernieHue Bcero obopyaoBanus HHPpacTpykTypsl B IO/, cOOTBETCTBYIOMIMX TPeOOBAHUSIM
HAJIe)KHOCTH 10 KaTeropun Tier 3;

—  KOHTPOJIb U YIPABJIICHUE TOCTYIIOM K 000pYyIOBAHUIO;

—  HaJM4YUe CUCTEMBI BUICOHAOIONCHNS Ha 00bekTax nHpopmarusauu [{O/].

® Ha CETEBOM YpOBHE obecreunBaeTCs 3amura nepuMeTpoB L[OI[ " UX CCTMCHTHUPOBAHUEC C UCIIOJIB30BAHUEM
MCECIKCETEBBIX OKPAaHOB HOBOT'O TOKOJICHUSA (NGFW), OCYIIECTBJIAIOIIHNX B TOM YHCJIC BbISIBJICHUC U
MpCAOTBPAIICHUE KOMIIBIOTCPHBIX aTaK;

® Ha HHPPACTPYKTYPHOM YPOBHE 00ECIIEUMBACTCS:

—  aHTHUBUpYCHas 3aIIUTa HHYPACTPYKTYPHI C HCIOIB30BAHUEM aHTUBUPYCHBIX CPEICTB /ISt 00JIauHBIX
cpen;

—  ympaBJeHHE JOCTYIOM K HHPPACTPYKTYpe C HCIOJIB30BAHUEM CPEACTB ABYX(PaKTOpHOM
ayTeHTH(UKAIMY TTOIKITIOYAIOIUXCS K Hel a]MUHICTPATOPOB;

—  KOHTpOIb ACHCTBHUI MPUBHICIUPOBAHHBIX IIOJIb30BATENCH C HCIIOIb30BAHUEM CHELHATU3HPOBAaHHBIX
CpEICTB;

—  PeryJSIpHBIA KOHTPOJIb ¥ aHAJIHM3 3alIMIIEHHOCTH HHPPACTPYKTYPHI C UCIIOJIb30BaHHEM
CIeLAIM3UPOBAHHBIX CPEJICTB MO BBISBICHHIO Y3BUMOCTEH B Ucnonb3yeMoM [10 1 ero HeKoppeKTHOM
KOH(HTYypanuH, BIHAIOMEH Ha ypoBeHb 3amumenHoctr 110, ¢ ycTpaHeHHeM BBISIBICHHBIX
YSI3BUMOCTEH W/MJIM HEJOCTATKOB;

— cbop u aHaU3 COOBITHIT HHPOPMAIMOHHOW 0E€30IIACHOCTH.

IloMuMO 3TOr0, OCYLIECTBIAIOTCSA NEPUOAMYCCKHE TECTUPOBAHUS Ha MPOHHKHOBCHUE W ayAUT MH(OPMAIMOHHOM
Oe3omacHocTH MH(pacTpyKTyphl o0mauHoii miatdopmer SberCloud ¢ mpuBIeYeHHEM CTOPOHHHX OpraHH3aldi.
BEIsBIICHHBIE B XOJI¢ COOTBETCTBYIOLIEIO TECTHPOBAHUS W/WJIM ayAuTa HEJAOCTATKH YCTPAHSAIOTCA MO (AKTy HX
BBISIBJICHUS.

3ammura koncoJu vCloud Director

3amura koHcomu vCloud Director of0ecrmeunBaeTcsi Ha YpOBHE INPWIOKEHHH C  WCIONB30BaHHEM
CHCIHATM3UPOBAHHOTO MEKCETEBOTO 3KpaHa ypoBHs mpuioxeHuit (Web Application Firewall, manee — WAF).
[ToMHMO 3TOT0, OCYIECTBIISIOTCS PErYJIIPHbIE CKAHMPOBAHUSI KOHCOJIM Ha HAJIMYME aKTYaJIbHBIX YS3BUMOCTEH U ero
MEepHOINYECKHe TECTUPOBAaHMS Ha NPOHHUKHOBEHHE C IIPHBICYCHHWEM CTOPOHHHMX OpraHu3anuii. BbisiBieHHbIE
YSI3BUMOCTH W/MITH HEJOCTATKH YCTPAHSIOTCS 1O (DAKTy MX BBISBICHUSL.

MN3oasiuusa «Opranusanumii» 3akazumka.

Mzomsanus «Opranuzanuin» 3aka3duka OCyIIeCTBISETCS Ha ypOBHE 00Ja9HON MITaT(hOPMBI BCTPOCHHBIMHU CPECTBAMU
VMware vCloud u Ha cereBom ypoBHe cpenctBamu VMware NSX Edge. [Tomumo 3Tor0, B paMKax HepHOAMIECKUX
TECTUPOBaHHI Ha TPOHUKHOBEHHME Bceil HHQPPACTPYKTYphl TPOBOASATCS TECTHPOBAHUS Ha BO3MOXKHOCTH
MPOHUKHOBCHHUSI MOTEHIHWAIBHOTO HapymwuTesns u3 omHoi «OpraHmsanum» B OPYyTy0 C IPEOJOJICHHEM
UCIIOJIb3YEMbIX MEXaHH3MOB 3aIHTHI.

2.4. Tunsl pecypcos

2.4.1. Bupmyanvuwvie npoyeccopusie siopa (vCPU)

[pn (opmupoBaHUM 3akaza  3aka3uMKy  NpeNoCTaBisieTCss  BBIOOD u3 CIIeNyIONMX  s7ep:
c gacroroii 2,4 GHz; 2,6 GHz; 3,5Ghz.
vCPU obcayxuBatorcst puznueckumu npoueccopamu Intel.

PeKOMeHHaHI/II/I 1 OrpaHUYCHUS:
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B pamkax omnoro Buptyambaoro 11O/l 3aka3duk MOXeT HCIOIb30BaTh Toiabko VCPU ¢ oamHakoBOH 4acTOTOM

(oOciyXrBaeMbIe TIPOIIECCOPAMHY OJHOTO THIIA).

2.4.2. Bupmyanvhas onepamuenas namsims (VRAM)

[Ipu popmupoBannu 3akaza 3aka3uuK yKa3pIBaeT TpeOyemsbiii 00beM VRAM.

PexomeHmanuu 1 orpaHMYeHUS:
MunanMansHOE 3Ha4eHUe I dKk3eMIuripa Buptyansaoro [IO/] — 1 T'6.

2.4.3. Bupmyanvnoe ouckosoe npocmparcmeo (vHDD)

B pamkax yciyru mpeoCTaBIsieTCS TPH JUCKOBBIX NPOMWIS, OTIHYAIONIMXCS IO CKOPOCTH OOMEHa JTaHHBIMHU
(xommuectBy omeparuii BBoga-BeBoaa (IOPS)) u Bpemenn otkimka: SATA/NLSAS, SAS u SSD. Kaxapiit ACKOBBIi

HpO(lJI/IJ'IL COOTBETCTBYET CBOEMY TUITY JUCKOB Ha CUCTEMEC XPAHCHU JaHHBIX.

B pamkax ognoro Buptyansroro 1{O/] MOXKHO HCIIOIB30BATh AMCKOBBIC TPOQUIIH PA3INIHOTO TUIIA.

2.5. Tunsl MNOAKJJIIOYECHUS K CETH U CETEBBIC CEPBUCHI

Jnst mogkmodeHust K Ycimyre 3aka3duK MOXKET BBIOpAaTh OAWH WM HECKOJBKO THIOB mozxmodeHus. [loaxmodenne
4epe3 BhIIEICHHBIN TapaHTUPOBaHHbIHA! Kanan UHTepHET (3aKa34nKy PEA0CTaBIAETCS OTAEIbHAS [0JI0Ca IS JOCTYIIa
K Ycayre, KOTopas HE pa3fensercs C APYTHMMHU 3aKa3dyMKaM{) WM HOAKIIOUeHHEe uepe3 obumid xanan MHTepHET
(shared), kOTOpBIH peATIONaraeT JIOTHYECKOE MOIKITIOYCHHUE K 00IIeMy JUIsl BCeX 3aKa3unKOB Y CIIyTH KaHaITy Iepeiadn
JTAHHBIX (CKOPOCTh CETEBOT0 COCIMHEHMS Ul KaKAOro 3aKa3uuka He SIBISETCS TapaHTUPOBAHHOM M 3aBHCUT OT

3arpy’KEHHOCTH OOIIIEero KaHalia nmepeadn JaHHbIX ). JJOCTyIMHbIC MOKIFOUCHHS

e [loakarodeHne K cepBucy B odi1ake yepe3 ceTb MHTepHeT - NAT
Ionp30BaTeny MOIKIIOYAIOTCS K BHPTYalIbHOW MarimHe B oOJiake, OmyOJMKOBaHHOM uepe3 Oenbiii [P ampec,
MapHIpyTH3UpyeMblii B cetn MHTepHeT. JlaHHBIA cleHapuii peKOMEHIYETCS HCIOJIb30BaTh Ul INIPEJOCTABICHUS
JIOCTYyIIa K IyOJIMYHOMY CEepBHCY 4yepe3 ceTb MHTepHeT.
OrpaHu4eHus:
o OpuH Gensrit IP agpec Ha npritoXKeHUE - IS My OJIMKALUH HECKOJIBKHX TPUII0KEHUH ¢ OJJTMHAKOBBEIMU OPTaMH
TCP (80, 443 u T. 11.) TpeOyeTcs BhIICICHUE JOMOTHATENBHBIX Oenbix [P anpecos;
o s mpunoxeHudt ¢ auHamudecku BeinensemeiMu noptamu (FTP, SIP, H.323 u 1. 1.) MOTYT BO3HHKHYTH
po0JIEMBI ¢ HEJJOCTYITHOCTBIO CEpBHCA - HEOOXOAMMO (PMKCHPOBAThH HANA30H ANHAMUYECKH BBIICTSEMBIX
IIOPTOB B HAaCTPOMKAX MNPUIOKEHHS U NponuchiBaTh ux B npasBwiax DNAT. AnbrepHaTUBHBIA BapUaHT -

BBIJIEIATH OiuH Oeublii [P anpec Ha cepBuc u HacTpanBath npaBuio Static DNAT.

e [Iloakiarouenue k ceppucy B odaaxe yepe3 Remote Access VPN - RA VPN (SSL VPN)
Ha paboueii mamune mons3oBatens ycranaBnmuBaeTcst SSL VPN kineHT, ¢ MOMOIIBI0 KOTOporo ycTanaBiuBaeTcsi VPN
TOHHEJb B 0071aK0 3aKka3uuka. [lomp30BaTens momydaeT JOCTYI K BUPTyaJbHBIM MalllMHAM B o01ake yepes ux cepsie IP
azpeca, MapHIpyTH3UpyeMbIe B paMKax 00JIauHOM CeTH 3aKa3uuKa. JJaHHBIN clieHapHii peKOMEHIYETCsl HCIIOIb30BaTh
JUTS TIPEAOCTABIICHNS JOCTyIIa aJMIUHUCTPATOpaM 3aKazdrKka K HHQPacTpyKType B oOaKe.
OrpaHuveHHUs:
o TpeOyercs ycTaHOBKa KJIMEHTa Ha pabodell MalllnHe T0JIb30BaTeNs;

o HeBo3M0OXHO HCITOJIB30BaTh OJHOBpeMeHHO ¢ Site to Site VPN - L2 VPN.

e Iloakaiouenue k ceppucy B odaaxe yepe3 Site to Site VPN — L3 VPN (IPsec VPN)
Ha cereBoM 000pyIoBaHINH 3aKa3ymKa (POYTEp WM MEKCETEBOM 3KpaH) HacCTpauBaeTcs ctarndeckuii [Psec-ToHHEb B
0011aK0, € TOMOIIBI0 KOTOPOTO MOJIE30BATEIH MOAKIIOYAIOTCA K BUPTyaJIbHBIM MalnHaM B obiake Ha cepsie [P agpeca,

MapumpyTU3UPYEMBIC B paMKax 00J1aYHOI1 ceTH 3aKa34yrKa. ,Z[aHHbeI CIIeHapI/Iﬁ PEKOMCHAYETCA UCIIOJIb30BATh JId CBA3U

! 3a0annan cxopocmo 2apanmupyemces enympu cemu Ucnoanumens HaUunas om nopma no2panudio20 Mapuipymuzamopa
yzna cesasu SberCloud
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on premise ceTeil 3aKa3unKa ¢ CETSIMU B 00JIaKe KaK OCHOBHOE IOJKITIOUCHUE WM KaK Pe3epPBHOE MOAKIIOUEHHE MIPU
HaJIMYUY TOAKIIOUEHHS Yepe3 NMPsIMOM KaHal CBA3H.
OrpaHuyeHus:
o Tpebyercst HaM4Me y 3aKa3duKa ceTeBOr0 00opyaoBaHus ¢ moamepxkkoit [Psec VPN;
o B 0a3oBoii koHbuUryparuu goctymnHa opranusanus 10 512 [Psec TonHeneil. TexHUYeCKH €CTh BO3MOKHOCTh
pacupeHust gaHHoro koimdectBa 10 1600, 4096 wian 6000 ToHHEnel, YTO MOTPeOyeT MOMOJHUTEIBHBIX

TPYyZO3aTpaT ONepaToOpoB U PeCypcoB obaxa.

e Iloakarouenne k cepBucy B odiake yepe3 Site to Site VPN — L2 VPN (SSL VPN)
3aKa34nK yCcTaHaBIMBaeT BUPTyalbHBIH poyTrep Vmware NSX Edge B cBoeil cymectByromeli uHppacTpykrype. Ha
NSX Edge nactpauBaercs ctatudeckuii SSL-ToHHENb B 0011aK0, C TOMOIIBI0 KOTOPOTO OpraHu3yeTcst L2 cBA3HOCTH
MEXIy CEeTSIMH 3aKa3yHMKa B €ro CyIlecTBYIOLIeH MH(PACTPYKType M ceTssMH B obOiake. [Ipu TakoM MOJKITIOYEHUH,
CYIIECTBYIOIINE BUPTYAIbHBIC MAaIIMHBI B MH(PACTPyKType 3aKa3zumka OyayT HaxomuThcs B omnHoit L2/L3 cerm c
MaIlIMHAMH B 00JIaKe, 9TO JTaeT BO3MOXKHOCTH AJIS pPeali3aliyl TAKOTO CEpBHCa KaK MUTpalys MallnH 0e3 cMeHsI [P
anpeca. JlaHHBIN clieHapUil PEKOMEHJIyEeTCSl MCIOJIb30BaTh TOJBKO KAaK BPEMEHHOE MOJKIIOUYEHHE ISl MUTpalUU
BUPTYQJIbHBIX MAIIMH 3aKa34lKa U3 on premise nHPppacTpyKTyphl B 00JIaKO.
OrpaHuyeHus:
o Tpebyercst HaNMYKe BBIYUCIUTEIBHBIX PECYPCOB Y 3aKa34MKa JJIs pa3BOPaYMBAHUS BUPTYaJIbHOTO poyTepa
VMware NSX Edge, a Taxke TeXHUYECKUX CIIEUATIUCTOB JUIs €r0 HACTPOUKH.
o o L2 VPN k BupTyansHOMY JAaTallEHTPY B 00JaKe MOKHO ITOJAKIIOYHTE TOIBKO OJWH BUPTYaJbHEIN poyTep
VMware NSX Edge. Opranuzanus L2 VPN ToHHemneH Mex Ty BUPTyaJbHBIM JaTa IIEHTPOM C IBYMs U OoJiee
caiiTaMy OZJHOBPEMEHHO HEBO3MOYKHA.

o Heso3moxuo ncnons30Bath oqHOBpeMeHHO ¢ Site to Site L2 VPN.

[ToaxnroueHune yepes mpsiMoi KaHai cBA3H. JlaHHBIN cioco0 MOIKIIOYEHUS TO3BOJISIET 00ECTIEYUTh B3aUMOICHCTBYE
ceTeld 3akasymKa C CEThI0O B OOJake C TIOMOIIBIO BBIACICHHBIX KaHAJOB CBSI3M CTOPOHHETO MpoBaiimepa.
OnuroHagbHO, ¢ IOMOIIBI0 JAHHOTO CIICHApwWs, K Yciayre 3aka3duka MOXET OBITh IMOJIKITIOYCH albTepPHATUBHBIN
KaHaJl B CETh I/IHTepHeT. I[J'IS[ JaHHOT'O MOJAKIIFOUCHUSA MOT'YT OBITH MCITOJIb30BAHBI BBIJICJICHHBIC KaHAaJIbl 331{33‘11/11(8.,

OpraHU30BaHHBIC C UCIIOJIb30BAHUEM «TEMHOU OITHKI. I[OCTyHHbIC IIOJAKIIOYCHU A

e L2 noakiovyeHue
JlaHHBII CIIeHApHI TI03BOJISIET CBA3ATh CETh KIIMEHTA B 00JIake C on-premise CeTsMU KITMeHTa BHe oOaka o L2. TIpu
TAKOM TOJKJIFOYEHHH, CYIICCTBYIOIINE BUPTyalbHbIC MAIIMHBI B HH(PPACTPYKType 3aKa3unKa OyAyT HAXOAUTHCS B
onHoit L2/L3 cetu ¢ MammHaMu B o0Jake, 4TO JaeT BO3MOXKHOCTD JUIS peaM3alliii TAKOTO CEpBUCA KaK MHIpAIUs
mamuH Oe3 cmensl [P ajpeca. [laHHbIN cleHapuii pEeKOMEHIYETCs MCIOJb30BaTh TOJBKO KaK BpPEMEHHOE
MOJKITFOUSHIE TSI METPAIIH BUPTYAITbHBIX MAIIMH 3aKa34diKa U3 on premise HHQPacTpyKTypsI B obmako. JInbo Ha
MOCTOSIHHOW OCHOBE IMPH TEXHHYCCKOH HEBO3MOKHOCTH PaOOTHI MPUIIOKEHHI 3aKa3uuka MEXKIy Oon premise u
obxakom mo L3.
OrpaHuyeHust:
o Cuenapwii He MOXeT OBITh pa3BepHyT cwiamu kiaueHTa u3 Vcloud Director GUI. Jlns pasBopaduBaHus
TpeOyeTcs ydacTre ornepaTopoB 00JIAYHOTO MpoBanaepa.
MaxkcumanbHasi BO3MOXKHAS TPOU3BOIUTEIBHOCTD Mo IKIroueHus — 10 I'0/c.
o Jnsa MakcUManbHOH yTHin3anuu noakmodeHus saadearne MTU Ha BceM Iy TH cliefoBaHHS TpadHKa TOIHKHO

O5ITH ycTaHoBNeHO HEe MeHee 9000 OaiiT.

e L3 noakiawuenue (BGP)
JlaHHBIN CIIeHapWi TIO3BOJISIET CBA3aTh CETh KIIMEHTA B O0JIaKe ¢ On-premise CeTsIMU KIIMeHTa BHe obmaka mo L3. J{ist
JTUHAMUYECKOTO PaCIPOCTPaHCHHs MapHIpyTHOW HHAOpMAIMH B JaHHOM CIICHAPUU BO3MOXKHO HCIIOJIE30BaHUE
npoTokona MapmpyTu3anud BGP. JlaHHBIN clieHapuii peKOMEHIyeTCsl UCIOIb30BaTh IS CBSI3U ON premise ceTeit

3aKa34MKa C CETAMHM B 00J1aKe KaKk OCHOBHOC MOAKJIIIOYCHHUC.

OrpaHuveHHS:
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o Cuenapwii He MOXeT OBITh pa3BepHyT cwiamu kiueHTa U3 Vcloud Director GUI. Jlns pa3BopaduBaHus
TpebyeTcs yuacTHe onepaTopoB 00Ia4HOro MpoBaiiaepa.

o MaxkcumasibHas BO3MOXHAsI MPOU3BOAUTEINBHOCTE ToaKroueHust — 10 I'6/c.
Jis MakcuManbHON yTHIIM3any noaKrodeHns 3Hauearne MTU Ha BceM ITyTH ciieZioBaHUS TpaduKa JODKHO
ObITh ycTaHOBJIEHO He MeHee 9000 OGaiT.

o B xauectBe MIPOTOKOJIa JTUHAMHUYECKOMH MapumpyTusaluu MOXKET OBITh UCITOIL30BaH TOJILKO IIPOTOKOJI eBGP.

e BzammopeiicTBHe ¢ pecypcamMu o0/1aKa ¢ HCIIOJIL30BaHUeM KianeHTckoil AS u IP-agpecos
KnuenTckuii cepBrc aHOHCHpYeTCs U3 00J1aKa ¢ TOMOIIBIO €0 MapUIpYTH3UPYEMBIX B MHTepHeTe anpecoB (PI 61ok).
OrpaHuycHU:
o Jna wucroms30BaHMA CICHapHs TpeOyercss uToObl knmeHT uMmen Provider Independent IP ampeca,
COOCTBEHHYIO aBTOHOMHYIO CHCTEMY.
Kiuent ucnonssyer cets Sbercloud kak TpaH3UTHYIO JJIs1 aHOHCHPOBAHUS CBOUX IPEPHUKCOB.

o JlomoJmHHUTENBHO JOJDKHA OBITH MpopaboTaHa cxema 3ammTel AntiDDOS ams npeuKcoB KIMeHTa.

[pu moaxmroyeHNH yepe3 ooumil kanan MHTepHeT 3aKa3duKy npemocTaBiseTcs 0a30Bas 3alIuTa HHPOPMAIHOHHBIX
CHCTEM, pa3MeIaeMbIX B HHPpacTpykType obmadnoii matdopmsl SberCloud, or DDoS-arak Ha kKaHATEHOM YpOBHE.

B ocTajabHBIX ci1y4asx, a Tak:Ke [0 3aIPOCy MOKeT ObITh NPeJ0CTABJIEHA PaclIUPEeHHAs 3aIlUTa
HH(OPMANIMOHHBIX CHCTEM 3aKa3unKa, pa3MenaeMbiX B mHppacTpykType odaaunoii miardopmbl ShberCloud,
ot DDoS-aTak Ha Bcex ypoBHsx (L3, L4, L7) B Bue oraenbHoii Tapupuuupyemoii yeayru.3.5. Buyrtpennee
ceTeBoe B3auMojaeiicTBue

Jns oOMeHa NMaHHBIMH MEXAY BUPTYyalbHBIMU MamuHamu B npeneiax BIIOJl ucmonb3yercs BHYTpEeHHEE CETEBOE
B3aMMO/IEHCTBUE, peaT30BaHHOE Ha 0a3e ceTeBOro 00opyoBanus MconHuTeNs U cpeicTBaMu runepsu3opa VMware
ESXi.

2.6. CeTeBble CepBHCHI

Bupryamsnsiii muiro3 VMware NSX Edge Gateway mpemocraBisercs 1o yMoldaHHIO B KoH¢urypanum Compact,
JIOCTAaTOYHOW JJIsI CO3JIaHMs HEOOJNBIINX BBIYHCIMTEIBHBIX CPE C MaJbIM KOJMYECTBOM CEPBHCOB, M MOXET OBITh
U3MEHEH B Cilydyae HEO0OXOIMMOCTH OOpabOTKM OONBIIEro KOJMYecTBa CETeBBIX (QYHKIHMH. O3HAKOMHTBCS C
BO3MOXKHBIMH KOH(GHUTYPALUSIMU U MPEZeIbHbIMU 3HAUSHUSMH 110 SKCIUTyaTalli BUPTyaibHOTro nutto3a VMware NSX

Edge Gateway M0XHO Ha opHUIHATEHOM caiiTe 1o ccbuike https://configmax.vmware.com/guest?vmwareproduct=NSX

IIporpammustit o3 Edge Gateway nmpenocTaBiisieT CIeyolne CETEBbIE CEPBUCHL:

* mexcereBoe skpanupoanue (Firewall);

* mapupyTtusanus (Routing);

* npeobpa3zoBanue aapeca (NAT);

* upTyassHble yacTHbIE ceTr (VPN) IPSec;

* TUHaMU4ecKoe pacnpeaeneHue aapeco DHCP.

PasBepThIBaHHE BUPTYaIBHOTO ILTI03a BO3MOXKHO B 0TKa30ycTOWUYNBOM KoHpurypanuu (HA), npu 3ToM co3maeTcs
JIOTIOJTHUTEBHBIN IUTI03 B PEXKUME OKUIaHUs, KOTOPBIA MEPECHUMAET Ha ce0sl Harpy3Ky B CIydae BBIXOJA U3 CTPOS

ocHoBHoro nuto3a Edge Gateway.

2.7. ladaonbl BM u 06pa3sr OC

B pamkax Yciryru 3aka3uuk MOKET CaMOCTOSITEIBHO BBINOJIHUTE UMITOPT/9KCIIOPT cobcTBeHHOoro oopaza BM B BLIO/I.
Bo3moxHbIl BapuaHT paboThl ¢ oOpazamu BM: 3aka3unk caMOCTOSITENILHO OCYIIECTBIISIET UMIIOPT/3KCIIOPT 00pa3oB

BUPTYQJILHBIX MAallIMH, UCIIOJIB3Yys KoHCcoub ynpasineHus vCloud Director.

JIOTIOTHUTENBEHO 3aKa39HKy MPEJOCTABIISIETCS TOCTYII K KaTaJory ¢ madnonaMu BM ¢ npeaycTaHOBICHHBIME Hanboiee

MONYJIIPHBIMU BEPCUSMHU OllepalioHHbIX cucteM Windows u Linux.
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2.8. IlporpammHuas miaatgopma

VYcnyra peanuzoBana Ha 06asze miuatdopMbl BUpTyanusauun VMware vSphere. B kauecTBe MHCTpyMeHTa peann3anun

ob6mauHO# HHppacTpyKTypHs! uctionszyercs VMware vCloud Director.

YCcTOHINBOCTh K OTKA3aM BBIYMCIUTENBHBIX y3JI0B PEAIN30BaHa CPEACTBAMHU ILIAaT(OpPMBI BUpTyaau3amuu VMware

vSphere Ha 6a3e texnonoruu vSphere High Availability (HA).

Cxema peanmsanun mwiathopmsr ais yeryru «Bupryamsnastit O (VDC)» m300paxkeHa HIDKe:

BUPTYANLHLIM LIOA 3AKAIYMKOB BUPTYANBHLIM LIOJ 3AKA3YMKOB

(euon1] [euonz] [euoas] ... [eucan)

yCloud Director
1 (cealls)

I a1 4 o

k[_[ Esx:] [-L[ n.d:anl;J [L[ N:':x1:

[Buont) [euonz] [(euons| .. [euoan]

vCloud Director
=] (cells)

(=

Cepeepa Cepsepa

852D  SAS ML-SAS

CHCTaMEl XpaHEHWA NaHHBX
Lon 2 /

L T L LT T L L TR

520 SAS ML-BAS

SESES

CucTemb EpaHaHWA OaHHEX

\ """"""""" wopgtr A

2.9. AnmnapaTtHas niatdgopma

Cepeepnaﬂ ngam(;bopMa

B kauecTBe BBIUMCIHMTENHHON IUIATGOPMBI HCHONB3YIOTCS CEPBEPHBIE PEIICHHS KOPIOPAaTUBHOTO YPOBHS,

Oazupyronirecs Ha MpoIeccopax apXuTeKTypbl Xx86/64.

CX/] Cucmema xpanenus OQHHbLX

Jns opraHuzauuu cepBHca MPEAOCTaBICHUS BHUPTYAJIbHBIX JUCKOB NMPUMEHSIOTCS CHCTEMBl XPAaHEHUS JaHHBIX
ypoBHs middle-range ¢ pe3epBUpOBaHHEM OCHOBHBIX KOMIIOHEHT, TAKUX KaK OJIOKM THTaHUs, KOHTPOJJIEPHBIC

MOJTyJTH.
Cemb

Cetp 6a3upyeTcs Ha 000PYIOBAaHUN BEIYIIIUX MUPOBBIX IIPOU3BOIUTENECH, KOTOPOE 00ECTIeUnBaET:

*  BBICOKHIA YPOBEHb KOHTPOJS M 0€30MacHOCTH Ojaromapsi MOTOKOBOW TENEMETPUM M YIPEKIAIOUIeMy aHaIu3y Ha
JINHEWHOW CKOPOCTH Tepeiayu;
*  BBICOKYIO MPOU3BOIUTEIHHOCTh NPIIIOKEHUH Onaromaps WHTEIUICKTyaldbHBIM OydepaM U OTCYTCTBHIO TOTCPH

MaKETOB;
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*  BBICOKYIO IPOU3BOJAUTEIHLHOCTD M MaCIITA0OMPyEeMOCTh OJlarofaps MyJIbTUCKOPOCTHBIM TopTam 1/10/25/50/100G.

CereBast mocucTeMa peajn3oBaHa C MpUMeHeHHeM Tomonoruu Leaf - Spine, koTopas obecriedynBaeT cienyromnnue
NPeUMYILECTBA:

* IpeCcKa3yeMOCTh 3a1ePIKeK;
* BBICOKHH YpOBEHb MacIITaOUPyeMOCTH 0Oe3 IpephIBaHus pabOTHI CETH;
* BBICOKH YPOBEHb aBTOMATH3aIMH YIPABICHHS U MOIJICPIKKH;

® 3a1uUTa OT IOSIBJICHUS IIE€TEIb.

2.10. MouuTOpHHT

MOHUTOPHHT — JOMOJIHUTENBHBIN CEPBUC AJIs OTCISKUBAaHUsI coCcTosAHUs BM, peanuzoBanHbli cpenctBamu VMware
vRealize Operations Advanced. Vmware vRealize Operations cobupaeT HHPOPMAIIUIO ¢ Pa3INIHBIX HCTOYHHKOB H
UCTIONB3YET NPOJBHHYTHIC AJTOPUTMBI AHAJIUTHUKU JJISI U3YUYEHHs M PacllO3HABaHWS HOPMAIBHOTO IOBEICHUS
Kaxaoro O6’beKTa MOHHUTOPHUHTA. HpI/I TOMOIIN KOHCOJIU U TCHCPUPYEMBIX OTUCTOB 3aKa3UHK IMOJY4Ya€T BCC ACTATIN

JUIL aHaJIn3a U IPUHATUA OCO3HAHHOI'O PCIICHUA B CIICAYHOIINX obacTsx:

* MMOWCK M YCTPaHEHHE MPOoOIIeM C MPOU3BOAUTEIBHOCTBIO,

* COCTOSIHME BUPTYaJbHOM HHPPACTPYKTYPBI M IPEAYNPEKICHAE O BO3MOXKHBIX POOIIEMax,

* MPOTHO3UPOBAHHUE U YIPABICHUE yTUIN3AIMEH HHPPACTPYKTYPBI.

vRealize Operations SIBJISCTCS JOMOJHUTEIBHON OMIMEH, KOTOpasi MOKET OBbITh MOJKIIOUCHA MPHU CO3JaHHH HOBOT'O
WM yxe K cymectBytomemy BIIO/.

Hoctyn K (hyHKIHMOHAIBHOCTH PACIIMPECHHOTO MOHHUTOPWHTA OCYIIECTBISIETCS depe3 KoHcoib VRealize Operations

(cchIKa Ha KOHCOJIb MIPEIOCTABIISAETCS OTIENBHO).
2.11. Apenja JiMueH3Mii Ha nporpaMMHoe o0ecniedeHue Windows

B pamkax naptHepckoro cornamenusi Microsoft SPLA HcnonnuTens npemiaraer 3aka3dyuky JOCTYI K IPOrpaMMHOMY
obecrieuennto Microsoft. TlepedeHb Takoro mporpaMMHOIO oOecredeHus] 3aKa3uuK MOXKET 3allPOCHUTh Y OTBETCTBEHHOTO

muna MeomanTens (. 10.12 JloroBopa), CTOMMOCTE OIIPEEeIsieTCsl B COOTBETCTBYIONIEM OJlaHKe 3akasa.



3. BA3OBAS ®YHKHHUOHAJBHOCTb U METPUKH YCIYT'A

Ycenyra Bupryanersiii [{O/] Ha 6a3e VMware onucana B Ta0JIUIE HUXKE.

ITAPAMETPBI IPEJOCTABJISIEMBIX YCJIYT
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Cepsuc Tapundunupyembie eMHALBI XapaKTepHCTUKH M METPUKH JonmycTuMblie 3HAYEHUSI
Beruncnenus Buptyanensiii  mpoueccop 3,5 ITw, BasoBas uactoTa mporneccopa vCPU 3,51Tn
VMware (mt.)
Honyctumoe kon-Bo vCPU 3,5 I'T'u Ha BuptyanbHblit 1 -8 wr.
cepsep (11T.)
Jomyctumslii 060eM VRAM Ha BUpTyanbHBIH cepBep 1-384Tb
cvCPU3,5ITn
Buptyanpubiii  mpoueccop 2,6 [T, bazoBas gactora nponeccopa vCPU 2,6 1T
VMware (mrT.)
Homyctumoe xon-Bo vCPU 2,6 I'rii Ha BupTtyansHbIit 1 —28 m.
cepsep (11T.)
Jomyctumsrii 006eM VRAM Ha BHpPTyanbHBIH cepBep 1-768T'b
¢ vCPU 2,6 I'rlx
Bupryanensiit  mpoueccop 2,4 ITm, bazoBas gactora mpornieccopa vCPU 2,41T
VMware (mrT.)
Homyctumoe kon-Bo vCPU 2.4 I'rir Ha BupTtyansHbIit 1 - 40 mr.
cepsep (IIT.)
Homyctumsrii 006eM VRAM Ha BHpPTyanbHBIH cepBep 1-768T'b
cvCPU 24 I'r
HDD IOPS. OranoHHble 3HaU€HUS 2000 IOPS/1 000GB
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Xpanuiuiie

JIaHHBIX

Buptyaneusiii  xecTkmii  amck  SSD, Cpemnee Bpems pgoctyma k SSD  Storage ma | 0mMc-5wMc
VMware (I'0) BHPTYaJbHON MalTiHE
Ilar yBenuueHus pa3Mepa BUPTYaJIbHOIO IUCKa B 1Th
JIOIyCTUMOM JIHaria3oHe
Bupryaneusii  xectkmit  gamck  SAS, | HDD IOPS. DranonHble 3HaYSHHS 500 IOPS/1 000GB
VMware (I'0)
Cpennee Bpems pgoctynma k SAS Storage Ha | OmMc-25mc50IB
BUPTYaJIbHOW MalIUHE
Ilar yBenuueHus pa3Mepa BUPTYaJIbHOIO JUCKa B 1Th
JIOITyCTUMOM JIHaIa30He
Buptyanensiit  sxectkuit  guck  SATA, | HDD IOPS. OranoHHble 3HaAUCHUS 100 IOPS/1 000GB

VMware (I'0)

Cpennee Bpemss pgoctyna kK SATA Storage Ha

BUPTYaJIbHOU MalllMHE

0 mc - 30 mc

IMar yBenuuyeHus pasmMepa BUPTYaJbHOIO JUCKa B

JOITYCTUMOM AHaIra3oHe

1Th

CeTeBBle CEPBUCH

Hoctyn B IHTEepHeT B 00111eM KaHale

ITonoca nponyckanus

He tapudunmpyercs:

He Oonee 100 M6/c Ha Buptyansrsrnii LIO/] Ha

6aze VMware
[TpomnyckHast CHOCOOHOCTh Ha | Cpemnsisi cereBast 3azepxka B mnpenmenax cetn | 0 mc-5wMc
BHPTYaJIbHBIN CepBep nepenadu qaHebx SberCloud
[IporieHT moOTEepsHHBIX MakeToB B mpexenax cetd | 0% - 0,2 %
nepenayn nanaeix SberCloud
[Ty6mmansrit [P (mT.) [IporieHT moOTEepsHHBIX MMakeToB B mpexenax cetd | 0% - 0,2 %

nepenayu naHebx SberCloud
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Cpenmusii cereBas 3aJepKka B IIpelenax CeTH

nepenadu qaHebx SberCloud

0 Mc - 5 Mc

[Tonoca nponyckanus

ITo 3HaueHMsIM yemyru «CeTh BHEIIHSISDY

BupTtyansHsiii moro3 (mrT.)

Cpenmusii cereBas 3aJepKka B IIpelenax CeTH

nepenadu qaHHbX SberCloud

0 Mc - 5 Mc

KommnuectBo koHkypeHTHBIX SSL VPN TyHHEnei

50 (B kondurypanuu Compact)

[Ipomycknas criocoGHOCTH

He 6omee 10 I'6/c

I'octeBas OC

Hoctyn k rocresoit OC Windows server:

= BM pasmepom 4 u menee vCPU: BM
(rr.)/a.; BM (mr.)/mec.

=  BM pazmepom 6onee 4 vCPU: vCPU
(r.)/u.; vCPU (wir.)/mec.

[ITaGnons! rocreBeix OC Windows server

Windows server 2012

Windows server 2016

Windows server 2019
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4. TAPUOUKADNUA YCIYTHU

4.1. Cmamuueckas mapugpuxayus (Allocation)

Crarunueckast Tapu(HKaLus IpeaIoiaraeT omaTy MyJjia pecypcoB U ONIHUH, yKa3aHHBIX TP (POPMHUPOBAHUH

3aka3a WM BHECCHUS B HETO U3MEHEHHH, BHE 3aBUCHMOCTH OT (aKkTa MX HOTPEOIIeHHS 3aKa3qnKOM.

Bennunna exxeMecsIHOro IIaTeka 3a Iojb30BaHue yCJIyI‘Oﬁ ONpenciIsI€TCA B COOTBETCTBUU C 3aKa3aHHBIM

00BEMOM TIepPEUNCIICHHBIX HIKE PECYPCOB M OIIITHIA:

* BupryansHasrii nponeccop 2,4 I'Tn, VMware;

* Buptyaneusiii npoueccop 2,6 I'Ta, VMware;

* BuptyansHsiii nponeccop 3,5 I'T'y, VMware;

* BupryanbHas namsats, VMware;

* Buprtyanbnbli sxectkuid guck SATA, VMware;
¢ BupryanbHbli sxecTkuid guck SAS, VMware;

* BuptyansHsiii xxectkuit tuck SSD, VMware;

* [Ipenocrasienue myodamuHoro IP aapeca;

* Cereoii nutio3 NSX Edge Compact;

* Ceresoii nutro3 NSX Edge Large;

* Ceresoii nutro3 NSX Edge Quad-Large;

* Ceresoii nutro3 NSX Edge X-large;

* [Tanems MmoauTOpHHTa VMWare vRealize Operations Advanced;

* JJoctym x rocteBoit OC Windows Server.

Meroauka pacu€ToB MOTPEOSIEMBIX MPOLIECCOPHBIX PECYPCOB M ONEPATHBHOW MaMSTH IpeJroJiaraet
TapU(PUKAINIO CyMMbI 3HAY€HNH BBIOPAHHBIX PECYPCOB 3a OTYETHBIHM IIepHo.L (OJJMH MECSIl) B COOTBETCTBUH

¢ tapudom. Ha ocHOBe CyMMBbI 3HAUCHH BBHICTABJISICTCS CUET.

MeTtoauka pacuéra moTpeOIIEMOro IMCKOBOIO MPOCTPAHCTBA MPEAINOJAraeT OIUIaTy 3a BBHIOPAHHBIM

3aka34uKoM 00BEM pecypcoB IMCKOBOTO MPOCTPAHCTBA.

4.2. Junamuuecxas mapugurayus (Pay as you go)

Junamudeckas TapuuKanus IperoiaraeT omiaty myja pecypcoB H ONMIKK 1o (akTy UxX MOTpeOsIeHUs
3aka3unkoMm B TedeHne OTueTHoro mepmoxaa. Ilynm pecypcoB M ommuii, KOTOpBIE IPETOCTABISIOTCS

3aKaS‘II/IKy B ITOPAAKE Z[I/IHaMI/I‘IeCKoﬁ Taqu)HKaHHH YKa3bIBACTCA B COOTBETCTBYIOLIIEM Onanke 3akasa.

Benuunaa exemMecsdHOTO TIIIaTeXka 3a TO0JIb30BaHUE yCJ’lyFOﬁ ONpeaAciA€TCA B COOTBETCTBUM C

MOTpeOIEHHBIM 00BEMOM IEPEUNCIICHHBIX HIDKE PECYPCOB U ONIHNH:

* Buprtyansnsrit npornieccop 2,4 I'T, VMware;

* BupryansHsiii npoueccop 2,6 I'Ty, VMware;

* Bupryanshsiii npoueccop 3,5 I'Ty, VMware;

* BupryansHas namsats, VMware;

* Bupryanshsiii xectkuit tuck SATA, VMware;
* BupryansHsiii xectkuit tuck SAS, VMware;

* BupryansHsii xxectkuit nuck SSD, VMware;

* CereBoii numro3 NSX Edge Compact;

* CereBoii o3 NSX Edge Large;
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* Ceresoii numio3 NSX Edge Quad-Large;
* Ceresoii numio3 NSX Edge X-large;
* [Tanems MmoauTOprHTa VMWwWare vRealize Operations Advanced;

* JToctym k rocteBoit OC Windows Server.

Junamudeckast TapuuKanys OCyIeCTBISIETCS B I0YaCOBOM MOpsiaKe (M3 pacdeTa cTouMocTH 1 (oxHOro)
yaca), HaUMHAsL C MEPBON MHUHYTHI MCHONB30BaHUS. CTOPOHBI yCTAHOBHIIM, YTO IJISI yAOOCTBa pacuéToB
HETIOJIHbIE Yachl MCHOJb30BAaHUS YCIyrW, HauMHas C MEpBOM MUHYTHI, OKPYIJIAIOTCA A0 IOJIHOIO yaca

MOJIb30BaHUsl Y CIIyTOM.

Jannasle (OTYETH 00 UCIOJB30BAHAMZ) 110 IHHAMHYECKOM TapU(DHKAIUK 3aKa3duK MOYKET 3aPOCUTH Y
MeHekepa no [Jorosopy.

5. HMHBIE YCJIOBUSA, IPUMEHHUMBIE K YCJIIYT'E

5.1. Bo3aMoHbIE BU/IbI IOAKIFOUECHNUS / U3MEHEHHs / yiaeHus Y CIyT:
5.1.1. IlogxmroueHue Y cIyru MOCPEACTBOM HOMUCAHUS 3aKasa;

5.2. Bo3MOXHBIN OPSATOK pacUETOB MO yCIyre:

5.2.1. IlpenBapurenbHas OIIaTa;

5.2.2. Ilocromnara.

5.3. Bo3MoxHBIE cITOCOOBI OIUIATHI / TIOPSAOK MOTIOTHEHHsI OanaHca:

5.3.1. Omtara B Oe3HATMYHOM opAAKE Ha OCHOBAHHH BbBICTABJICHHOT'O Hcnonaurenem C‘IéTa;

2 CTOpOHBI yCTAHOBMIIM, YTO YKA3aHHBIM OTYET HE ABIAETCA OTYETHBIM JOKYMEHTOM, JIMOO JOKYMEHTOM, Ha
OCHOBaHUHU KOTOPOTO CTOPOHBI BIIPaBe OCYIIECTBIATh KaKue-Ti00 B3anMOPACUETHI, UCTIOJIb30BATh TAKHE OTIETHI
JUI 000CHOBAHMUS TPEOOBAHMM, a TAKXKE OCYIIECTBICHHS HHBIX IOPUINIECKH 3HAUNMBIX JIeHCTBHI.
Nudopmanmst B 0TUETE HOCHT CIIPABOYHBIN XapakTep. B CBS3M ¢ pa3mMyHBIM MOPSIAKOM OMPOCa MPOTrPAMMHOTO
obecredeHus, OCYIIeCTBIIIOMEro coop uapopmanmu 11t GopMHUpPOBaHUS O0TIETA, HHOOPMAITHS B TAKOM OTUYETE
MOJKET OBITh HETOYHOIA.



